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Office Title: Cloud Engineer

Civil Service Title: Computer Specialist (Software)

Level: 3

Salary Range: $115,854 - $130,701

Division / Work Unit: Information Technology Division
(ITD) — Infrastructure and Security Management (ISM)

Number of Positions: 1

Job ID: 607046

Hours / Shift: Monday — Friday (9 AM to 5 PM)

Position Status: Full-Time / Permanent

Application Deadline: Until filled

DISCLAIMER: The NYC Department of City Planning does not offer sponsorship, of any kind, for any type of
employment opportunity.

THE AGENCY

The Department of City Planning (DCP) plans for the strategic growth and development of the City through ground-up
planning with communities, the development of land use policies and zoning regulations applicable citywide and sharing
its perspectives on growth and community needs with sister agencies in collaboration with the Office of Management
and Budget (OMB).

DCP is a great place to work — cultivating intellectual inspiration, professional development, and creativity. Visit our
website at www.nyc.gov/planning to access the full listing of job opportunities and to learn more about the agency’s
services.

THE DIVISION

Information Technology Division’s (ITD) vision is to become a dynamic and vibrant technology delivery organization of
the New York City government that leads business transformations and technology innovations to enable citizen-centric
smart urban planning, while promoting a culture of collaboration, talent development, and equity. ITD is responsible for
developing technology solutions to support agency needs and citywide asks, including City Charter mandates. This
includes grant funding requirements, citywide geospatial services, maintaining systems infrastructure and endpoint
assets to optimize operational efficiency, promote innovation, and collaborate with other city agencies to enhance
service accessibility to citizens. The division provides necessary computing infrastructure and productivity-enhancing
technology tools in a hybrid mode (on premise and in the cloud), to support DCP’s interdisciplinary staff across five
boroughs, including planners, urban designers, project managers, and executive management. The division is comprised
of experienced and talented software engineers, geographic specialists, service engineers, and technology leaders who
specialize in managing system infrastructure, cyber security, geospatial data engineering, application services, and
portfolio management.



Within ITD, the Infrastructure and Security Management (ISM) unit is responsible for design, configuration, and
maintenance of on-premise and cloud network infrastructure; physical and virtual server management, backup and
recovery, security and access control, database administration, capacity planning, and incident response, facilitating the
agency’s computing needs and provisioning the infrastructure assets for the optimal of internal and external clients,
systems, and applications. Staffed by a team of network engineers and infrastructure specialists, the ISM unit closely
works with city’s Office of Technology and Innovation (OTI) on identity and access management, compliance and
governance, and security best practices.

THE ROLE

ITD’s Infrastructure and Security Management (ISM) unit is seeking a Azure Cloud Engineer with expertise in on-premise
to cloud migration strategies and comprehensive network/security management to lead design, execution, and the
optimization of complex cloud migrations while ensuring the security and efficiency of Azure-base network infrastructure
which plays a pivotal role in shaping DCP’s cloud strategy to deliver high-quality solutions, and ensure the reliability and
scalability of cloud-based infrastructure.

Under supervision and general direction, with considerable latitude for the exercise of independent judgment, the Cloud
Engineer’s responsibilities include, but may not be limited to:

e Lead the end-to-end migration of on-premise systems and applications to Azure, including assessment, planning,
execution, and post-migration validation.

e Architect and implement secure and scalable Azure solutions, considering network design, data flow, and security
controls to meet business requirements.

e Collaborate with stakeholders to define migration goals, assess technical feasibility, and design migration
strategies that minimize downtime and risk.

e Develop and execute migration plans, including data transfer, application refactoring, and resource provisioning,
while adhering to project timelines and budgets.

e Oversee the network architecture in Azure, including virtual networks, subnets, gateways, and connectivity to on-
premise environments.

e Implement robust security measures, such as Azure Firewall, Network Security Groups (NSGs), and Azure Active
Directory, to safeguard Azure resources.

e Monitor and optimize network performance, identifying and addressing bottlenecks and latency issues.

e Collaborate with cybersecurity teams to ensure compliance with industry standards and regulatory requirements,
implementing encryption and access controls.

e Develop and maintain network documentation, architecture diagrams, and migration playbooks.

e Lead troubleshooting efforts for network-related issues, providing root cause analysis and implementing
corrective actions.

e Mentor junior engineers, sharing knowledge and best practices related to Azure migrations and network
management.

e Stay current with Azure updates, network technologies, and security trends, integrating them into the
organization's cloud strategy.

e Collaborate with cross-functional teams to integrate cloud solutions into the overall IT environment, ensuring
seamless operation and data flow.

PREFERRED SKILLS

e Bachelor's degree in Computer Science, Information Technology, or a related field. Master's degree is a plus.

e Proven experience (5+ years) as an Azure Cloud Engineer, with a strong focus on on-premise to cloud migrations,
network architecture, and security management.

e Microsoft Azure certifications such as Azure Solutions Architect Expert, Azure Network Engineer Associate, or
related certifications are highly desirable.

e Demonstrate experience leading end-to-end migration projects, including assessment, planning, execution, and
post-migration activities.



e Deepunderstanding of Azure networking services, including Virtual Networks, Azure ExpressRoute, VPN Gateway,
Load Balancers, Azure Kubernetes Service (AKS), Azure App Service, and Azure SQL Database.

e Proficiency in security practices and tools for Azure, including Azure Firewall, Network Security Groups (NSGs),
and Azure Active Directory.

e Proficiency in infrastructure-as-code tools such as Terraform or ARM templates.

Strong scripting skills using languages like PowerShell, Python, or Bash for automation and resource provisioning.

Experience with CI/CD tools and practices, such as Azure DevOps, Git, and Jenkins.

Familiarity with hybrid cloud environments and technologies for connecting on-premise infrastructure to Azure.

Experience with network monitoring, performance optimization, and troubleshooting tools for Azure

environments.

e Excellent communication and collaboration skills, with the ability to work effectively with technical and non-
technical stakeholders.

e Strong problem-solving skills and a proactive attitude toward identifying and addressing potential issues.

e Leadership capabilities, including the ability to guide and mentor junior team members.

e In-depth knowledge of industry security standards and compliance requirements.

e Motivated, forward-thinking, and results-oriented individual with a passion for cloud technology.

MINIMUM REQUIREMENTS

Authorization to work in the United States is required for this position. NYC Department of City Planning does
not provide sponsorship for international employees. Applicants are responsible for ensuring that they meet
all minimum qualifying requirements for this position, at the time of application.

1. A baccalaureate degree from an accredited college, including or supplemented by twenty-four (24)
semester credits in computer science or a related computer field and two (2) years of satisfactory
full-time software experience in designing, programming, debugging, maintaining, implementing,
and enhancing computer software applications, systems programming, systems analysis and design,
data communication software, or database design and programming, including one year in a project
leader capacity or as a major contributor on a complex project; or

2. A four-year high school diploma or its educational equivalent and six (6) years of full-time
satisfactory software experience as described in “1" above, including one year in a project leader
capacity or as a major contributor on a complex project; or

3. Asatisfactory combination of education and experience that is equivalent to (1) or (2) above. College
education may be substituted for up to two years of the required experience in (2) above on the
basis that sixty (60) semester credits from an accredited college is equated to one year of experience.
A masters degree in computer science or a related computer field may be substituted for one year
of the required experience in (1) or (2) above. However, all candidates must have a four year high
school diploma or its educational equivalent, plus at least one (1) year of satisfactory full-time
software experience in a project leader capacity or as a major contributor on a complex project.

NOTE: In order to have your experience accepted as Project Leader or Major Contributor experience, you
must explain in detail how your experience qualifies you as a project leader or as a major contributor.
Experience in computer operations, technical support, quality assurance (QA), hardware installation, help
desk, or as an end user will not be accepted for meeting the minimum qualification requirements.

Special Note

To be eligible for placement in Assignment Level IV, in addition to the Qualification Requirements stated
above, individuals must have one year of satisfactory experience in a project leader capacity or as a major
contributor on a complex project in data administration, database management systems, operating systems,
data communications systems, capacity planning, and/or on-line applications programming.



TO APPLY: All applications must be submitted through the Jobs NYC / ESS Portal
City Employees — Click here to apply directly

1. logintoESS.

2. Searchfor job ID number: 607046

3. Click onthe job business title: Cloud Engineer

4. Click on “Apply Now” at the bottom of the posting

Non-City Employees — Click here to apply directly, or visit cityjobs.nyc.gov and follow the steps below:
1. Search for job ID number: 607046
2. Click onthe job business title: Cloud Engineer
3. Click on “Apply Now” at the bottom of the posting

PLEASE NOTE:
Only applicants under consideration will be contacted. Appointments are subject to Office of Management and
Budget (OMB) approval. Authorization to work in the United States is required for this position.

The City of New York is an inclusive equal opportunity employer committed to recruiting and retaining a
diverse workforce and providing a work environment that is free from discrimination and harassment based
upon any legally protected status or protected characteristic, including but not limited to an individual's sex,
race, color, ethnicity, national origin, age, religion, disability, sexual orientation, veteran status, gender
identity, or pregnancy.

55-a Program

This position is also open to qualified persons with a disability who are eligible for the 55-a Program. Please
indicate at the top of your resume and cover letter that you would like to be considered for the position
through the 55-a Program.

As a current or prospective employee of the City of New York, you may be eligible for federal loan
forgiveness programs and state repayment assistance programs. Please review the notice to see if you may
be eligible for programs and how to apply at nyc.gov/studentloans.

This position will be eligible for remote work up to 2 days per week, pursuant to the Remote Work Pilot
Program agreed to between the City and DC37.

NOTE: If you would like to request a reasonable accommodation during your visit or have questions
regarding the accessibility of our facilities, please reach out to accessibilityinfo@planning.nyc.gov or call
212-720-3508 at least three business days prior to your arrival.



https://hrb.nycaps.nycnet/psp/hcmprd/EMPLOYEE/HRMS/c/HRS_HRAM_EMP.HRS_CE.GBL?PORTALPARAM_PTCNAV=HC_HRS_CE_GBL&EOPP.SCNode=HRMS&EOPP.SCPortal=EMPLOYEE&EOPP.SCName=ADMN_EMPLOYEE_SELF_SERVICE&EOPP.SCLabel=&EOPP.SCPTcname=PT_PTPP_SCFNAV_BASEPAGE_SCR&FolderPath=PORTAL_ROOT_OBJECT.CO_EMPLOYEE_SELF_SERVICE.HC_HRS_EE_SELF_SERVICE_GBL.HC_HRS_CE_GBL&IsFolder=false
https://a127-jobs.nyc.gov/psc/nycjobs/EMPLOYEE/HRMS/c/HRS_HRAM.HRS_APP_SCHJOB.GBL?Page=HRS_APP_JBPST&Action=U&FOCUS=Applicant&SiteId=1&JobOpeningId=399969&PostingSeq=1
https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fcityjobs.nyc.gov%2F&data=05%7C01%7Cmmenjivar%40planning.nyc.gov%7C9eb04ffc42134b7f613808dba4d8bd29%7C32f56fc75f814e22a95b15da66513bef%7C0%7C0%7C638285023039652006%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=AR2aSNGoeaHz171p0Xjo7Uoi%2FCeOhfXXUpBrhhdauY4%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fnyc.gov%2Fstudentloans&data=04%7C01%7CGAbreu%40planning.nyc.gov%7C887fa36c512647520cc308da1e547c22%7C32f56fc75f814e22a95b15da66513bef%7C0%7C0%7C637855645453901702%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=zWFhNgcMX0JDu8GmD9FvZConmAB%2F2msJtNovJ4KJUqg%3D&reserved=0
mailto:accessibilityinfo@planning.nyc.gov

