CITY OF NEW YORK

ADDENDUM
TO
APPENDIX A JANUARY 2018 FINAL

This Addendum modifies Appendix A January 2018 Final, General Provisions Governing
Contracts for Consultants, Professional, Technical, Human, and Client Services (“Appendix A”),
as set forth below.

Subsection B of Section 5.08 (Confidentiality) of Appendix A is deleted in its entirety and
replaced with the following:

Section 5.08 Confidentiality

*

B.

%k %k

Where in connection with the services under this Agreement the Contractor, or its

employees, subcontractors, or agents, will have access to, acquire, disclose, or use any data
that includes private information (as defined in Admin. Code § 10-501(b)), the Contractor shall
provide written notice to the Department within three days of the earlier of discovery by the
Contractor or notification to Contractor of any breach of security (as defined in Admin. Code
§ 10-501(c)). Such notice shall inform the Department of the nature and scope of the breach of
security.

1.

Upon such discovery or notification of such breach of security, the Contractor shall
take reasonable steps to determine the cause(s) of such breach and to remediate the
cause(s) of such breach, shall provide written notice to the Department of such steps,
and shall cooperate with any investigation conducted by the City of such breach. Such
cooperation includes, but is not limited to, promptly responding to the City's reasonable
inquiries and providing prompt access to in human and machine readable format all
evidentiary artifacts associated with such breach of security, such as relevant records,
logs, files, data reporting, and other materials.

In the event of such breach of security, the Contractor shall cooperate and coordinate
with the City regarding any notifications determined by the City to be made to
individuals affected by such breach.

Without limiting any other right of the City, the City shall have the right to withhold
further payments under this Agreement for the purpose of set-off in sufficient sums to
cover the costs of such notifications to individuals affected by the breach of security
and/or other actions mandated by any Law, or administrative or judicial order, to
address such breach of security, and to cover the costs of any fines or disallowances
imposed by the State or federal government as a result of such breach. The City shall



also have the right to withhold further payments hereunder for the purpose of set-off in
sufficient sums to cover the costs of identity theft monitoring services for individuals
affected by such breach of security by a national credit reporting agency, and/or any
other commercially reasonable preventive measure. The Department shall provide the
Contractor with written notice and an opportunity to comment on such preventive
measures prior to implementation. Alternatively, at the City’s discretion, or if monies
remaining to be earned or paid under this Agreement are insufficient to cover the costs
detailed above, the Contractor shall pay directly for the costs, detailed above, if any.



