This Manual is compiled of the following sections. If a section was revised during the year, each revision
and date effective is listed. Ensure to use the appropriate effective date.

Administrative Procedures in use for 2011

Number
order Procedures Effective Date
1 | Attorney Request 2/9/2010
2 | Complaints 2/9/2010
3 | Control of Records 5/20/2010
4 | DNA Technical Leader 2/9/2010
5 | DNA Technical Leader 12/29/2011
6 | Document Control 5/20/2010
7 | Management System Review 2/9/2010
8 | Purchasing Services and Supplies 2/9/2010
Removing Records from the Electronic
9 | Case Logbook 4/19/2011
10 | Security 9/27/2010
11 | Security 1/6/2011
12 | Staff Roles and Responsibilities 5/20/2010
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GUIDING PRINCIPLES AND SCOPE:
The Department of Forensic Biology seeks to provide maximum transparency of operations and

assistance to prosecuting and defense attorneys consistent with maintaining appropriate
laboratory security, confidentiality, and minimum disruption to laboratory operations.

This document provides guidance for dealing with various types of requestg from grogecuting or
defense attorneys for laboratory information or access. \

PROCEDURE:

A. Requestsfor Forensic Biology Case Files

e defendant
sic Biology case number
telephone number for the attorney

4, oductjof of a certified copy of a Forensic Biology case file by the
Algainjgtrative Team (A-Team) takes a minimum of ten (10) business days.
5. An OCME staff attorney reviews the certified copy prior to its release; the OCME

staff attorney may make redactions in accordance with NYS Executive Law §995-
d.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.
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6. As soon as the certified copy is ready for pick up, a member of the A-Team will

telephone the requesting attorney’s office. The certified copy must be picked up
in person, either by the requesting attorney or a messenger. Copies of Forensic
Biology case or suspect files are never faxed or mailed.

7. The original request or subpoena should be placed into the Fore Biology case

N

Complex Discovery Requests

On occasion, an attorney may make a complex discq qu hat seeks more than a
certified copy of the case file.

epartment of Forensic Biology Manual
CME Legal Department.

1 Prosecuting attorneys: A gimple | of request is sufficient; however, the letter
must be signed by a RraGE° g attorney; it is not sufficient if signed by a
paralegal or trial prg 9 istant

2 Defense attorn € wrjtten request must include an original judicial subpoena
duces tecu

3 If the ajtQ est is unclear or requires further specification, an OCME
sta ollow up with the attorney. The OCME Staff Attorney will

B

ill only provide copies of its own Department of Forensic Biology
ocuments. OCME is not permitted to provide documents of another laboratory
such as the FBI or Bode Technology). The OCME is not responsible for
roducing a document that does not already exist.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
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5. The Quality Assurance Manager will determine the section(s) of the Department

of Forensic Biology documents to be provided. The copy will be provided on CD
format. A certification cover page is nmtovided. Production of a copy of
Forensic Biology protocols takes a minimum of 10 business days.

6. Copies must be picked up in person, either by the attorney, a pa alora
messenger

7. The request document(s) and a CD copy of the doc Nﬁe attorney

should be placed into the Forensic Biology case fil

Electronic Test Data

1. If the written request is uncle rther specification, an OCME staff
attorney will follow up with tlte attorney.

2.

3.

e criminalist also prepares a certification page to accompany the CD

OCME will only provide copies of electronic test data that it produces. OCME is
not permitted to provide licensed and/or copyrighted software. The OCME is not
esponsible for producing electronic test data that does not already exist.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.
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5. An OCME staff attorney may prepare a brief letter (cc’d to the Court) to
accompany the CD explaining the contents of the CD.

6. The certified copy of the CD must be picked up in person, either by the attorney
or a messenger. CD copies of OCME Forensic Biology Electronic Data should

never be mailed to an attorney. %

7. The attorney’s original subpoena should be placed into the Fafensic
Biology case file, along with the CD copy of the elec pr§wided to
counsel.

C. Defense Request to be Present for Testing

On rare occasions, a defense attorney and/or
attorney) to be present for DNA testing. The
attorney and/or technical expert(s) to be pré
observe the entire process or selecteg oo

quests (via the prosecuting
Forensic Biology permits an
Forensic Biology laboratory to
analysis, e.g., an attorney may
or an expert may solely ask to

Department at least oa8 Mg

2. If evidence or )@
the defense® ;%

A
—

3&% en request to the attention of the OCME Legal

kefense attorney’s written request must reference:

of the defendant and indictment number;

e of the presiding Judge;

the’lname of the assigned Assistant District Attorney;

e name of the defense expert who wishes to observe;

2 items of evidence [and NYPD voucher number if known] which the
attorney or expert believes were submitted to the OCME for DNA
analysis.

If the written request is unclear or requires further specification, an OCME staff
attorney will follow up directly with the requesting attorney.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.
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5. The attorney and/or expert must complete and sign an OCME VISITOR DNA

11.

SAMPLE CONSENT FORM and provide a DNA sample to the Department of

Forensic Biology prior to entering the laboratory.

I. A criminalist within the Department of Forensic Biology Exemplar Group
[X- Team] will collect an oral swab from the attorney or expert.

il. A record of the DNA profile(s) generated will be placed in ssociative
case evidence or suspect exemplar Forensic Biology fige. A cho
reference to the specific case will be noted in all cases siblfaffected.

iii. The original consent form is delivered to and bWthe Forensic
Biology Exemplar Group [X- Team]; a copy t form is placed
into the associated case file.

The OCME will only permit defense counse
observation during normal business hoyr

ri{s) o be present for
riday, 9 amto 5 pm.

Defense counsel and/or expert WI
Forensic Biology criminalist at

rted Py an OCME Department of

Defense counsel or expert W up to OCME specification prior to entering
a laboratory. A defense cauns rt who does not follow the OCME
i ificati )e permitted to enter the laboratory.

Defense counsel y bring paper and pen into the laboratory
Defense co rt are prohibited from bringing cameras, cell phones or
tape reco es into the laboratory

nd expert are prohibited from photocopying any OCME

efens unsel and expert may not remove anything from the OCME
ent of Forensic Biology laboratories or facility.

Detense counsel and expert will not be given a tour of the OCME DNA Facility.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
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14.  This is not an occasion or opportunity for the attorney or expert to question or
quiz a criminalist about the testing process or technology or equipment utilized.
If a defense attorney wishes to speak with the assigned criminalist in advance of
trial concerning case-specific DNA testing and results, the attorney may return to
the OCME DNA Building at a later time to speak with the criminalist in person.

\

R

Revision History:
February 9, 2010 — Initial version of procedure.
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GUIDING PRINCIPLES AND SCOPE

Complaints can provide valuable information about problems with the management system or
insight into potential improvements. Complaints have varying degrees of seriousness. The
Department of Forensic Biology endeavors to respond to complaints to a degree commensurate
with the magnitude and urgency of the complaint.

This procedure describes how the Department of Forensic Biology deals with complaints
received from customers and other parties, and from employees c@ning the quality system.
PROCEDURE (\0'

1. Complaints may be received verbally or in wrif ny member of staff.

2. The recipient evaluates the complaint and h@cts it to an appropriate staff member for
follow-up. For example:

a. General concerns and comﬂ?s or those relating to a specific function of the
laboratory, case acceptan§ chiteria, or evidence and reporting policies should be
directed to a Criminal upervisor, the Quality Assurance Manager (QAM), a
Technical Leader,  aNlanager.

b. Evidence intake is should be directed to a Sign-In specialist.
C. Specific case i @s or personnel performance issues should be directed to the
supervisor scientist assigned to the case.

3. The staff me l(e'&aluates the complaint.

a. As ng€eded, the staff member contacts the complainant to discuss the specifics of
the issue. If the staff member is able to resolve the issue during this discussion,
and the issue was not related to non-compliance with the laboratory’s
management system, no further action is necessary.

i Case related contacts are documented in the case record.

Controlled versions of Department of Forensic Bigiddanuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.
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If the evaluation indicates that the complaint is due to a specific non-conformance
with Forensic Biology guiding principles and/or procedures, the staff member
determines whether the CONTROL OF NON-CONFORMING WORK and/or
QUALITY INCIDENT REVIEW procedures are applicable

I. The staff member may consult with the QAM and/or an appropriate
Technical Leader to assist in making the determination.

il To avoid duplication of effort, complaints investigated and documented as
guality issues are not required to be mvestlgati@a the COMPLAINT
FORM.

If the staff member is unable to resolve an iss Qd the issue does not fall under

the requirements for investigation as non- q& ing work or a quality incident
review, the issue rises to the level of a@q omplaint.

4, Formal Complaint Process

a.

The staff member conducting Q itial follow-up of the complaint (the “Forensic
Biology Reporter”) complete’s Page 1 of the COMPLAINT FORM and submits
the form to the QAM. K

The QAM, eith ependently or after discussion with the Director or designee,

assigns sorﬂé to conduct additional investigation with respect to the validity of
the comp?ﬁg The investigator can be the same as the “Forensic Biology

Report 0 age 2 of the COMPLAINT FORM is used to record the details of the

inv tion and the investigator’s conclusion.

i Written ccﬁ%@are attached to the form.

The investigator returns the form to the QAM for review.

I. If the QAM disagrees with the investigator’s conclusion, he/she may
request additional investigation or may change the “Investigation Status”
on the form.

When the investigation is complete to the satisfaction of the QAM, the
appropriate box on Page 3 is completed by the QAM to describe the corrective
actions taken and/or follow-up with the complainant.

Controlled versions of Department of Forensic Bigiddanuals only exist electronically on the
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e The form is provided to the Director for review and signature. The Director

returns the form to the QAM.

f. The QAM assigns the complaint a Complaint Number for documentation
purposes and files the complaint as a Quality Record.

Revision History:
February 9, 2010 — Initial version of procedure.
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GUIDING PRINCIPLES AND SCOPE

All Department of Forensic Biology quality and technical records will be legible and readily
retrievable from storage.

This section will establish the procedures for the identification, collection, indexing, access,
filing, storage, maintenance, and disposal of quality and technical records.

PROCEDURE \%
S0

Quiality Recordsinclude, but are not limited to, audit repor %sonnel gualifications,
management system reviews, proficiency test records, @ed manuals, court testimony
monitoring records, quality incident review reports, p ative actions, and reagent and
equipment performance verifications and maintenp&ce.

individual laboratory case files. These in =Dut are not limited to, written reports of

analytical findings, interpretations, and gondsions formed from these findings; bench notes,
worksheets, computer data files as oéd with electropherograms, printed electropherograms,
etc. used to reach these conclusgk cords of phone conversations, court orders, and discovery

Technical Recordsare defined as examing@administrative documentation as part of

requests.

A. Identification N \AQ
Technical reco@e prepared whenever examinations are performed and are marked
(either ha vv({ or computer printed) with a laboratory number for identification and
associatio case record.
Quality records are identified by appropriate information on the records, such as a header
with the title of the record.

B. Indexing
Technical records are indexed by the laboratory case numbers. Quality Records are

indexed according to the type of record (i.e., audit reports, management system reviews)
and by the date the record was created.

Controlled versions of Department of Forensic Bigldganuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.
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Collection

Records are collected for filing and/or storage in a timeframe which varies according to

the specific type of record. . For example, electropherograms are collected with other
paperwork that is associated with the same laboratory number and stored in the same case
file; calibration records are collected with other calibration records associated with the
same equipment and stored in the same binder/folder.

Maintenance — Filing, Storage, and Access to Records \%

All Departmental records are filed or otherwise stored i ignated areas within the
DNA Building after all necessary reviews are comp

Access to Department records is restricted to@individuals with approved access to
the secure areas of the building where recqxds are stored.

* Most hard-copy case files are sto@%he OCME Records department.

* Quality records that have any d% of confidentiality (such as personnel
qualifications and court testing onitoring records) are stored in the Quality
Assurance Unit and are ble only to Quality Assurance personnel.

» Other technical and g cords are stored either in the OCME Records
department or in the @lty Assurance Unit.

Electronic records &)&@on the Department’s secure network are accessible only to
Department of ic Biology personnel. The Department’s network is backed-up by
the NYC Dep t of Information Technology and Telecommunications (DOITT) to

ensure th§ ility of data

Records produced by the Department of Forensic Biology may be converted to another
format should storage space become an issue (e.g., hard copies scanned and uploaded to a
secure network). Alternatively, the New York City Department of Records and

Informational Services (DORIS) can arrange for storage space of hard copy records for

all New York City agencies. Should the services of DORIS be needed, the OCME Legal
Department will be consulted and will act as the Department’s liaison with DORIS.

Controlled versions of Department of Forensic Bigldganuals only exist electronically on the
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E. Retention

The New York City Charter prohibits the destruction of any record without consent from
the New York City Department of Records and Informational Services (DORIS) and the
Corporation Counsel. Therefore, it is the practice of the Department of Forensic Biology
to retain records indefinitely.

F. Disposal %

In the unlikely event that the destruction of records beco ecessary, the OCME Legal
Department will be consulted first, and will act as a ligj b&vlth DORIS and the

Corporation Counsel. @

&0‘
D
N\

N

o

?S

Revision History:
February 9, 2010 — Initial version of procedure.

May 20, 2010 — Inserted section entitled “Retention” to clarify the Department’s Record Retention Practice and moved the
first paragraph of the “Disposal” section to “Retention.”
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GUIDING PRINCIPLES AND SCOPE

The Department shall have experienced and qualified individuals serving as DNA Technical
Leaders. While a single individual can serve as the DNA Technical Leader for all technologies
in which the Department conducts DNA casework (Autosomal STR, Y-STR, and Mit@ondrial
DNA Testing), it is possible that more than one individual can be appointed to se& s a DNA
Technical Leader for different technologies. q/

’

This section defines the job duties of a DNA Technical Leader an \@d@g}on and experience
required to be appointed as a DNA Technical Leader. This secti S fines a contingency
plan in case the position of the DNA Technical Leader has b ddbgl vacated.

The DNA Technical Leader:

*@&
RESPONSIBILITIES ®&0®
'\'\ S

Is accountable for the technical opérgt OGJd?Iaboratory and is responsible for
technical problem solving. K

* Has the authority to initiate, u@qd, aﬁgesume DNA analytical operations for the
laboratory or an individua §\ >

* Evaluates all DNA validat@oN.an ghods, and oversees the training, quality assurance,

and proficiency testin @ rams.
* Is responsible for m{&nng@@academic transcripts and training records for newly
e

qualified analyslsel s their qualifications prior to their conducting independent
casework anie@z 0 esure that they are in compliance with accreditation guidelines.
* Approves C rb@specifications for outsourcing agreements.
» Conducts %ﬂ@ review of the procedures of the laboratory.
’

EDUCATI OWEXPERI ENCE

The DN%&;«hnical Leader shall have a minimum of a Master’s degree in biology-, chemistry-,
or fore cience-related area. He/She must have twelve (12) semester hours or equivalent
cre% rs, including at a minimum, one graduate level class registering three (3) or more

S t

m

ap

er hours or equivalent credit hours, covering the subject areas of biochemistry, genetics,
ecular biology, and statistics and/or population genetics.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
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The DNA Technical Leader must have at least three years of human-DNA experience as a
gualified analyst of forensic samples. This experience must be obtained at a laboratory where
forensic DNA testing was conducted for the identification and evaluation of biological evidence
in criminal matters.
N
D

DNA TECHNICAL LEADER CONTINGENCY PLAN (\9
The Department currently has two (2) DNA Technical Leaders: o e for nuclear DNA
technical operations (which includes autosomal DNA testing a R\t;stlng) and one

responsible for mitochondrial DNA technical operations. Q

Under normal circumstances, if a DNA Technical Lead iti expected to be vacant, the
Director shall determine the most qualified individual } oratory to assume the
position after it has been vacated by the current c | Leader.

If a DNA Technical Leader position become é@pectedly the remaining DNA
Technical Leader within the Department the interim DNA Technical Leader.
Within fourteen (14) calendar days, the is/her designee shall appoint a qualified

individual within the laboratory to ai\@ tha\J Technical Leader position on a permanent
basis.

In either case, the Director m swye at the newly appointed DNA Technical Leader meets
or exceeds the education. p%é(ce requirements in this document and the FBI's Quality
Assurance Standards en& R Analysis.

O O
REQUIREMENT @Q DNA TECHNICAL LEADERS
A newly appointed-Refmanent DNA Technical Leader must review all validation studies and
methodologle ntly used by the laboratory in their area of responsibility and must review

and approv uallflcatlons of currently qualified analysts. Completion of these reviews must
be docu@ no more than 90 calendar days after appointment.

Yy

Revision History:
February 9, 2010 — Initial version of procedure.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.



FORENSIC BIOLOGY ADMINISTRATIVE MANUAL

DNA TECHNICAL LEADER

EFFECTIVE DATE APPROVING AUTHORITY PAGE
12-29-2011 LABORATORY DIRECTOR 10F2

GUIDING PRINCIPLES AND SCOPE

The Department shall have experienced and qualified individuals serving as DNA Technical
Leaders. While a single individual can serve as the DNA Technical Leader for all technologies
in which the Department conducts DNA casework (Autosomal STR, Y-STR, and Mitochondrial
DNA Testing), it is possible that more than one individual can be appointed to serve as a DNA
Technical Leader for different technologies.

This section defines the job duties of a DNA Technical Leader an \@ducaﬂon and experience
required to be appointed as a DNA Technical Leader. This secti so defines a contingency
plan in case the position of the DNA Technical Leader has b ddenly vacated.

RESPONSIBILITIES @

A DNA Technical Leader: '\

Is accountable for the technical opér 93 of the laboratory and is responsible for
technical problem solving.
* Has the authority to initiate, @d, and resume DNA analytical operations for the

laboratory or an individua

* Evaluates all DNA valida@and methods, and oversees the training, quality assurance,
and proficiency testin @ rams.

* Is responsible for vix/lng the academic transcripts and training records for newly
gualified analys@ approves their qualifications prior to their conducting independent

casework an )@z 0 ensure that they are in compliance with accreditation guidelines.

* Approves iec nical specifications for outsourcing agreements.

» Conducts %nnual review of the procedures of the laboratory.

» Serves as the Deputy DNA Technical Leader for the other technologies within the
laboratory where a permanent DNA Technical Leader has been appointed to.

EDUCATION AND EXPERIENCE

A DNA Technical Leader shall have a minimum of a Master’s degree in biology-, chemistry-, or
forensic science-related area. He/She must have twelve (12) semester hours or equivalent credit
hours, including at a minimum, one graduate level class registering three (3) or more semester
hours or equivalent credit hours, covering the subject areas of biochemistry, genetics, molecular
biology, and statistics and/or population genetics.

Controlled versions of Department of Forensic Bigldganuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.



FORENSIC BIOLOGY ADMINISTRATIVE MANUAL

DNA TECHNICAL LEADER

EFFECTIVE DATE APPROVING AUTHORITY PAGE
12-29-2011 LABORATORY DIRECTOR 20F 2

A DNA Technical Leader must have at least three years of human-DNA experience as a
gualified analyst of forensic samples. This experience must be obtained at a laboratory where
forensic DNA testing was conducted for the identification and evaluation of biological evidence
in criminal matters.

DNA TECHNICAL LEADER CONTINGENCY PLAN

technical operations (which includes autosomal DNA testing a R testing) and one
responsible for mitochondrial DNA technical operations.

The Department currently has two (2) DNA Technical Leaders: 022\ onsible for nuclear DNA

technologies within the laboratory where a permane Technical Leader has been
appointed to. Therefore, if a permanent DNA Tec] ar Leader is on leave and cannot be
contacted for an immediate matter, the other D'&& chnical Leader may make decisions on
his/her behalf. In the unlikely event that bot Technical Leaders cannot be contacted for
an immediate matter, the Director shall ha&i/ authority to make decisions on their behalf.

A DNA Technical Leader shall serve as the Deputy D § nlcal Leader for the other
ic

If a DNA Technical Leader position es vacant, the remaining DNA Technical Leader
within the Department shall serve a: interim DNA Technical Leader. Within fourteen (14)
calendar days, the Director or higfer designee shall appoint a qualified individual within the
laboratory to assume the DN nical Leader position on a permanent basis.

>
The Director must ens any newly appointed DNA Technical Leader meets or exceeds the
education and experi requirements in this document and the FBI's Quality Assurance

Standards for Foin{'{ TR Analysis.

REQUIREMENTS OF NEW DNA TECHNICAL LEADERS

A newly appointed permanent DNA Technical Leader must review all validation studies and
methodologies currently used by the laboratory in their area of responsibility and must review
and approve the qualifications of currently qualified analysts. Completion of these reviews must
be documented no more than 90 calendar days after appointment.

Revision History:
February 9, 2010 — Initial version of procedure.
December 29, 2011 — Revised contingency plan to allow the remaining DNA Technical Leader to serve as the interim DNA
Technical Leader when a position becomes vacant.

Controlled versions of Department of Forensic Bigldganuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.



FORENSIC BIOLOGY ADMINISTRATIVE MANUAL

DOCUMENT CONTROL

DATE EFFECTIVE
05-20-2010

APPROVED BY
MECHTHILD PRINZ

PAGE
10F8

GUIDING PRINCIPLES AND SCOPE

The Department of Forensic Biology controls all documents that comprise its
management system in order to ensure that invalid and/or obsolete documents are not
used. This procedure describes how controlled documents are created, revised,
distributed, and archived.

GENERAL STRUCTURE OF MANAGEMENT SYSTEM D@\/I ENTS

A. Internal Documents. The internal documents tha, %rise the management
system are structured as follows:

dence and

Quality

Scientific Administrative Case Assur ance/ Forms Manual Official
Procedures Manual Management Quality M emos (some)
Manuals Manual Control
Manual
* Managem @stem Manual: The Management System Manual is the top
tier doc in the management system. It provides an overall guide to the

ed information.

r “quality manual.”

t/quality system of the Department of Forensic Biology. It
eferences to other management system documents that have more
In terms of Standard 4.2.2 of ISO 17025:2005, this is

» Scientific Procedures Manuals. These manuals contain current procedures
pertaining to the analytical testing of biological specimens. The manuals are:
Serology Manual, STR Analysis Manual, Mitochondrial DNA Analysis
Manual, and CODIS Manual.

* Administrative Manual: This manual contains procedures with laboratory-
wide application pertaining to laboratory planning, organization, and
documentation.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.
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* Quality Assurance/Quality Control Manual: This manual contains
procedures pertaining to the Department’s quality assurance and quality
control activities, for example, proficiency testing, reagent preparation and
performance testing, validation, and equipment calibration and maintenance
programs.

* Evidence and Case Management Manual: This manual contains
procedures related to (1) evidence intake, distribution, and return; and (2) case
handling, including evidence examination guidelirﬁi@andling, evaluation,
and troubleshooting of cases which are in progr?ﬁ eport writing and
reviews.

e Training Manual: The Training Manu d@% in-house training in the
Department.

» FormsManual: Forms are us d%(ecord information. Their use is specified

in various procedures. Mo jal forms are compiled in the Forms Manual,
however, forms used by ality Assurance team may be in an appendix in
the Quality Assurance/Qudalijy Control Manual.

o Official Memos: Cﬁi&@ memos are used within the Department to
document the ribtition of operational information to staff and operational
agreements é.@en the Department and its customers. Some memos convey
guidelines f ues that do not fall under the Department’s management
system ~dress codes. However, other memos may address issues that do
havec erational impact and are considered to be controlled documents.

. @H List: The current revision status and distribution of all documents
that are part of the management system, whether internal or external are
recorded in various Master Lists. The table of contents for a procedures or
forms manual is the “Master List” for the documents contained within the
particular manual. A Master List of active memos is maintained, as is a
separate Master List for external management system documents.

B. External Documents. External documents are also part of the management
system documentation. These may include, but are not limited to, accreditation
requirements, OCME and Department of Health and Mental Hygiene (DOHMH)
policies and procedures, and instrument manuals. References to applicable
controlled external documents are found in internal management system
documents.
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1. RESPONSIBILITY AND AUTHORITY FOR DOCUMENT CONTROL

 ThelLaboratory Director and/or Deputy Directors have the primary responsibility
and authority for approval of the Management System Manual and all guiding
principles and procedures that are under the Administrative Manual. The directors
may also act as back-up approvers for all other documents; however, where DNA
Technical Leader authorization is needed, the approval can be done only where the
director is acting as the designated deputy Technical Leader in the absence of the
primary DNA Technical Leader. \%

» TheQuality Assurance Manager (QAM) has the prm% sponsibility and
authority for implementation and maintenance of ument control system. The
QAM is also the primary approver of all guidi \ciples and procedures that are
under the Quality Assurance/Quality Contr, al, Evidence and Case
Management Manual, and Serology Mawal.

%he primary responsibility and authority
for approval of procedures in th cols for Forensic STR Analysis Manual; is
principal or co-approver of the jgiency testing program; and is principal or co-
approver of the Nuclear DNA alnlng program content in the Training Manual.

e TheNuclear DNA Technical Lead

* TheMitochondrial D sghnlcal L eader has the primary responsibility and
authority for approv&ébrocedures in the Mitochondrial DNA Analysis Manual,
principal or co- ap r of the proficiency testing program; and principal or co-
approver of mi 0\ ndrial DNA training program content in the Training Manual.

 TheTraini anager has the responsibility and authority for approval of the
Trainin ual.

» The CODIS Manager has the responsibility and authority for approval of the CODIS
Manual.

* TheDocument Control Coordinator (DCC) works under the direction of the
Quality Assurance Manager and has the primary responsibility and authority to
ensure that: guiding principles and procedures are in the correct format, the most
current approved internal management system documents are on the Forensic Biology
server, the Master Lists of documents are accurate, and obsolete documents are
suitably marked and archived.
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» Assistant Directors have the authority and responsibility to propose new and revised
guiding principles and procedures and to provide expertise for the review of
document proposals.

» All Forensic Biology staff has the authority and responsibility to propose new and
revised management system documents.

DOCUMENT FORMAT \%

1. All management system documents generated b&aboratory are marked with:
a) Name or title of the document

b) The name and/or title of the appro§ @%ority
f

C) The effective date and/or date o val
d) Page numbering in an “page Kof X* format

2. Stand-alone manuals (e.g., m ISrthat are not compilations of individually
approved procedures) and imt/ al procedures include a revision history.

N\

CREATION, REVISION, Al\& PROVAL OF MANUALS, PROCEDURES
AND FORMS

The process for creajmg*ew or revised manuals, procedures, and forms is:

Q

. 3. Document
1. Draft d {QI\J 2. Evalu_atlon_ of for matted by
written &O%ted |::> request; interim |:> Document Control
reviews & revisions Coordinator (DCC)
6. Staff notified; 5. Approved 4. Final review;
DCC completes <:| document placed <:I approval or
updates on server rejection
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Step 1. Draft document written & submitted

» All documents except for forms are submitted to the Quality Assurance Manager

* Forms are submitted to the chair of the Forms Committee

» The top portion of a “Request for Document Creation/Change” form is completed
and submitted with the draft document.

» For ease of document creation, the preferred format for a draft document is an
electronic “Word” file.
o Staff should request an unprotected electronic copy of the document(s) they

wish to revise from the Quality Assurance Managw@Document Control

Coordinator.
o “Track changes” should be active for docum isions so that the proposed
changes are apparent to a reviewer.

Step 2. Evaluation of Request; Interim review Qons

* Feedback should be sought from kngwleNgeable staff members who would be
affected by the requirements of t &sument.

e The Forms Committee evaluat I‘§Quests for new and revised forms.

* Based on the feedback obtag %ﬂe Quality Assurance Manager may recommend
at this stage that the documeni/hange/creation request be rejected.
o The recommendatioggdiscussed with the Approver.
o |If the Approver ag ith the recommendation, the “Approval” section of

the “Request fo&o ment Creation/Change” is completed as per Step 4.
s that the request has merit, the document continues

o |If the Approv
through Iheg@roval process.
o Perfo NQ checks must be conducted for forms containing macros, and the

docueﬁ%&tion provided to the Quality Assurance Manager.

Step 3. Dosr%t formatted by Document Control Coordinator
* Formatting includes ensuring that the document has the correct header and footer
layout.

Step 4. Final review; approval or reection

» The Approver completes the “Approval” section on the “Request for Document
Creation/Change” and forwards the form to the Quality Assurance team for filing.
o If the proposed document is not approved, the requestor is notified of the

reason(s) for the rejection.

» If approved, the Quality Assurance Manager or their designee enters the
“Effective Date” and the identity of the Approver (either by name or title) into the
new or revised document.
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Step 5. Approved document placed on server
* The Document Control Coordinator or designee places the new or revised
document on the Department server.
o The documents on the server are the official “controlled copies” for internally
generated management system documents.
o The documents on the server are protected against unauthorized changes by
creating a protected template version of the original document.

* The Document Control Coordinator or designee pe S the following tasks:
o Updates the Table of Contents or other appli%[ ‘Master List”
o Archives out-of-date documents, as appllc
1) Archived documents are marked
date archived and the identity
archiver.
2) Electronic copies of archi e&\gternal management system documents
are retained indefinitel K

3) Access to archived r@ ents is restricted to the Quality Assurance

Step 6. Staff notified; Document Control Coordinator comple(é dates

rchived” (or equivalent), the
tion or name/initials) of the

Manager, Docume ntrol Coordinator, Director and Deputy

Directors. S
4) Requests by r copies of archived documents must be submitted in
writing to allty Assurance Manager.
o Files the com &d “Request for Document Creation/Change” and a copy of
the draft do nt (from Step 1)

« Staff discardsphinted copies of obsolete versions of documents.

Note: Interin‘{@t ons to controlled documents are not allawed

v

VI. OFFICIAL MEMOS

Official memos are used within the Department to document the distribution of

operational information to staff and operational agreements between the Department and
its customers. Memos fall under the Department’s document control system only when
the content impacts testing or the management system. This procedure describes the
parameters by which official memos are created and archived.
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1. The authority and responsibility to issue official memos is restricted to managers
(assistant directors, deputy directors, and director).

2. Official memos are prepared on Department letterhead and must identify the
author and date of issue.

3. Official memos are protected against unauthorized changes, retained on the
Department server, and grouped in folders by year of distribution.

4, A memo that is out-of-date is marked “archived” (or equivalent) and with the date

archived and the identity (by name or position) of the individual who is archiving
the document. %

a. The memo is retained in its original locatio e server and the file
name is modified to include the word “arcly :
b. Electronic copies of archived memos ained indefinitely.
PERIODIC DOCUMENT REVIEW @
1. The Quality Assurance Manager s a document review schedule to ensure

that all documents that form p f e management system are reviewed at least
once during a calendar year,

2. The schedule lists the doc r%s, the staff responsible for review, and the
proposed date(s) by whi e review is to be completed.

3. The staff member res ble for the review of a document is the approving
authority. For exanmle, he review of technical DNA procedures is assigned to

the appropriate echnical Leader.

4. The approvin ority may designate other reviewers, but retains the ultimate
responsikilj ensuring that the document is current and correct, or is revised
as need&w

5. Each ighed reviewer notifies the Quality Assurance Manager in writing when
theﬂégned reviews are complete. The notification includes the results of the
review for each assigned document, that is, whether: (1) revisions are needed, (2)

the document is satisfactory, or (3) the document is no longer needed.

The records of review are maintained by the Quality Assurance team.

Document revisions, if needed, are completed as per the process described in

Section V.

No
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VIIl. RELEASE OF MANAGEMENT SYSTEM DOCUMENTSTO EXTERNAL
PARTIES

1. Requests for the release of Department of Forensic Biology management system
documents to parties external to the Department must be made in writing. If the
external party is an attorney making a discovery request, refer AAT@RNEY

REQUEST Sprocedure.

2. The Quality Assurance Manager has the authority and responsibility to consider
all such requests and may require documentation frc@ requestor with regard
to their proposed use of the document(s).

3. The Quality Assurance Manager may consult Wlt% CME Legal Counsel.

4, Records of all requests and their dlsposmons intained by the Quality

Assurance team. @

&0‘
D
N\

N

o

?S

Revision History:
February 9, 2010 — Initial version of procedure.
May 20, 2010 — Revised the Responsibility and Authority of the Director, Deputy Director(s), and the Quality Assurance
Manager to specify the responsibility for the approval of the Management System Manual, Administrative Manual,
Quality Assurance/Quality Control Manual, Evidence and Case Management Manual, and the Serology Manual.
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GUIDING PRINCIPLES AND SCOPE

Department of Forensic Biology management is committed to operating the Department within a
management system that is appropriate to the scope of its activities and that meets the needs of
the Department’s customers and accrediting authorities. Management’s participation in an
annual review of the management system demonstrates this commitment and allows
opportunities for improvement to be identified and acted upon.

This document describes the procedure for the periodic review of %anagement system.

o
PROCEDURE QO

1. During the first half of each calendar year, the, echnical Leaders and Quality
Manager evaluate/review the following manag nt system activities covering the time
period subsequent to the previous year’s'{'aqagement system review.

» Action items from the previous g @ ement review (if applicable)

» The suitability of guiding principteg and procedures;

* The suitability of the manag &ent system manual and training manual;
* Reports from manageria @upervisory personnel;

* The outcome of internd audiits;

e Quality incident rev@

+ Preventive actigns

* Assessment audits by external bodies;

* The results ter-laboratory comparisons or proficiency tests;

* Changes 1& volume or type of work;

. Custor%’eedback;

* Complaihts;

* Recommendations for improvement;

* The suitability of the quality principles statement and overall objectives;
» Validation of analytical procedures;

* Quality control activities, resources and staff training;
» Safety program

2. The DNA Technical Leaders and Quality Manager may delegate portions of the
evaluations/reviews to other staff.
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Note:

The results of the evaluations/review are compiled into a written report by the DNA
Technical Leaders and Quality Manager. The target date for completion of the report is
June 30.

a. The report should include critical assessments with respect to whether the
information indicates that changes are needed in any aspect of the Department’s
management system:

A copy of the report signed by the Technical Leaders and Quality Manager is provided to
all managers. \

The DNA Technical Leaders and Quality Manager will 9@ ule a “Management System
Review” meeting of the Department’s mangers to di the contents of the report and
what its conclusions mean with respect to (a) th ility and effectiveness of the
management system and (b) whether change provements are needed. The meeting
should take place within one month of manggenent’s receipt of the report.

a. An agenda for the meeting is pre;k(ed.

b Minutes of the meeting are kgti)

When applicable, follow up actioKa developed to address needed changes or

improvements to the managg%r@ ystem.

a. The Director assigns, the follow up actions to specific personnel and specifies the
timelines for thei ress.

b. The progress ion items may be tracked during regularly scheduled
manageme etings and documented in the meeting minutes. The Quality
Manage@tments the completion of action items.

Documen@of Management System Reviews is treated as records, and is maintained

in accordarige to the CONTROL OF RECORDS procedure.

Changes and improvements to the management system need not be limited to this annual
review. Feedback from any of the activities listed in Step 1 may indicate the need for
expedited changes or improvements to the management system.

Revision History:
February 9, 2010 — Initial version of procedure.
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GUIDING PRINCIPLES AND SCOPE:

Many of the services and supplies used by the Department of Forensic Biology have a direct
impact on the quality of the testing conducted by the Department. Only services and supplies of
the required quality will be used. Therefore, the Department’s purchasing and performance
verification procedures must ensure that all Department requirements are met.

This procedure describes how the Department (1) purchases, receives, and stores reagents and
laboratory consumable materials relevant for the tests conducted; rifies that these
purchased supplies, reagents and consumable materials meet D&ent requirements; and (3)
evaluates suppliers of critical consumables, supplies, and servi@ hich affect the quality of
testing.

N\
PROCEDURE: @Q
,\'\

A. General Ordering Process

The Department purchasing process s, guided by New York City Procurement Policy

Board Rules. K
1. Working within an app Oed budget, requisitions for purchase orders for services

and supplies are et&ed by designated individuals from the Department into the
t software. These requisitions, including any technical

e approved by the Director of Forensic Biology and/or the
Director’ nated proxy before they are processed for expenditure by the
Office S@l get Administration and forwarded to the Purchasing Unit for action.

a. quisitions for purchase orders for services and supplies may be subject

to City competitive bidding requirements.

2. After the external approval process is completed, the Department of Forensic
Biology receives copies of the following, as applicable:

a. Blanket purchase orders for a specific vendor, typically expiring at the end
of the Fiscal Year.
b. Contracts for one year or multiple years
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B. Forensic Biology Processfor Ordering Supplies, Reagents and Consumable
Materials

1. Internal requests for supplies, reagents, and consumables are submitted to the
Quiality Assurance (QA) Unit, generally via:

a. QA/QC Request Form, or
b. E-mail

QA Unit members may also self-initiate requests. \%

2. The requests describe the item(s) needed and y of each. The technical
specifications are based upon the needs of %érticular procedure and, where

applicable, past ordering information. §
3. A member of the QA unit determinegwhether the item(s) requested are in stock.
Items in stock are delivered to theyeqbesting staff member/Department unit.

4. When items are not in stock(J?

a. The QA Unit entersgten®s that need to be ordered into the “Pending Orders
Sheet” on the gﬁment server. These entries are reviewed by a QA
Unit supervigo verifies (1) the technical specifications of the items
requested (bhether a purchase order is in place for the item, and if so

e purchase order has sufficient funds to purchase the

items. The supervisor approves entries by placing their initials

orksheet. The supervisor then enters the information into the QA

rs and Receiving Database” on the Department server.

b. ﬁp ensic Biology procurement staff has the primary responsibility for

?Blacing orders; however, assistance may be provided by members of the

QA Team.

C. Orders for ABI products with a valid, blanket purchase order are placed
using a suitable mechanism such as the internet or telephone.

I. Detailed specifications for products not previously ordered (e.g.,
item description, catalog number, etc.) should be supplied by the
original requestor.

il. A copy of the order is maintained.

ii. The order date and any additional information regarding the order
are entered into the Orders and Receiving Database. Order
information is also entered into an “accounting” worksheet for
budgeting purposes.
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d. Orders placed for non-ABI products are based on the entries in the Orders

and Receiving Database.

I. An order is placed with a vendor via telephone, fax, or internet,
referencing an applicable purchase order. Copies of order
acknowledgements are retained.

il If no blanket purchase order exists, a requisition for purchase order
is entered into the OCME procurement software.

iii. The “order date” for each item is entered jgto the Orders and
Receiving Database. Order informatio éso entered into an
“accounting” worksheet for budgetig oses.

N

C. Reception and Storage of Supplies, Reagents and able Materials

1. Forensic Biology Materials Managewt aff collects packages received by the
OCME Receiving Department. '\

2. Packages of basic consum Qe opened by Materials Management in the
Receiving Department and, t ontents are verified against the packing slip; the
packing slip is returned e Receiving Department.

3. Packages of reagepts, Chemicals, test kits and non-basic consumables are
delivered to the it.

4, A member QA Unit opens each package and verifies the contents of the
st the packing slip and purchase request (in the Orders and
atabase) to verify if the correct materials have been received.

a. ?ﬁ “Receiving/Inspection Form” is completed. Any discrepancies—
including inconsistencies with respect to the original order—are recorded

on the Form.

b. The packing slip is signed and dated.

C. The QA Unit retains copies of the Receiving/Inspection Form and the
packing slip.

d. Non-critical reagents are presumed to comply with laboratory

requirements as long as the materials received meet the technical
specifications on the purchasing document.
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e. Critical reagents must be performance tested prior to use.

8.

I. Critical reagents as defined by the “Quality Assurance Standards
for Forensic DNA Testing Laboratories” are those reagents that
“are determined by empirical studies or routine practice to require
testing on established samples before use on evidentiary or
casework reference samples.”

il. The reagents that the Department classifies as “critical” are listed
in the REAGENTS procedure in the Qualify Assurance/Quality
Control Manual. Purchased critical rea must pass QC testing
in order to be used for casework. S REAGENTS procedure
and various reagent QC procedureén forms.

Data entry into the Receiving Log and th @ﬁ tion Log (if applicable) on the
network server is completed.

Individual containers of chemical kﬁsand reagents are initialed (by the
recipient) and dated (date of r N A QA/QC Raw Material Form is completed
for later documentation of q msting results and is filed in a QC Reagent
Binder once complete.

Reagents, test Kits, aﬁ@nilar materials are stored as per the manufacturer’s
recommendations.b

General cor]s%@es are stored at room temperature.

D.  Evaluation of S@rs

The Qualin?&urance Unit maintains a list of critical reagents, supplies, and services
which affecdthe quality of testing results; the approved manufacturer(s)/provider(s) for
each item; the basis for approval; the initials of the approver; and the date of the most
recent approval. The following are examples of possible justifications for approval:

For providers of calibration services, proof of accreditation to ISO 17025

For providers of proficiency test services, proof of approval by ASCLD/LAB

The Department’s past experience with the quality of reagents and supplies received
from the supplier, such as passing internal Quality Assurance performance checks.

Revision History:
February 9, 2010 — Initial version of procedure.
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GUIDING PRINCIPLES AND SCOPE

The Forensic Biology electronic case logbook is a database originally created using the

Microsoft Access program. Base Record is a screen/window in this database that contains
administrative information (case numbers, dates evidence received, analyst identifiers, etc.)
associated with a “scheduled analysis” for a Forensic Biology case. Each Forensic Biology case
is associated with one or more Case Records, depending upon the complexity of the case. On the
other hand, “record” is a generic term for documented information orata, whether electronic or
hardcopy, administrative or technical, associated with Forensic Bi cases.

s or vouchers that are
ct laboratory metrics and/or loss
r from removing records in an

A variety of circumstances can lead to the creation of Case
extraneous and need to be removed from the database. |
of data can result from failure to remove extraneous re
incorrect manner.

Extreme caution should be exer cised when deleti 'i}brmation from the database. Deleted
information cannot be easily recovered, Whi@he ns that records deleted in error must be
recreated manually using information fron([t/ ysical case file.

This procedure describes in detail s taken to delete Case Records and vouchers.
PROCEDURE @6

>
One or more member \a (“Access Database Administrators”) are authorized to delete Case
Records and voucher this database.

A Forensic Biolo%ﬁ member who needs a Case Record or voucher deleted from this
database should sénd their request via e-mail #caléss Database Administrators.

a. A request for Case Record deletion must specify the case number and, if
applicable, the Case Record number (e.g., 2 of 3).
b. A request for voucher deletion must specify the voucher number and preferably

the case number as well.

All subsequent steps are conducted by an Access Database Administrator.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.



FORENSIC BIOLOGY ADMINISTRATIVE MANUAL

REMOVING RECORDSFROM THE ELECTRONIC CASE LOGBOOK

DATE EFFECTIVE APPROVED BY PAGE
04-19-2011 MECHTHILD PRINZ 20F3

A. Case Record Deletion

1.

2.

Use the Search Dialog form to locate the appropriate case.

Verify that the number of Case Records associated with the case is consistent with

the request.

a. For example, if there is only one (1) Case Record associated with the case
number, but the request is to delete Case Recorg “2 of 2” or “the second
record,” follow up with the requestor to resol\@%discrepancy

Follow up with the requestor with respect to an N&UIS of their request that are
unclear. é
a. For example, if the request is to d e “second record,” question if
that means that Case Record 2 ould be deleted. This is important
because, based on sorting (obg)w he database was queried), the “second
record” could be somethin
b. Some requestors will a@ ETE ME” into the Additional Info box in
the Case Record. Tl'(b to clarify which screen should be removed.

Select the appropriat Record to be deleted.
a. If the case has one Case Record (“1 of 1”), delete that screen.
b. If the case multiple Case Records, delete only the specific screen(s)

requeste(@

Use the I@ ecordnenu option to delete the selected Case Record(s).

&c) Microsoft Access

Create External Data Database Toals Add-Ins

E e
== Bict =3 =5 g = Mo 2 Talal
. e : =8 save % speliing
View ate L B L U|A b || B | == = iZ|[=k Reflrlesh e |
Views Cliphoard T Font Rich Text |>( Delete |
i { = E
2 || :3] ~35e Log Book ‘57\ Delete Record |
= -=| 358 LOog 600k
| = 41
| )| e ‘
e S-ETETEEH Y111 S E——

When one or more Case Records are deleted from a case with multiple Case
Records, edit the Case Record # field in the remaining Case Record(s) to correctly

reflect the revised numbers.
a. For example, if Case Record “2 of 2” was deleted, Case Record # “1 of 2”

in the remaining case screen must be changed to “1 of 1”.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the

Forensic Biology network. All printed versions are non-controlled copies.



FORENSIC BIOLOGY ADMINISTRATIVE MANUAL

REMOVING RECORDSFROM THE ELECTRONIC CASE LOGBOOK

DATE EFFECTIVE APPROVED BY PAGE
04-19-2011 MECHTHILD PRINZ 30F3
7. Send an email to the requestor and the other database administrators when the

request has been fulfilled. This serves two purposes:

a. It prevents confusion with respect to whether the request was done and

b. It provides an opportunity for the requestor to see that the correct Case
Record was deleted.

8. Save all requests in an Outlook folder as documentation of what was done and the

reason for removing the Case Record(s). \%

B. Voucher Deletion 0@
1. Use the Search Dialog form to find the case@iated with the voucher.
2. Locate the voucher that is to be delete@
3. Highlight the entire line. r\'\
FB# - EU# - Voucher - D& - VSample ~ FBio Date R - Submitted ltem: ~ # of ltems Examine ~ # of |
FB10-06885 10-13714] RE99747 1 3874 10/1/2010 10
FB10-06885 10-13714] RA99747 &B?ﬂ 1/4/2011 10
*| FB10-06885 &0
O
4] Im [ »
o Q

4. Use the D@ey to delete the highlighted voucher line.
5. Se ‘semail to the requestor and the other database administrators when the

requ§st has been fulfilled. This serves two purposes:

a. It prevents confusion with respect to whether the request was done and

b. It provides an opportunity for the requestor to see that the correct voucher

was deleted.

6. Save all requests in an Outlook folder as documentation of what was done and the

reason for removing the voucher record.

Revision History:
April 19, 2011 — Initial version of procedure.
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GUIDING PRINCIPLES AND SCOPE:

All Department of Forensic Biology laboratory activities are carried out at the OCME DNA
Building at 421 East 26™ Street. Access to areas of the building critical to the integrity of
evidence and the quality of tests conducted by the Department is restricted. Security is provided
at both a building level and a Department level. The Director of Forensic Biology determines
the level of access into the Forensic Biology laboratory and office areas.

This document describes Forensic Biology building security procedures. \%

PROCEDURES: 0
A OCME DNA Building Security &

1. The OCME DNA Building is equipped a security monitoring system.
Cameras are situated throughout t {de of the building and at key locations
outside the building. Cameras itored by OCME Security in the security

command center located on the’3f loor.

2. OCME security staff is ?\ 24 hours a day, 7 days a week. After normal
business hours, on Ci ays, and on weekends, security staffing consists of a
security officer at floor Security Command Center, an officer at the vehicle
entrance, and ar ég security officer.

3. The bmld%@a two entrances:
nce at the west end of the building

ﬁular breezeway off 26™ Street

4. Main Entrance Security
e Retractable vehicular bollards at the entrance exterior prevent unauthorized
vehicular access to the plaza.
e The reception desk is staffed by administrative support personnel Monday
through Friday during business hours.
e Employees gain access to the staff elevators and other parts of the building
through turnstiles equipped with ID card readers.
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5.

6.

e Visitors to the building must sign a guest logbook at the reception desk before
being escorted throughout the building.

e Employees use an ID card reader on the non-revolving door to gain access to
the building during non-business hours.

o0 In case of difficulty with the card reader, employees should use the
intercom to request assistance from the officer staffing the 3" floor
Security Command Center.

o0 If noresponse is received from the Command Center within a few
minutes, the employee should seek assistance fron\\@CME Officer at
the vehicle access point.

Vehicular Breezeway Security Qo

e A guard booth is situated at the entran staffed by OCME security
personnel 24 hours a day, 7 days a wee

e The guard controls a gate which allc,ghs“v Icular access

e The guard monitors access to the jpoadig dock

Interior Building Security Q
e Employee access to floor zglfooms inside the building is controlled via ID
card readers that have gqprogrammed by OCME Security.

B. Laboratory Security 6

1.

The offices a‘nd\xz)atories of the Department of Forensic Biology are accessible
only to pe%@ﬁe uthorized by the Laboratory Director.

The S iy Access Plan for Forensic Biology outlines standard access
per #Ins for various OCME employee groups.

All visitors, including OCME employees who are not permitted access to
Department laboratories or offices via their ID card, must be escorted by a
Forensic Biology employee.

e All individuals who enter laboratories must provide a buccal swab sample for
the quality control database.

Non-standard access for OCME employees and for individuals not covered by the
Security Access Plan requires a written authorization from the Director or
designee.
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5. Evidence storage areas in the sub-basement and on the 5™ floor are under the

control of the Evidence Unit and are not accessible by Forensic Biology staff.

6. Long-term records storage areas are located on the 4™ floor and are under the control of
the OCME Records Department. Access is available to selected members of Forensic
Biology as requested by the Director of Forensic Biology.

7. Guidelines have been created for Forensic Biology staff regarding visitors and
guest tours of the OCME DNA building. See the Memor t@ concerning
Visitors to the OCME DNA Building. %
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SECURITY ACCESS PLAN FOR FORENSIC BIOLOGY

The Security Access Plan for Forensic Biology outlines standard access permissions for various OCME
employee groups. Exceptions to or deviations from this Plan for OCME employees or permissions for
other individuals or groups not covered by Plan requires a written authorization from the Forensic
Biology Director or designee.

Definitions:

Unlimited Access:
Limited Access:

24 hours a day, 7 days a week
8 a.m. to 6 p.m. weekdays

a@@ed access

No Access: Entry to offices/labs only with an escort who has
Group Laboratories (4 to 8) Office Area@& 11, 12) Office Area (13)
FBio Crims, CRSs’ Unlimited, all but QA lab ited Unlimited
QATeam, Managers Unlimited %ﬂmted Unlimited
FBio A-Team No Access Unlimited Unlimited
FBio Interns Limited access to lab(s) ited access to assigned Limited
needed for project; defined ice’area; defined by memo
by memo per individua per individual
Chief Medical Examiner, No Access Unlimited Unlimited
Chief of Staff, Assistant K
Commissioner Building s\o
Services
OCME Administration* No /@s No Access Limited
OCME Senior Staff** V\@ No Access Limited
SIU Criminalists lel QAlabon6 Limited Limited
Legal (general) 0 Access No Access Unlimited
L egal-FBio \ No Access Limited Unlimited
OCME Health & Safety{'() ~ Limited Limited Limited
OCME ClIO and | o No Access Limited Limited
Desktop Supportv~
OCME Security Unlimited Unlimited Unlimited
EU-Non-Supervisory Unlimited 5 Unlimited 5 Unlimited
EU Supervisors Unlimited 5 Unlimited 5; Limited 11 & 12 Unlimited
Facilities-Engineers Limited Limited Limited
Facilities-Maintenance Limited Limited Limited
OCME Cleaners Limited Limited Limited
OCME Records No Access Limited Limited

*Includes: First Deputy Chief Medical Examiner, Deputy Commissioner Administration, Deputy Commissioner

Operations

**Includes: Director and Assistant Directors-Forensic Toxicology, Agency Chief Contracting Officer, Public Affairs
Director, Assistant Commissioner Finance, Budget Director, Assistant Commissioner Human Resources,
Director-Human Resources, Director-Anthropology, Director-Special Operations/Investigations, Director-
Histology, Director-Agency Wide Projects, Director-Small Purchases
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Revision History:
February 9, 2010 — Initial version of procedure.
September 27, 2010 — Revised Guiding Principles and Scope section to properly reflect the contents of the procedure.
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GUIDING PRINCIPLES AND SCOPE:

All Department of Forensic Biology laboratory activities are carried out at the OCME DNA
Building at 421 East 26Street. Access to areas of the building critioahe integrity of

evidence and the quality of tests conducted by the Department is restricted. Security is provided
at both a building level and a Department level. The Director of Forensic Biology determines
the level of access into the Forensic Biology laboratory and office areas.

This document describes Forensic Biology building security proced@

PROCEDURES: 0
A. OCME DNA Building Security &

1. The OCME DNA Building is equi ith a security monitoring system.
Cameras are situated throughg p& inside of the building and at key locations
outside the building. Camer monitored by OCME Security in the security
command center located on or.

business hours, o polidays, and on weekends, security staffing consists of a
security officer at tRe¥8floor Security Command Center, an officer at thiicle
entrance, andi ing security officer.

2. OCME security staff i:?@nt 24 hours a day, 7 days a week. After normal

3. The bUI| s two entrances:
trance at the west end of the building
ular breezeway off J6Street

4, Main Entrance Security
» Retractable vehicular bollards at the entrance exterior prevent unauthorized
vehicular access to the plaza.
* The reception desk is staffed by administrative support personnel Monday
through Friday during business hours.
» Employees gain access to the staff elevators and other parts of the building
through turnstiles equipped with ID card readers.
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5.

6.

» Visitors to the building must sign a guest logbook at the reception desk before
being escorted throughout the building.

» Employees use an ID card reader on the non-revolving door to gain access to
the building during non-business hours.

o In case of difficulty with the card reader, employees should use the
intercom to request assistance from the officer staffing'tHfeodr
Security Command Center.

o If no response is received from the Command Center within a few
minutes, the employee should seek assistancc\@ the OCME Officer at
the vehicle access point. %

Vehicular Breezeway Security 0
* A guard booth is situated at the ent r@ nd is staffed by OCME security
personnel 24 hours a day, 7 days a

* The guard controls a gate which gllows vehicular access
* The guard monitors access to ghe Mading dock

 Employee access to flg d rooms inside the building is controlled via ID
card readers that rsla\é een programmed by OCME Security.

Interior Building Security (lﬁg
rs

Laboratory Security 6

1.

The offices ar%@oratories of the Department of Forensic Biology are accessible
only to pW | authorized by the Laboratory Director.

The lgily Access Plan for Forensic Biologyoutlines standard access

per ns for various OCME employee groups.

All visitors, including OCME employees who are not permitted access to

Department laboratories or offices via their ID card, must be escorted by a
Forensic Biology employee.

» All individuals who enter laboratories must provide a buccal swab sample for
the quality control database.

Non-standard access for OCME employees and for individuals not covered by the
Security Access Plan requires a written authorization from the Director or
designee.
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5. Evidence storage areas in the sub-basement and ofi fle®5are under the

control of the Evidence Unit and are not accessible by Forensic Biology staff.

6. L ong-term records storage areas are located on th&ftbor and are under the control of
the OCME Records Department. Access is available to selected members of Forensic
Biology as requested by the Director of Forensic Biology.

7. Guidelines have been created for Forensic Biology staff regarding visitors and
guest tours of the OCME DNA building. See the Me @dum concerning
Visitors to the OCME DNA Building. 6\
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SECURITY ACCESSPLAN FOR FORENSIC BIOLOGY

The Scurity Access Plan for Forensic Biology outlines standard access permissions for various OCME
employee groups. Exceptions to or deviations from this Plan for OCME employees or permissions for
other individuals or groups not covered by Plan requires a written authorization from the Forensic
Biology Director or designee

Definitions:
Unlimited Access: 24 hours a day, 7 days a week \%
Limited Access: 8 a.m. to 6 p.m. weekdays @
No Access: Entry to offices/labs only with an escort wh%\h@a thorized access
Group Laboratories (4 to 8) OfficeAreWB, 11, 12) Office Area (13)
FBio Crims, CRSS Unlimited, all but QA lab d Unlimited
QATeam, Managers Unlimited ited Unlimited
FBio A-Team No Access '\ Unlimited Unlimited
FBio Interns Limited access to lab(s hgitea access to assigned Limited
needed for project; define ice area; defined by memg
by memo per individ per individual
Chief Medical Examiner, No Access V Unlimited Unlimited
Chief of Staff, Assistant K
Commissioner Building s\o
Services
OCME Administration* No ﬁess No Access Limited
OCME Senior Staff** g ess No Access Limited
SIU Criminalists Lim'@% & QA lab on 6 Limited Limited
Legal (general) \, No Access No Access Unlimited
Legal-FBio % 'No Access Limited Unlimited
OCME Health & Safex'()' Limited Limited Limited
OCME CIO and o No Access Limited Limited
Desktop Suppov
OCME Security Unlimited Unlimited Unlimited
OCME Fire and Safety Unlimited Unlimited Unlimited
Director
EU-Non-Supervisory Unlimited 5 Unlimited 5 Unlimited
EU Supervisors Unlimited 5 Unlimited 5; Limited 11 & 12 Unlimited
Facilities-Engineers Unlimited Unlimited Unlimited
Facilities-Maintenance Limited Limited Limited
OCME Cleaners Limited Limited Limited
OCME Records No Access Limited Limited
*Includes: First Deputy Chief Medical Examiner, Deputy Commissioner Administration, Deputy Commissioner
Operations

**Includes: Director and Assistant Directors-Forensic Toxicology, Agency Chief Contracting Officer, Public Affairs
Director, Assistant Commissioner Finance, Budget Director, Assistant Commissioner Human Resources,
Director-Human Resources, Director-Anthropology, Director-Special Operations/Investigations, Director-
Histology, Director-Agency Wide Projects, Director-Small Purchases

Controlled versions of Department of Forensic Bigldganuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.



FORENSIC BIOLOGY ADMINISTRATIVE MANUAL

SECURITY
EFFECTIVE DATE APPROVED BY PAGE
01-06-11 MECHTHILD PRINZ 50F5

N
\}’b

N\
@’0
N

Q
(THIS PAGE INTEQ‘I%ALLY LEFT BLANK)
s\O
®€>
N
N
)

?S

Revision History:
February 9, 2010 — Initial version of procedure.
September 27, 2010 — Revised Guiding Principles and Scope section to properly reflect the contents of the procedure.
January 6, 2011 — Revised Security Access Plan to grant the OCME Fire and Safety Director and Facilities-Engineers
unlimited access to all operational areas of the Department of Forensic Biology.
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GUIDING PRINCIPLES AND SCOPE

Staff roles and responsibilities within the Department of Forensic Biology are defined and
organized so that the services provided by the Department can be conducted to a high standard of
professionalism, efficiency, and accuracy. q/

This document describes the responsibilities, authorities, and interrelationship:?.&orensic

Biology staff. \
NGNS
ORGANIZATIONAL STRUCTURE 0@0%

The Director of the Department of Forensic Biology is (ﬁj e Executive Staff of the
Office of Chief Medical Examiner (OCME) and repor e head of the agency, the
Chief Medical Examiner. See the OCME Organizatio . Some support services, such as
Human Resources and Finance, are provided to t Dep{ ent of Forensic Biology by other
departments within the OCME ?\ QO

The Department of Forensic Biology is a tional unit organized into various teams by

primary case type worked, e.g., propert&) r by primary operational responsibility, e.g.,
guality assurance. The Forensic Bi '@gﬁlzatlonal Chart shows the structure.

ROLESAND RESPONSI Bi

Director C?

The Director is r rthe overall scientific, quality, and administrative operations of the
Department of Fo n logy. The Director may perform administrative and technical
reviews on selecte cases. The Director prepares productivity, statistical reports, and audit
reports, as requ y Chief Medical Examiner and/or City, State, or Federal agencies. The
Director may rm scientific analyses, train subordinates, testify in court, monitor testimony
of subordinates, and prepare annual reviews of subordinates. The Director establishes guiding
principle@ﬂwe operation of the Department.

NG

Ay Joner

Y;y
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Deputy Directors

Deputy Directors assume the responsibilities of the Director in the Director’'s absence. Deputy
Directors supervise Assistant Directors and work with them to achieve Department goals.
Deputy Directors may assist the Director to develop guiding principles for the operatien of the
Department, perform scientific analyses, perform technical reviews of cases, reV|e\7\9 ficiency
tests performed by Assistant Directors or others, train subordinates, testify in ¢ monitor
testimony of subordinates, prepare annual reviews of subordinates, and corpﬁ)i\e miscellaneous

projects as assigned by the Director. \

Assistant Directors Q

Each Assistant Director leads an operational team wjth A&(/ rtment They manage the
work of the team in order to achieve Departmental goaS; ise one or more Criminalist IV’s
and their subordinates; perform technical reviews cas@perwsed by and/or worked on by
subordinates; assist with the training of new 'rg\)r pramoted staff, police investigators, or
attorneys; represent the Department of Fo Bﬁgéy in meetings with other NYC law
enforcement and/or criminal justice agen@cem nicate with stakeholder agencies regarding
testing requests and results; and trlage vidence, "In the absence of the Director and Deputy
Directors, a designated Assistant e assigned the responsibility for overseeing the
administrative operation of the Q& Forensic Biology. An Assistant Director may
perform scientific analyses on C d testify in court. Assistant Directors prepare annual
performance evaluations of n@e personnel.

I'T Manager \c\)oo 0&

The Forensic Biol y@@anager is responsible for the planning and control of the LIMS
implementation an es as the LIMS Administrator for the Department. The IT Manager acts
as a liaison bet@Forensic Biology and the OCME Information Technology department in all
aspects pert/a&ng/to LIMS and other computer applications.

&
Yy\
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DNA Technical Leaders

The DNA Technical Leaders are accountable for the technical operations of the laboratory. The
Department has two DNA Technical Leaders, one for nuclear DNA operations and one for
mitochondrial DNA operations. Each technical leader has the authorities and responsibilities
described in the FBI DNA Quality Assurance Standards. For specific information s’ee e DNA
TECHNICAL LEADERS document in the Forensic Biology Administrative Man

A\
CODI S Custodian/Super visor \% \Q
Ny

The CODIS Custodian/Supervisor is equivalent to the “Cas S Administrator”
position described in the “Quality Assurance Standards,f ensic DNA Typing Laboratories”

& network. For a specific list of
%’ ual.

Quiality Assurance M anager (1? QQ
SiDI

The Quality Assurance Manager is resp@
of those aspects of the Departmen e
The responsibilities are varied a et
Assurance Standards for Foren
supervises the Quality Assur,
control activities within th
Serology Technical Le
Mitochondrial DNA T,

?‘QQQ

Criminalist, Leve ’

Biology management system related to quality.

LD/LAB requirements and the FBI Quality

[esting Laboratories. The Quality Assurance Manager

Unit, which is responsible for conducting numerous quality

arg@nt. The Quality Assurance Manager functions as the

wclear DNA Technical Leader, and works closely with the
ader.

Ve
The responsi ities of Criminalist IV'’s are described in the Civil Service specifications for that
title and i asks and Standards documents. Generally, a Criminalist IV may supervise one
or mor iminalist llII's, II's, and/or I's, perform scientific analyses on evidence submitted to
the | tory, perform technical reviews of cases, prepare scientific reports, prepare annual

p rt‘b@‘fance evaluations as requested by OCME management, communicate with stakeholder
agerncies regarding testing requests and results, triage evidence, participate in the training of
subordinates, testify in court, take proficiency tests as required by regulating and accrediting
bodies, work on designated projects, and supervise analytical rotations in the laboratory.
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Criminalist, Leved 111

The responsibilities of Criminalist II's are described in the Civil Service specifications for that
title and in the Tasks and Standards documents. Generally, Criminalist lII's may supervise
Criminalist II's and/or Criminalist I's. Criminalist 1lI's may also supervise and/or wor

rotations: DNA extraction, DNA quantitation, P30 ELISA, STR analysis and review; orm
scientific analyses on evidence submitted to the laboratory, prepare written sci C reports,
perform technical reviews of simple cases, perform administrative reviews o cases, train
new Laboratory Associates and Criminalists, take proficiency test '%P y regulating and
accrediting bodies, and testify to results. In the absence of a Cri% Criminalist 11l

may assume those responsibilities on an interim basis. 0 Q

o,@&

Criminalist, Level 11

The responsibilities of Criminalist II's are desc m&ml Service specifications for that
title. Generally, Criminalist II's are responsj &@r aily examination and scientific work
performed on evidence in casework, wQq Q ions, training new Criminalists, taking
proficiency tests as required by regulati editing bodies, preparing written scientific
reports which reflect testing, and testif :ﬁ Its. These scientists are examiner/analysts as

defined by the FBI Quality Assuran@
€> P

Criminalist, Level IA & 1B A

The responsibilities of SQU ali ‘1’5 are described in the Civil Service specifications for that
title. Generally, Cr| e respon5|ble to work in rotations in the laboratory and, after
appropriate traln ay mine rape kits and other small items of evidence, prepare written
scientific reports ve” serology cases, and may testify in court, if required by an
Assistant Dlstrlct Criminalist I's who are performing casework must take proficiency
tests as require egulating and accrediting bodies. These scientists are DNA technicians as
defined by t@Quahty Assurance Standards.

Traini@%)rdinator

Ay foar
T)&y?raining Coordinator is responsible for the scheduling and training of all scientists in the
laboratory. The Training Coordinator reports to an Assistant Director. The Training
Coordinator is responsible for maintaining training records and ensuring that the Department
meets NYS and accreditation standards.

Controlled versions of Department of Forensic Biology Manuals only exist electronically on the
Forensic Biology network. All printed versions are non-controlled copies.



FORENSIC BIOLOGY ADMINISTRATIVE MANUAL

STAFF ROLES AND RESPONSIBILITIES

DATE EFFECTIVE APPROVED BY PAGE
05-20-2010 MECHTHILD PRINZ 50F6

Forensic Biology Health and Safety Coor dinator

The NYC Office of Chief Medical Examiner (OCME), Health and Safety Unit has an Agency-
appointed Safety Officer for the Department of Forensic Biology. The Department of Forensic
Biology appoints a Health and Safety Coordinator to assist with safety and compliance efforts in
the laboratory, as necessary. The duties of the Safety Coordinator include, but are nyot limited to:

« Assisting the Agency-appointed Safety Officer in developing and implerr%nting
appropriate laboratory safety policies, practices, and proce% \QV

~

« Conducting an annual review of the Safety-related Man@ ensure that all documents
are up-to-date and to inform the Agency-appointed S fficer of any suggested

b 4

revisions. @ &O

« Ensuring that the OCME Health and Safety M Is (including the OCME Bloodborne
Pathogen Exposure Control Plan, OCM mical Hygiene Plan, and the OCME
Respiratory Protection Plan) is readily ssible to all employees, either as a paper copy,

electronic copy online, or by other ble means.
N
« Communicating to Forensic BIO| aff any relevant safety information or concerns.

R
« Inspecting laboratories fob Qance with the OCME Health and Safety Manuals.

+ Assisting Laboratory @rwsors W|th maintaining laboratory compliance.
N
>
« Acting as a liais he Health and Safety Unit by assisting with laboratory safety
inspections, c, ating safety training, and maintaining overall lab compliance,

including v ous waste management.

A

Admlnlstratlvey@ger

The Adm |ve Manager is in charge of the administrative support functions of the
Departm%» he Administrative Manager supervises a team of administrative professionals and
ensur proper handling of phone coverage; administrative review of casework files and
dISt ion of reports; generation of certified copies of casework files for attorneys; and
maintenance of casework files in archive, timecard and payroll handling. The Administrative

ager also oversees the management of all Departmental procurement matters and
Departmental human resource functions including recruitment, retention, employee relations, and
performance evaluations.
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Administrative Staff

Administrative staff assists in the proper handling of phone coverage; administrative review of
casework files and distribution of reports; generation of certified copies of casework files for

attorneys; and maintenance of casework files. q/
Evidence and Property Control Specialists \q/
The EPCS staff is responsible for creating Forensic Biology case '&gce that has been
submitted to the OCME Evidence Unit. They evaluate the subnm idence and its associated
administrative documentation; create the initial “Schedule o S.Q and follow-up with the

)

submitting agency for additional information as needed @ ib)»&‘

\f&'&

Revision History:
February 9, 2010 — Initial version of procedure.
May 20, 2010 — Added the Role and Responsibility of the Forensic Biology Health and Safety Coordinator.
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