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CA Benefits Skimming Replacement & EBT Card
Lock: Social Media Toolkit

Help Us Spread the Word on Social Media!

New York City is spreading awareness that individuals who have had their Cash Assistance benefits
stolen electronically can now submit a claim for replacement benefits. Additionally, we are promoting
a new security feature that allows clients to lock their EBT cards to prevent electronic fraud.

We need your help spreading the word about these essential tools.

Key features of these updates include:

o Benefit Replacement: Scammers can steal EBT information electronically through skimming
or phishing, even if the physical card is never lost. Clients can now submit claims to replace
these stolen CA benefits.

e Card Security: The new ebtEDGE app lock feature allows users to keep their EBT card locked
and only unlock it when making a purchase.

e Accessibility: Claims can be filed online, and the ebtEDGE app is free in smartphone app
stores.

Thank you for your support. For questions about the social media toolkit, please contact Liz Roberts
at robertsel@dss.nyc.gov or Joe Luciano at lucianoj@dss.nyc.gov.

How to Spread the Word about EBT Fraud Prevention & Benefit
Replacement

One of the most important ways you can help amplify our messages is to engage with us on social
media.

[ Share one of our Social Media Posts on your channels.
[ Use one of our Social Media Images.

[ Create your own post to amplify our key message.
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Download and share these New Women’s Intake Center campaign social media images
along with their posts and the alt-text describing the illustration for people with visual

disabilities.
GRAPHIC 1 POST TEXT 1 ALT-TEXT 1 for
visual accessibility
Have your Cash Assistance benefits NYC HRA graphic

You can submit

a claim for
replacement

of electronically
stolen CA benefits.

been stolen electronically? Now you
can submit a claim for replacement
benefits. Go to
https://on.nyc.gov/benefitreplaceme
nt to learn more and file a claim
online.

shows a person typing
on a laptop with a
yellow warning triangle
overlay. Text reads:
"You can submit a claim
for replacement of
electronically stolen CA
benefits."

LOCK YOUR
EBT CARD

with the ebtEDGE App

g

to Prevent Electronic Fraud

CA benefits secure? With the
ebtEDGE app you can lock your
EBT card with a few easy steps.
Keep your card locked and unlock it
when you want to make a purchase!
Find the free ebtEDGE app in your
phone’s app store.

GRAPHIC 2 POST TEXT 2 ALT-TEXT 2 for
visual accessibility
Worried about keeping SNAP and NYC HRA graphic

shows a close-up of a
hand sliding a card into
a payment terminal.
Text reads: "LOCK
YOUR EBT CARD to
Prevent Electronic
Fraud with the ebtEDGE

App."



https://drive.google.com/drive/folders/1EEUCibnbldXN7mXQutP4qmcHVOeSJdV_?usp=sharing
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GRAPHIC 3 POST TEXT 3 ALT-TEXT 3 for
visual accessibility
“Skimming” is when thieves scan a NYC HRA graphic

You can submit

a claim for
replacement

of electronically
stolen CA benefits.

copy of your EBT card at a store —
they can steal benefits even if you
never lost your card. If you’ve lost
Cash Assistance benefits this way,
go to
https://on.nyc.gov/benefitreplaceme
nt to learn more and file a claim
online.

shows a person typing
on a laptop with a
yellow warning triangle
overlay. Text reads:
"You can submit a claim
for replacement of
electronically stolen CA
benefits."

Create Your Own Posts

Feel free to create your own posts amplifying our key messages about EBT fraud prevention and

benefit replacement in your posts.

The following suggestions explain some of the best ways to engage:

O Like, follow, and share us on Facebook, Twitter/X, and Instagram @NYCDHS +

@NYCHRA

D Encourage folks to visit to visit on.nyc.gov/benefitreplacement and learn more or access

materials concerning this process.

Below are some talking points you can incorporate into your posts:

e Scammers can steal your EBT information electronically even if you never lose your card.

e Beware of attempts to steal your EBT benefits electronically through skimming or phishing.

e Ifyou’ve lost Cash Assistance benefits this way, you can go online to learn more and file a

claim.

e Protect your benefits with the new ebtEDGE app lock feature.

e Keep your account locked and ‘open’ it when you need to use it! Find ebtEDGE free in your

phone’s app store.
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