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NEWYORK | Department
greorvny. | of Health

HOWARD A. ZUCKER, M.D., SALLY DRESLIN, M.S,, R.N,
gNDREW M. cuomo J.0. Executive Deputy
overnor Commissioner Commissioner
Dear:
Michele Wamer

Enclosed plaase find the New York State Department of Health {DOH), Office of Health
insurance Programs (OHIP), Medicaid Confidential Data (MCD) Data Use Agreement (DUA).

The purpose of the DUA is to provide a means for the Requesting Organization (Requestor) to
provide information to allow DOH to support a request for the release of MCD to the Requestor.

In addition, the DUA establishes a legally binding agreement between the Requestor and DOH
by defining the terms and conditions of the MCD release, should DOH accept the Requestor's
Agreement, The sensilivity of MCD cannot be over-emphasized. MCD includes aff personaf
information about Medicaid reciplents, including Protected Heaith Information (PHI).

Furthermore, if the Requestor plans to hire subcontractors to work with MCD, the Requestor
must complete and submit a DUA Addendum along with the Business Associate Agreement
(BAA) to DOH. DOH must acknowledge the acceptance of the DUA Addendum and BAA to the
Requestor before the subcontractor may access MCD.

The Requestor is responsible for complylng with all federal and state laws and regulations
regarding the privacy, protection, and security of MCD.

Please fill out this DUA in its entirety and be sure to attach all required supporting
documentation. Send completed scanned applications fo;

Email: .
doh.sm.Medicaid.Data.Exchange@health.ny.gov
Security and Privacy Bureau
Division of Operations and Systerns
Office of Health Insurance Programs
New York State Department of Health

Please contact the email address above if there are any additional questions about this
agreement or Medicaid's dala security requirements.
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Section 1: Requestor Information

This Agreement is by and between the New York State Department of Health {DOH),
and the New York City Human Resources Administration/Depariment of Sacial Services,
being signed for by, Arnold Ng , an authorlzed indlvidual of the Organization, hereinafter
termed “Requestor”, :
Provide the nams, title and contact information of the individual authorized to legally bind
your company, agency or entity to the terms of this Agreement. The person who is
named in this section must sign all sections of the Data Use Agreement (DUA), except
for the Custodian section which must be signed by the Custedian(s).

Authorized Individuzal:

Arnold Ng

Titie: Deuty Commissioner

Organizatian: HRA Special Services-Home Care Services
Program (HCSP)

Address: 785 Atlantic Avenue, 7" Floor, Brockiyn, NY
11238

Telephone: 929-221-0849

‘| Emait Address: nga@hra.nyc.gov

Contract or Grant Sponsorship

Number;

Entity Type: O Qualifled Entity (QE)

0 Health Home (HH)

[ Performing Provider System (PPS)

[ value Based Payment (VBP) Participant

[ Managed Care Qrganization/Plan (MCO/MCP)
[ State Entity: Click or tap here to enter text,
Other: NYC HRA .

DOH agrees to provide the Requestor with MCD from the DOH Medicaid Data
Wareghouse (MDW) or other recognized DOH data source. In exchange, the Requestor
agrees to use the MCD anly for purposes that support the Requestor's project, research
-or study referenced in this Agreement, which DOH has determined assists in the
administration, monitoring, management and improvement of the State Medicaid
program or the services provided to beneficiaries. The Requestor agrees to establish
appropriate administrative, technical, and physical safeguards to protect the
canfidentiality, integtity and availability of the MCD by complying with the terms of this
Agreement, State and Federal law, Including the Health Insurance Portability and
Accountability Act (HIPAA), NIST 800-53 Rev. 4, and NYS Information Securily Policy
PO3-002.
This Agreemsant contains the terms and conditions under which DOH will disclose, and
the Requestor will ebtain, use, reuse, disclose and destroy the DOH MCD data file(s)
spacified in Section 3. Data Description. This provision also applies to all derivative or
commingled file(s) that contain direct individual Identiflars or elements that can be used
to identify specific individuals when used in concert with other information. This
Agreement supersedes all agreements by and befween the parties with respect to the
use of MCD from the files specified in Section 3 and preempts and ovemides any
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previous instructions, directions, agreements, or other prior communication from the
DOH or any of its components with respect to the data specified herein,

Section 2: Purpose

In consideration for accepting the data file(s), the Requestor represents that such data fila(s)
will be used solely for the purpose(s) listed below. Requestor agrees not to disclose, use or
reuse MCD for any purpose, other than as dascribed herein, without an executed and
accepted DUA Addendum by and between Requestor and DOH. The Requestor affirms that
the data requested by the Requestor is the minimum necessary to achieve the purposes
stated in this section. The Requestor agrees that, within the Requestor’s Organization and
the organizations.of its business associates, access to the data covered by this Agreement
shall be limited to the minimum amount of data and minimum number of individuals
necessary to achieve the purpose stated in this section. '

In this section, Requestor should describe the purpese of the project, as well as how MCD
will be used to assist DOH in the administration, monitoring, management and improvement
of the New York State Medicaid program or the services provided to beneficiaries. The
description of the praject should clearly state the purpose of the initiative.

In 2005, The Governor, Mayor and ten City {including HRA) and State agencies signed
the New York/New York 1! Supportive Housing Agreement which included a provision to
conduct an evaluation of NY/NY ill supportive housing. One of the objectives of this
evaluation was to "evaluate the use of Medicaid-funded services and other publicly funded
services. Inorderto do this HRA along with the State Office of Mental Health {OMH) and
the City's Department of Health and Mental Hygiene {DOHMH) signed an MOU and Letter of
Intent agreeing that HRA would extract Medicaid clalms records for clients approved for
NY/NY IIl housing and supply the data in a file to DOHMH to be part of a de-identified
analytic data set. This file isto be prepared yearly by HRA’s Business Associate,
Customized Assistance Service (CAS) until 2018 ortwo years after al! NY/NY il units
have been made available for occupancy. CAS is also utilizing Medicaid claims data to
identify clients approved for NY/NY Il housing who are high-end users of Medicaid-funded .
sefrvices. A process was implemented In June 2016 to prioritize NYNY Il Population A
approved clients based on highlevels of Medicald utilization for placement and ensuring
referral of those clients to supportive housing programs with funding from MRT. This Is in
accordance with a provision of the NY/NY Ill Agreement committing the State and City to
“identifying and implementing mechanisms to give priority to the services developed
through this Agreemeant to clients who tise a disproportionata amount of Medicaid-funded
services.” CAS is also now in the process of developing a vulnerability assessment which is a
new requirement for supportive housing dedicated to the homeless and disabled funded by the
U.S. Department of Housing and Urban Development (HUD). This process will use Medicaid
claims data as an indicator to determine a supportive housing applicant’s level of service need
based on the client’s history of hospltalizations, emergency room visits, and substance use
treatment. Clients identified as the most vulnerable and those with high utilization of Medicaid
services will be pricritized for referral and placement to supportive housing.

Section 3: Data Description

The following DOH data file(s) or data efements, not to exceed the minimum necessary
standard, are requested under this Agreement:
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A. Specify the individual Medicaid record level data elements needed for this
requsst:
Access to claims related tables - denied claims, paid claims, diagnoses,
procedures, encounters, rate codes, APGs and pharmacy data and eligibility
tables including recipient eligibility.

B. Specify the dates of the data requested: _
Five rolling years of claims data and eligibility data for Medicaid recipients
within GAS (CY 2017- 2021} and ongoing access, as data becomes available.

C. Specify the frequency and schedule of data release:
Daily match and retrieval of claims and eligibility data.

Section 4: Custodian

The parties mutually agree that the following named individual(s) is (are) designated as
Custodian(s) of the file(s) on behalf of the Reguesting Organization and will be the parson(s)
responsible for the observance of all conditions of use and for establishment and
maintenance of security arrangements as specified in this Agreement to prevent
unauthorized use. The Custodian(s) agrees to notify DOH within fifteen {15} days of any
change of custodianship. The parties mutually agree that DOH may disapprove a custodian
or may require the appointment of a new custodian at any time. The Custodian(s) hereby
acknowledges his/her appointment as Custodian(s) of the aforesaid file(s) and agrees te
comply with all of the provisians of this Agreement on behalf of the Organization. Should
there be a third-parly contractor in possession of MCD on Requestor’s bshalf, they, too,
must designate a Custodian and submit the Custodian te DOH for acceptance.
Custodian(s), also known as Gatekeepers, shall be responsible for providing access to, and
accurately documenting, certain information related to workforce members who access MCD
on behalf of the requesting entity. Custodians must accurately record all entily staffing
changes, and provide a quarterly report ("Quartery Names Update”) to the Security and
Privacy Bureau containing the first and last names, and employment start and end dates of
all affected employees. :

Custodians must also provide this report upon wriften request from DOH. This quarterly
report must always be accompaniad by a notarized DUA Addendum. In addition to the
Quarterly Names Update, Custodians must notify the Security and Privacy Bureay, within 24
hours, any time an employee or subcontractor joins or leaves the Requesting Organization.
All Custadian changes also require the submission of a notarized DUA Addendum to DOH.
Requestor or Custodian shall provide all policies and procedures related to workforce
system access management including provisioning, modifying, and terminating users who
access any system that stores, processes, analyzes or transmits MCD on behalf of the
Requesting Organization.

Lead Custodian:
Lead Custodlan: Suresh Chinnakotla
Title: Diractor of Office of Business Strategies and
Solutions
| Organization: HRA Customized Assistance Services
Address: 4 World Trade Center, 150 Greenwich Street,
30" floor, New York, NY 10007
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| Telephione: 929-221-4498

Email Address: chinnakollas@hra.nyc.gov
| Date of Signature Click or tap ta enter a dale,
Slanature:
v
Vi. Allemate Ctsslbdlan:
Alternate Custodian: |- Michae! Bosket
Tite: Deputy Commissianer
Organization: HRA Customized Assistnace Servicas
Address: 4 Woarld Trade Center, 150 Greenwich Street,
30" Floor, New York, NY 10007
Telephone: 929.221-4508
Email Address: boskelmi@hra.nyc.gov
Date of Signature Click or tap to enter a date.
Signature: 3
Section 5: Security

I.  The Requestor warranis that i shall employ appropriate administeative, technical, and
physical safeguards {o. protect the confidantiallly and security of dala provided under this
DUA. The safegtrards employed shall provide a level and scope of sacurily that is not less
{han the level and.scope of securily requirements established by Federal and New York
State policies. Further, the Requestor agrees that the data must not bie physically moved,
transmiited, or disclosed in any-way from or by the site indicated In Seetion &: Data Storage
and Access without wtitten approval from DOH,

. DOH shall, at its sole discretion, require Requestor to cemplste and submit Moderate-Plus
System Security Plan (SSP) Workbooks, a System Security Plan Controls Attestallon, or
establish a Restricted Access Model (RAM) Environment for any system(s) that wil store,
pracess or permit access to MCD. DOH shall evaluate Reguestor's DUA submission,
detemine the most appropriate solution for securing MCD, and provide Reguestor wilh
necagsary materials to fuiflll this requirement.

Sactlon 6: Data Storage and Access

.  When Requestor and Custodian take possession of MCD, iU shall be stored in the location
specified below. The data cannot be transferrad by any means te another environment
withaut a DUA Addendum 1o this Agreement that has been aceapted by DOH.

Type of Storage
Environment:

{1 Restricted Access Modsl Production
[] DOH System Access: Click or tap here lo enter text.
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[ Other: Click or tap here to enter text.

Title of Location: ITS = InformationTechnology Services
Company Housing HRA/DSS/ITS
Data:

Address of Location: | 15 Metrotech, Braokiyn, NY 11201

Section 7: End Date and Destruction of Data

The parties mutually agree that the aforesaid files(s) (and/for any derivative file(s)), including
those' files that directly identify individuals, may only be retained by the Requestor until
December 31, 2021 , hereinafier known as the “End Date.” The DUA may only be extended
past the End Date if a written DUA Addendum is accepted by DOH prior to the DUA
expiration date. Extenstons of the DUA will be tied fo: A} end dates of contracts with DOH:
B) end dates for Centers for Medicare and Medicaid Services (CMS) grants; or C) per OHIP
sponsor determination.

If the purpose described in Section 2: Purpese is completed prior to the End Date, the
Requestor agrees to notify DOH within 30 days of completion. Upon such notice or the End
Date, whichever occurs sooner, the Requestor agreas to destroy all data provided under this
DUA, unless DOH grants an exception. If DOH grants the exception, the MCD must be
protected until it has been dastroyed. The Requestor agrees to destroy all MCD and subrmit
a Data Destruction Affidavit to DOH within 30 days of the project completion. The Requestor
agrees not to retain any DOH MCD files or any parts thersof, unlass authorized in writing by
DOH. DOH does not have to nolify Requestor of the End Date for this provision to apply.
Either party may terminate this DUA at any time, for any reason, upon 30 days wiitten notice
to the other party. Upon netice of termination by Requester, DOH will stop releasing data
fila(s) to the Requestor and the Requestor must destroy all data file(s) Requestor has
already received. If a Data Consuming Entity (DCE) goes out of business it shall destroy all
MCD it has received from DOH and submit a Data Destruction Affidavit to DOH within 30
days.

Section 8: Offshore Prohibition

The Requestor further agrees that any MCD provided under this Agreement shall not be
accessed by employees, agents, reprasentatives, or contractors who are located outside of the
United States and its teritories (offshore). Further, the Requestor agrees that MCD shall not be
received, stored, processed, or disposed via information technology systems which are located
offshore.

Section 9; Unauthorized Use or Disclosure, Breach and Incident Response

The Requestor agrees that if DOH determines or believes that the Requestor has used,
reused or disclosed MCD in a way other than as explicitly authorized by this Agreement,
DOH may, at its sole discretion, require the Requestor to;
A. Promptly investigate and report to DOH the Requestor's determinations regarding
any alleged or actual unauthorized use, reuse or disclosure;
B. Promptly resolve any problems ldentlfied by the investigation;
C. ifrequested by DOH, submit a formal response to an allegation of unauthorized use,
reuse or disclosure; :
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D. if requested by DOH, submit a corrective action plan with steps designed fo prevent
any future unauthorized uses, reuses or disclosures; and
E. M requested by DOH, destroy all data files recelved from DOH and submit a Data
Destruction Affidavit. The Requestor understands that upon DOH's detarmination or
reasonable belief that unauthorized uses, reuses or disclosures have taken place,
DOH may suspend further release of MCD to the Requestor, indefinitely. The
Requestor agrees to report any breach of personally identifiable Information {(P)) or
Protected Health Information (PHI) from the DOH data file(s), loss of MCD or
disclosure to any unauthorized persons io the DOH by e-mail notification at
doh.sm.Medicaid.Data.Exchange@health.ny.gov within one hour of discovery, and
to cooperate fully in the security incldent investigation and review process. While
DOH retains all ownership rights to the data file(s), as autlined above, the Requestor
shall bear the cost and liabllity for any breaches of Pll ar PHI from the data file(s)
while they are enfrusted to the Requestor. Furthermore, if DOH determines that the
risk of harm requires notification of affected individual persons of the security breach
and/or other remetdles, the Requestor agrees fo carry out these notifications without -
any cast to DOH. .
if Requestor determines that an incident has occurred in one of Requestor's systems,
Requestor must nolify DOH. An incident is defined as violation or imminent threat of
violation of computer security policles, acceptable use policies, or standard security
practices. DOH may require Requestor to complete a risk analysis, risk assessment and an
organizational attestation affirming that Requestor has identified and remediated the root
cause of the malicious software outbreak, cyberattack, or other Information security incident
and that Requestor's systems and networks have bean remediated and have retumned to
normal operation. Requestor understands that access to DOH systems will not be granted
until the organizational atiestation is completed and accepted by DOH. Requestor
acknowledges that Requestor’s organization is liable if ransomware or malware spreads to
DOH systems from Requestor's systems.
Prior to the start of forensic activities related to significant information securlty Inclidents, the
organization should determine how it will collect and preserve evidence in a way that
supports its use in future legal or internal disciplinary proceedings. The organization should
make ali such forensic decisions in accordance with its policies and advice from legal
counsel. In such situatiens, the organization should follow a clearly defined chain of custody
to avoid allegations of mishandling or tamgering with evidence. The organization should
keep a log of every person who had physical custady of the evidence, and document the
date and time of the actions that they performed. The organization should make a forensic
copy of the evidence and verify the Integrity of both the ariginal and the copied evidence.
The organization should assure that the original evidence is stored securely and perform all
foransic examination and analysis using only the copied evidence. (f it is unclear whether or
not evidence preservation is required, the evidence should be praserved. All forensic
examination, such as that described above, must account for the disposition and impact on
all DOH data as well as ali systems that store, process, analyze, or transmit DOH data in the
report provided fo DOH.

Section 10: HIPAA Business Associate Agreement

Camplete and retum Attachment A: HIPAA Business Associate Agreement along with the DUA
application.
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Section 11: Sharing Data with Third Parties

Requestor agrees not to share MCD obtained from DOH with other parties unless DOH has
accepted a DUA Addendum and a copy of the Business Associate Agreement (BAA)
executed between Requestor and the third-party Business Associate with DOH. Any BAA
submitted for DOH acknowledgement as part of a DUA addendum must contain at minimum
the confidentiality language found in part I1.

Confidentiality Language for Third Parties.

A. The Federal Center for Medicare and Medicaid Services (CMS) requires that all
contracts and/or agreements executed between the Department of Health and any
second party that will receive MCD must include contract language that will bind
such parties to ensure that contractor(s) abide by the regulations and laws that
govern the protection of individual, Medicaid confidential levei data. This nofification
requires that you include the following language in this contract and all fuidre
contracts that will govemn the recelpt and release of such confidential data:

1. Medicaid Confidential Data/Protected Health Information includes all
information about a recipient or applicant, including enrollment
information,
eligibility data and protected health information.
2. You must comply with the following state and federal laws and
regulations:
a. Section 367-b(4) of the NY Soclal Services Law
b. New York State Social Services Law Section 369(4)
¢. Arlcle 27-F of the New York Public Health Law and 18 NYCRR 360-

8.1

Social Security Act, 42 USC 1396a(a)(7)

Federal regulations at 42 CFR 431.302 and 42 CFR Part 2

The Heaith Insurance Portabillty and Accountability Act (HIPAA) and

HITECH, at 45 CFR Paris 160 and 164

g. NYS Mental Hygiene Law Section 33,13

B. Please note that MCD released to you may conltain AIDS/HIV related
confidential information as defined in Section 2780(7) of the New York Public
Health Law. As required by New York Public Health Law Section 2782(5)(g), the
following notice is provided to you: “This information has been disclosed fo you
from confideritial records which are protected by state law. State law prohibits
you from making any further disclosure of this information without the specific
written cansent of the person to whom i pertains, or as otherwise permitted by
law. Any unauthorized further disclosure in violation of state law may result in a
Tine or jail sentence or both. A general authorization for the release of medical
or other information is NOT sufficlent authorization for the release for further
disclosure.”

C. Aleohol and Substance Abuse Related Confidentiality Restrictions: Alcohol and
substance abuse inforration: is confidential pursuant to 42 CFR Part 2. General
authorizations are ineffective fo obtain the release of such data. The federal
regulations provide for a specific release for such data,

D. You agree to ensure that you and any agent, including a subcontractor, to whom
you provide Medicaid Confidential Data or Protected Health Information
(MCD/PHI}, agrees to the same restrictions and conditions that apply throughout
this Agreement. Further, you agree to state in any such agreement, contract or
document that the parly to whom you are providing the MCD/PHI may not
further disclose it without the prior writlen approval of the New York State

oo
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Department of Health. You agree to include the notices preceding, as well as
references to statutory and regulatory citations sst forth above, in any
agreement, contract or document that you enter into that involves MCD/PHI.

E. Any agreement, contract or document with a subcontractor must contain all of
the above provisions pertaining to confidentiality. It must contain the HIVIAIDS
notice as well as a statement that the subcontractar may not use or disclose the
MCD without the prior written approval of DOH.

Section 12: Publications

The Requestor agrees not to disclose direct findings, listings, or information derived from
the fils(s) specified in Section 3, with or without direct identifiers, without the express
written consent of DOH, if such findings, listings, or information can, by themselves or in
combination with other data, be used to deduce an individual's identity. The Requestor
further understands and acknewledges that any publications derived from MCD must be
reviewed and approved by the DOH prior to publication or public release. The term
publication is defined to Include, but is not limited to: written abstracts, articles and
papers; presentations at cenferences, board meetings, r advisory commitiee meetings,
task forces, or collaborative groups; minutes of mestings, charis, graphs, data sheets,
and slides; posting of information on a website, or social media such as Facebaocak,
LinkedIn, Twitier, or email. DOH Office of Health Insurance Programs (OHIP) requires at
least forty-five (45) business days to review and approve proposed publications. Any
resaarch publication shall include the following disclaimer: “Disclaimer; The views and
opinions expressed in this article are those of the author(s) and do not necessarily reflect
the official policy or position of the New York State Department of Health. Examples of
analysis performed within this article are only examples. They should not be utilized in
rezl-world analytic products.” . :

Section 13: Attestation and Execution

By signing this Agreement, the Requestor and Custadian agree to abide by all provisions set
out in this Agreement and acknowledges that violation of the terms of this Agreement may
have potential civil, criminal or administrative penalties.

By slgning this Agreement, the Requestor agrees to grant access to MCD at any time to
authorized representatives of DOH at the site indicated in Requestor's SSPs or RAM
documentation for inspecting and confirming compliance with the terms of this Agreement.

By signing this Agreement, the undersigned individual hereby attests that he or she is
autharized to enter this Agreement and legally bind the organization and agrees to all the
terms specified herein.

By signing this Agreement, the Requestor agrees that this Agreement shall be deemed
executory to the extent of the resources available to DOH Medicald program and no liability
on account theraof shall be incurred by the DOH Medicaid beyond the resources available
thereof.

The parties mutually agree that DOH retains all ownership rights to the data file(s) referrad
to in this Agreement, and that the Requestor does not abtain any right, title, or interest in
any of the MCD furnished by DOH. DOH reserves the right to require Requestor to destroy
all MCD received from DOH any time and for any reason. If DOH exercises this right and
requires Requestor to destroy all MCD received from DOH, a Data Destruction Affidavit form
must be completed and returmed to DOH.

By signing this Agreement, the Requestor agrees to be responsible for the use of MCD,
whether the data Is in its hands or in the hands of its contractors/subcontractors. Requestor
will also be responsible for the establishment and maintenance of security, to prevent
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unauthorized use of MCD. The Requestor represents and warrants that such data will not be
disclosed, released, revealed or showed, or access granted to any person ather than those
listed on the Names List provided to DOH. Any improper use or disclosure of MCD must be
reported {o the Security and Privacy Bureau. Requestor agrees to establish and ensure that
is contractors/subcontractors, if any, establish appropriate administrative, technical and
physical safeguards to protect the confidentiality of the data and to prevent unauthorized
use of or access to the data. The safeguards shall provide a level and scope of security that
is nat less than the level and scape of security established by the Federal Health Insurance
Portability and Accountabilify Act of 1986. There should be no release of MCD unless
written permission is received from DOH.

VIl Attestation Regarding Privacy/Security of Medicaid Confidential Data: Requestor,
contractors and subcontractors hereby agree to all confidentiality language for Third Party
Contractors found in Sectien 11: Sharing Data with Third Parties of the DUA, and that these
citations must be included in all MOU, MOA, Subcontracts or Contracts, Requestor,
contractors and subcontractors hereby acknowledge that all subcontractors will be lisied in a
DUA Addendum, and that a BAA will be maintained by the contractor and provided to DOH.

VIl Limitations and Liabilities: DOH will not be responsible for any loss due to data exchange.

IX.  Assignment: The Requestor may not assign, transfer, convey, ar sublet, directly or indirectly,
all or part of its rights or obligations under this Agreement.

X.  This Agreement shall be governed by and interpreted in accordance with the Jaws of the
State of New York. If any provision of this Agreement conflicts with any statute or rule of law
of the State of New Yark, or is otherwise unenforceable, such provision shall be deemed null
and void only the extent of such conflict or unenforceaility, and shall be deemed separate
from, and shall not invalidate, any cther provision of this Agreement.

XI.  If Requesting Organization is a Qualified Entity (QE), some of the provisions contained
within the DUA may not apply. In these situations, the Statewide Health Information Network
far New York (SHIN-NY) regulations will apply. For QEs, MCD may only be used for
treatment, quality improvement, to reduce medically adverse events, and to reduce costs
through care coordination as authorized by 18 NYCRR 504.9. All QEs must submit proof of
Qualified Entity Certification when returning the DUA form to DOH.

Xll.  Ceonfidentiality Statement

A. The Requestor has requested the data outlined in Section 3 ("the data") to evaluate
NY NY Il Supportive Housing; Priortize MRT Supportive Housing for high service
utilization of Medicaid; and assess Supportive Housing Applicatnls for high service
needs and prioritize for referral/placement per Sponsorship and 17-088A for periods
(dates): upon DUA approval and until December 31, 2021.

B. Section 1902(a)(7) of the federal Social Security Act and Section 369(4) of the Sacial
Services Law require that MCD be treated as confidential and used or disclosed only
for purposes direcly connected with the administration of the Medical Assistance
program.

C. The Requestor certifies to DOH that the Requestor, its officers, employees, agents or
subcontractors will adhere to these Medicaid confidentiality standards and provisions
of the legal authorily cited by Requestor in the Purpose section. The Requestor will
provide the following controls to ensure confidentiality of the MCD:

. The MCD may only be used for the purpose listed in this Agreement.

2. Only listed Requestor staff that requires access to MCD to perform
functions listed in this Agreement may be given access to the data. Such
staff will be instructed by the Requestor in the confidential nature of the
data and its proper handling.

3.  The MCD will be stored in locked storage receptacles for physical media
or encrypted when in electronic format when the data are not under direct
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and immediate control of an authorized Requestor staff member engaged
in work under this Agreement.

4. The MCD, including any coples mada by the Requestor, will be returned
ta DOH by the Requestor upon complstion of the purpose outlined in the
DUA, or with prior written DOH approval, the data may be destroyed by
the Requestor afier its use and a written confirmation provided by the
Requestor o DOH of such destruction.

Xill.  Requestor, its contractors and subcontractors agree to sign the Federal Health insurance
Partability and Accountability Act/ Business Assaciate Agreement (HIPAA/BAA), Requestor
agrees that all staff identified as having access to the MCD in any BAA, Memorandum of
Understanding (MOU), Memorandum of Agresment (MOA), cantract or subcontracts must
match the list provided to DOH. Requestor agrees that the statement of work to be done in
the BAA, MOU, MOA, contract or subcontracts must match the purpose outlined in this
DUA. Requestor agrees that the duration of the BAA, MOU, MOA, contract, or subcontracis
must match the “start” and "end” date as stated in the DUA. Any description of destruction or
return of MCD must match that as stated in the DUA.

XIV.  Noindividual claim-specific data in any form shall be combined or beconte a permanent part
of another database or information sharing and retrieval system. Any use of individual
reciplent record data beyond this Agreement must have the written approval of DOH.

XV.  Requestor signs this Agreement as a condition for receipt of MCD to ensure maintenarnce of
confidentiality and security of the data pursuant to the laws and pravisions outllned within
the DUA.

Date: Click bere ta enter a date,
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Signature of Requestor: A’

e il

Requestor's Name (please print): Amold Ng

Requestor’s Tifle (pleaée print): Deputy Commissioner, HCSP
Organization;: HRA

Address: 785 Atlantlc Avenue, 7" Floor, Brooklyn, NY 11238

NOTARY
State of Nr". L YOI‘ K

} ss.;

County of_New Yor &

A 23
Subscribed and sworn to before me on this_&2 & __ day of jﬂ%, 20/%

9)7.«'-@71‘«.5-'/("\. - ﬁ?uc (fff—-—

Notarization
A w of e ek
Ny GePOSOASH40
Cevon Eosas S
DOH Acceptance:
Date: Click here to enter a date.
Signature of DOH Representative: ha

Signer's Name (please print): Click or tap here to enter text. tivhammad Amhr

DUA identification Number: Click or tap here to enter text, 17-088 A
DUA Start Date: Click or tap here to enter text. 5/jl /|8
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Attachment A — HIPAA BUSINESS ASSOCIATE AGREEMENT

As an entity receiving MCD from DOH under this Data Use Agreement (DUA), Reguestor
becomes a Business Associate of DOH and therefore agrees to the provisions of the BAA
outlined below.

Definitions. For purposes of this Agreement.

A

B.

C.

"Business Associate” shall mean: New York City Human Resources
Administration/Department of Social Services

*Covered Program” shall mean: New York State Department of Health, Health
insurance Programs

Other terms used, but not otherwise defined, in this Agreement shall have the same
meaning as those terms in the Federal Heaith Insurance Portability and
Accountability Act of 1986 ("HIPAA"), the Health Infarmation Technolegy for
FEconamic and Clinical Health Act (‘HITECH") and implementing regulations,
including those at 45 CFR Parts 160 and 164.

Obligations and Activities of Business Associate:

A.

D.

Business Assaciate agrees {o not use or disclose Protected Health information other
than as permitted or required by this Agreement or as required by law.

Business Asscciate agrees to use the appropriate administrative, physical and
tachnical safeguards to prevent use or disclosure of the Protected Health Information
{PHI) other than as provided for by this Agreement, and to comply with the security
standards for the protection of electronic protected health information in 45 CFR Part
164, Subpant C. Business Associate agrees to mitigate, to the extent practicable, any
harmful effect that is known to Business Associate of a use or disclosure of PH! by
Business Assoclate in vialation of the requirements of this Agreement.

Business Associate agrees to repart to Covered Program as soon as reasonably
practicable any use or disclosure of the PHI not provided for by this Agreement of
which it becomes aware. Business Associate also agrees to report to Covered
Program any Breach of unsecured PHI of which it becomes aware. Such report shafl
Include, to the extent possible:

1. A brief description of what happened, including the date of the breach and the
date of the discovery of the breach, if known;

2. A description of the typses of unsecured PHI that was involved in the breach,
such as whether fult name, social security number, date of birth, hame
address, account number, diagnosis, disability code, or other types of
information; .

3. Any steps individuals should take fo protect themselves from potential harm
resulting from the breach;

4. A description of what Businass Associate is doing to investigate the breach,
to mitigate harm to individuals, and to protect against any further breaches;
and

5. Contact procedures for Covered Program to ask questions or learn additional
nformation.

Business Associate agrees, in accordance with 45 CFR § 164.502{e){1}(i), to ensure
that any subcontractors that create, receive, maintain, or transmit PHI on behalf of
the Business Associate agree to the same restrictions and conditions that apply to
Business Associate with respect to such information.

Business Associate agrees to provide access, at the request of Cavered Program,
and in the fime and manner designated by Covered Program, to PHI In a designated
record set, to Covered Program in order for Covered Program to comply with 45 CFR
§ 164.524.

13
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F. Business Associate agrees to make any amendmenf(s) to PHI in a designated record
set that Covered Program diracts in order for Covered Program to comply with 45
CFR § 164.526.

G. Business Associate agrees to document such disclosures of PHI and information
related to such disclosures as would be required for Covered Program to respondto a -

- request by an individual for an accounting of disclosures of PHI in accordance with 45
CFR § 164.528; and Business Associate agrees fo provide to Covared Program, in
fime and manner designated by Covered Program, information collected in
accordance with this Agreement, to permit Covered Program to comply with 45 CFR
§ 164.528,

H. Business Associate agrees, to the extent the Business Assaciate is to carry out
Covered Program's obligation under 45 CFR Part 164, Subpart E, to comply with tha
requirements of 45 CFR Part 164, Subpart E that apply to Covered Frogram in the
performance of such obligation.

l.  Business Associate agrees to make internal practices, books, and records, including
policies and pracedures and PHI, relating to the use and disclosure of PHI received
from, or created or recelved by Business Assotiate on behalf of, Covered Program
avallable to Covered Program, or to the Secretary of the Federal Departtnent of
Heaith and Human Services (Secretary), in a time and manner designated by
Covered Program or the Secretary, for purposes of the Secretary determining
Covered Program's compliance with HIPAA, HITECH and 45 CFR Parts 160 and 164.

IV. Permitted Uses and Disclosures by Business Associate

A. Except as otherwise limited in this Agreement, Business Associate may only use or
disclose PHI as necessary to perform functions, activities, or services for, or on behalf
of, Covered Program as specified in this Agreement.

B. Business Associate may use PHI for the proper management and administration of
Business Associate.

C. Business Associate may disclose PHI as required by law,

V. Temn and Termination

A. This Agreement shall be effective for the tlerm as specified in the contract between the
Covered Entity and Business Assaciate, after which time all of tha PHI provided by
the Covered Program to Business Associate, or created or received by Business
Associate on behalf of Covered Program, shall be destroyed or retumed to Covered
Program; provided that, if it is impractlicable or not feasible to return ar destroy PHI ,
protections are extended to such information, in accordance with the termination
provisions in your contract.

B. Termination for Cause. Upon Covered Program’s knowledge of a material breach by
Business Associate, Covered Program may provide an opportunity for Business
Assoclate fo cure the breach and end the violation or may terminate this Agreement if
Business Associate does not cure the breach and end the violatlon within the time
specified by Covered Program, of Covered Program may immediately terminate this
Agreement if Business Associate has breached a material term of this Agreement and
cure is not possible.

C. Effect of Termination.

1. Except as provided in paragraph {C) (2) below, upon termination of this
Agreemant, for any reason, Business Associate shall return or destray all PRI
recelvad from Covered Pragram, or created or received by Business Associate
on behalf of Covered Program. This provision shall apply to PHI that is in the
possession of subcontractors or agents of Business Asscciate. Business
Associate shall retain no copies of the PHI.

14




- NYSDOH OHIP Data Use Agreement #:Click or tap here to enter text.

2. Inthe event that refuming or destroying the PHI is impracticable or not feasible,
Business Associate shall provide to Covered Pragram notification of the
conditions that prevented the return or destruction of the PHI. Upon mutual
agreement of Business Associate and Covered Business Assoclate shall extend
the protections of this Agreement to such PHI and limit further uses and
disclosures of such PHI to those purposes that make the retum or destruction
impracticable or not feasible, for so lang as Business Associate maintains such
PHI,

Vi. \Violations

A.

Any violation of this Agreement may cause ireparable harm to the Coverad
Program. Therefore, the Covered Program may seek any legal remedy,
ineluding an injunction or specific parformance for such harm, without bong,
security or necessity of demonstrating actual damages.

Business Associate shall indemnify and hold the Covered Program harmless
against all claims and costs resulting from acts/omissions of Business Associate
in connection with Business Associate’s obligations under this Agreement.
Business Associate shall be fully Hable for the actions of its agents, employees,
partners or subcaontractors and shall fully indemnify and hold harmless the
Covered Program from suits, actions, damages and costs, of every name and
descriptlon relating to breach notification required by 45 CFR Part 164 Subpart
D, ar State Technology Law § 208, caused by any intentional act or negligence of
Business Associate, its agents, employees, pariners or subcontractors, without
limitation.

Vil. Miscellaneous

A

Regulatory References, A reference in this Agreement to a section in the Code of
Federal Regulations means the section as in effect or as amended, and for which
compliance is required.

Amendment. Business Associate and Covered Program agres to take such action as
is necessaty to amend this Agreement from time to time as is necessary for Covered
Program to comply with the requirements of HIPAA, HITECH and 45 CFR Paris 160
and 164,

C. Survival. The respective rights and obligations of Business Associate under (V) (C) of

this Agreement shall survive the termination of this Agreement.

Interpretation. Any ambiguity in this Agreement shall be resolvad in favor of a
meaning that permits Covered Program to comply with HIPAA, HITECH and 45 CFR
Parts 160 and 164.

HWV/AIDS. if HIVIAIDS Information is to be disclosed under this Agreement, Business
Associate acknowisdges that it has been informed of the confidentiality requirements
of Public Health Law Arlicle 27-F.

Alcohol and Substance Abuse, If Alcohol and Substance Abuse information is to be
disclosed under this Agreement, Business Associate acknowledges that it has been
informed of the confidentiality requirements of 42 CFR Part 2.

Business Associate {Subcontractor):

Name: Arnold Ng

Entity: New Yerk City Human Resources Administration/Department of Social Services
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Signature;

Date; 1/26/2018

Covered Entity

Name: __ Muhammad Amir

Entity: NYS DOH Office of Health Insurance Programs
Signature: ‘\!ul\a;; ;i l;* {

Date: 3Nah§

Return to:

Security and Privacy Bureau
Medicaid Data Warehouse
Division of Systems
New York Siate Department of Health
Office of Health insurance Programs
(518) 649-4397

Mailing address:
 NYSDOH - MISCNY
ESP P1-118 Dock J
Albany NY 12237
medicald.data.exchange@health.ny.gov
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~ ... DEAATemplate Names -

Phone Effactlve Data, End Date {xx-

{dontification # NAME (Laat) NAME {First] Company Addrass City State Zip code Email ID numbat m———— —
17 -088 anwalla Usha DESATS 15 Mealrotech, Brooklyn |NY T1B-510-8443 |12/31/2016 124312021
17 -0B8 Thavarsj Hariharan DSSATE 15 Malrotech, Brookhyn |NY T{8-510-0206 |12/31/2016 12182021
17 -088 Ginsburg Carman DESATS 15 Malrotech, Brooklyn |NY T{8-510-0418 |[12/31/2018 120312041
17 -088 Chen Chixin DSSATS 15 Malrotech, Brooklyn |NY 718-510-A445 |12/31/2016 1203172021
17 -08B Chinnakotla Surash DSSHRACAS 150 Greenwich Sireet, 30th Floor  [New York [NY 025-221-4507 |12/31/2016 12/31/2021
17 -0BB Stazasky Elsa DS5MHRALAS 150 G ich Sireet, 30th Floor | New York |[NY 025-221-5577 |12/31/2018 12/31/2021
17 -088 Mohrman Kathy DSSHRA/CAS 180G dich Street, 30th Floor | New York |NY 925-221-6022 [12/31/2016 12/31/2021
17 -088 Ratchlass Cralg HRACAS 150 Greenwich Sireat, 30th Fioor  [New York [NY 025-221-4520 [12/31/2018 1273172021
17 -088 Bamel Alathla HRA/CAS 150 ¢ ich Street, 30th Floor  [New York [NY 925-221-4484 |12/31.2018 12/31/2021
17 .088 Gordan Alan HRA/CAS 150 dch Street, 30lh Floor  [New York |NY ._oco.___*maao:um_:m nye. m 925-221-4487 127312016 1213172021
17 -088 Molk Robert HRA/CAS 150 ¢ sich Street, 30th Floor  |New York |NY 10007 [molkrihea nyc pav §20-221-4518 [12/31/2016 1213172021
47 -088 Bruno Miker HRA/CAS 150G ich Streel, 30th Floor-  [New York |NY 10007 925-221-4472 127312016 1213172021
17 -088 McNall Jacqueling  |HRAJCAS 150G ich Streal, 301h Floor  [New York INY 10007 925-221-4531 12312016 12/31/2021
47 -088 Sregory Paul HRAJCAS 150G ich Streel, 30th Floor | New York MY 10007 925-221-4488 1272122016 1243172021
17 -088 Avin Joel HRAJCAS 150G jch Street, 30Lh Floor  |[New York |NY 10007 925-221-4468 2212016 12/31/2021
17 -088 Mompremigr  |Chantal HRAICAS 150G ich Streal, 301h Floor | New York INY 10007 e ped 925-224-4517 12712016 12/31/2021
17 -088 John Jean HRACAS 150G ich Streel, 30Lh Floor | New York MY 10007 {|ahni@hra. :mn wru._. 020-221-4405 |12/312016 1243172021

17 -088 Nael Marcia HRAJCAS 150G ich Streel, 30Ih Floor | New Yerk |NY 10007 nesim@hra nye gov 929-221-4523 1272122016 12/31/2021
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“Agreement™) effective as of January 26, 2018, is entered
into by and between the New York City Department of Social Services (*DSS™) / Human
Resources  Administration’s ("HRA™ Medical Insurance and Community  Services
Administration (*“MICSA™) and Home Care Services Program/Managed Long Term Care
(“HCSP” and “MLTC™) (collectively known herein as “Covered Entity™) and the following DSS
and HRA program areas: Office of Legal Affairs (*OLA™); Office of Program Planning and Financial
Management (“OPPFM™) (which includes the Finance Office (“Finance™), the Office of Evaluation and
Research (“OER”), and the office of Planning and Performance Management (“OPPM™)); Office of
External Affairs (“External Affairs”) (which includes the Office of Citywide Health Insurance Access
("OCHIA) and the Office of Constituent Services (“OCS™)): Office of Program Accountability (*OPA™)
(which includes the Investigation Revenue and Enforcement Administration (“IREA™), the Office of
Audit and Quality Assurance (*OAQA™), the Special Investigation Division (“SID™), the Office of
Program Accountability Support (OPAS), and the Office of Compliance and Ceontraét Monitoring
("*OCCM™); Customized Assistance Services ("CAS™); Information Technology Services (“ITS™); and
the Public Engagement Unit (“PEU™) (collectively herein known as the HRA “Business

Associates™) to comply with 45 C.F.R. §164.502(¢) and §164.504(e), the regulations that govern
protected health information (“PHI™).

WHEREAS, the Covered Entity is comprised of the HRA programs that administer the public
health plan, the Medicaid Program;

WHEREAS, the Health Insurance Portability and Accountability Act of 1996 Public Law 104-
191 (HIPAA} and its implementing regulations (45 CFR Parts 160, 162, and 164, subparts A, C,
and E) (the “Privacy Rule™ and 42 U.S.C. Section 1302d, et. seq., establish specific
requirements related to the security and confidentiality of certain individually identifiable health
information (defined in Section I (k) below as “Protected Health information,™ or *PHI™)} and set
forth the responsibilities and obligations of business associates to protect PHI; and

WHEREAS, the Flealth Information Technology for Economic and Clinical Health Act
(HITECH), Public Law No. 111-5, 42 U.S.C. §§300jj et seq. and U.S.C. §17932 ef seq. enacted
as Title XIII of the American Recovery and Reinvestment Act (“ARRA™) (Public Law 11 1-05),

amends and extends certain provisions of HIPAA, making the HIPAA privacy and security
regulations applicable to business associates;

WHEREAS, business associates are subject to the HIPAA Security Rule and must implement

physical, administrative, technical safeguards to protect confidential electronic health records
(‘(EHR)!);

WHEREAS, each Business Associate that is a party to this Agreement has been designated as
such because in carrying out its responsibilities, functions and obligations under applicable law
and in accordance with HRA policies and procedures it is authorized to create, receive, maintain,

transmit, access, use and/or disclose PHI on behalf of MICSA and HCSP/MLTC, the HIPAA
Covered Entity; and :
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WHEREAS, HIPAA, Public Law No. 104-191, and the regulations promulgated thereunder, as
the law and regulations may be amended, requires that Covered Entities and their Business
Associates enter into a business associate agreement to provide satisfactory assurances that a
Business Associate will appropriately safeguard PHI that it creates, receives, maintains,
transmits, accesses, uses and/or discloses on behalf 6f a Covered Entity; and

WHEREAS, Business Associates may use or disclose PHI in accordance with HITECH (42
U.S.C. §300jj, §17931) and business associate agreements must include privacy provisions as
mandated in HITECH (42 U.S.C. §17943); and

WHEREAS, HIPAA regulations provide that if a Covered Entity and its Business Associates are
both governmental entities, a Covered Entity may comply with HIPAA by entering into a
memorandum of understanding with its Business Associates that contains terms that accomplish
the objectives of a business associate contract (see 45 CFR §164.504(e)(3)(1)(A)); and

WHEREAS, amendments to the HIPAA regulations published on January 25, 2013 (See 78 FR
5566) necessitate that the Parties enter into this Agreement for the purpose of each Business
Associate providing satisfactory assurances to the Covered Entity that each Business Associate
will appropriately safeguard the PHI of the Covered Entity by implementing appropriate
physical, administrative and technical protections in accordance with the amended HIPAA
regulations; and

WHEREAS, HRA’s MICSA and HRA’s HCSP/MLTC both comprise the Covered Entity
because each assists in the administration of the State Medicaid plan, and HRA constitutes a
HIPAA Hybrid Entity (as such term is defined in 45 CFR §164.103) because HRA’s business
activities include both covered and non-covered functions under HIPAA; and

WHEREAS, the parties hereto previously entered into a business associate agreement. for the
purpose of providing satisfactory assurances to the Covered Entity that each designated Business
Associate will appropriately safeguard PHI disclosed by the Covered Entity; and

WHEREAS, HRA has undergone internal reorganization, and the parties seek to enter into this
Agreement as a successor to the prior business associate agreement, upon the same terms therein,
identifying the new parties comprising the HRA Business Associates.

NOW THEREFORE, the parties do hereby agree as follows:

L DEFINITIONS

Except as otherwise defined herein, any and all terms used in this Business Associate Agreement
shall have the same meaning as those terms in the HIPAA Rules, HITECH and as defined below:

(@  “Breach” shall have the same meaning as the term “breach” in 45 CFR §164.402 and 42
U.S.C. §17921.

(b)  '"Business Associate" shall have the same meaning as the term “Business Associate” in
45 CFR §160.103, and for this Agreement shall be the HRA Program area that creates, receives,
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maintains, transmits, or accesses PHI on behalf of Covered Entity. As used in this Agreement,
the term “Business Associates™ shall further refer to the group comprised of OLA, OPPFM,
External Affairs, OPA, CAS, ITS, and PEU, each individually a “Business Associate.”

{c) "Covered Entity” shall have the same meaning as the term “covered entity” in 45 CFR
§160.103, and for this Agreement shall be MICSA, and the HCSP/MLTC, which are parties to
the Agreement and are collectively designated as the HIPAA covered entily as it assists the State
of New York in administering the Medicaid Program.

(d)  “Designated Record Set” shall have the same meaning as the term “designated record
set” in 45 CFR §164.501.

(¢)  “Electronic Health Record” shall mean an “electronic record of health-related
information on an individual that is created, gathered, managed, and consuited by authorized
health care clinicians and staff.” 42 U.S.C. §179_2] .

(f)  “Electronic Protected Health Information” or “Electronic PHI” shall have the same
meaning as the term “electronic protected health information™ in 45 CFR §160.103, except that
Electronic PHI shall be limited to the information created, received, maintained, transmitted, or
accessed by Business Associate or its Subcoatractors or agents on behalf of Covered Entity.

(g) “Health Care Component” shall have. the same meaning as the term “health care
component” in 45 CFR §164.103.

(h)  “HIPAA” shall mean the Health Insurance Portability and Accountability Act of 1996,
Public Law No. 104-191, and the regulations prorhulgated thereunder, as the law and regulations
may be amended. '

(i) “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement
Rules at 45 CFR. Part 160 and Part 164, as they may be amended.

G} *Individual" shall have the same meaning as the term "individual” in 45 CFR §160.103
and shall include a person who qualifies as a personal representative in accordance with 45 CFR
§164.502(g).

(k) "Protected Health Information'' or “PHI” shall have the same meaning as the term
"protected health information” in 45 CFR §160.103, except that PHI shall be limited to the
information created, received, maintained, transmitted, or accessed by a Business Associate or its
Subcontractors or agents on behalf of Covered Entity.

(D "Required by Law" shall have the same meaning as the term "required by law" in 45
CFR §164.103.

{m) "Secretary" shall mean the Secretary of the United States Department of Health and
Human Services or their designee.,

(n)  “Security Incident” shall have the same meaning as the term “security incident” in 45
CFR §164.304.



B - Internal HRA Business Associate Agreement
FINAL - [/23/18

(0)  “Subeontractor” shall have the same meaning as the term “subcontractor” in 45 CFR
§160.103, and for this Agreement shall be a subcontractor of Business Associate.

()  “Unsccured Protected Health Information® or “Unsecured PHI” shall have the same
meaning as the term “unsecured protected health information™ in 45 CFR §164.402. Unsecured
PHI includes any PHI that is transmitted in any form that is rendered to be usable, readable or
decipherable to unauthorized individuals.

1L. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE

(@)  Application. This Agreement shall supersede all agreements pursuant to HIPAA entered
into by and between any of the Partics prior to the Effective Date. This Agreement applies to the
Health Care Components of the Parties and shall not apply to the non-covered functions of those
programs.

(b)  Permitted or Required Uscs. Each Business Associate agrees to not use or disclose PHI
other than as permitted or required by this Agreement or as required by law. Business

Associates shall not use or disclose PHI in any manner that would constitute a violation of
HIPAA or HITECH.

Each Business Associate acknowledges that this Agreement does not in any manner grant any
Business Associate any greater rights than the Covered Entity enjoys, nor shall it be deemed to
permit or authorize any Business Associate to use or further disclose PHI in a manner that would
otherwise violate the requirements of HITECH and/or HIPAA if conducted by the Covered
Entity.

Each Business Associate agrees that it is not permitted to use or disclose PHI without an
authorization or consent, unless: (1) such a use and/or disclosure absent consent is in accordance
with 45 C.F.R. §164.506, §164.510, §164.512, §164.514(e), §164.514(F), §164.514(g) and such
use-and/or disclosure is authorized in writing by the DSS Chief Privacy Officer and/or General
Counsel; or (2) such a use and/or disclosure is otherwise permitted or required by agreement or
Required by Law; except that each Business Associate may use PHI received in its capacity as a
business associate to the Covered Entity, if necessary for the proper management and
administration of the Business Associate’s legitimate work-related activities.

If any Business Associate chooses to use or disclose any PHI for any purpose that is not directly
connected with the administration of the Medicaid Program, in accordance with New York State
Social Services Law §§136 and 369(4), 42 USC §1320(d), 42 C.F.R. §431.300 or for any other
purpose not authorized by this Agreement, absent a court order, the Business Associate must
make a written request to the Executive Deputy Commissioner of MICSA, the Deputy
Commissioner of HCSP, and the DSS- Chief Privacy Officer in the Office of Legal Affairs,
describing the purpose for the disclosure, the type of PHI to be disclosed, the entity to whom the
data will be disclosed and the source of the data.

The Parties agree that any Party hereto may only disclose, transmit, or otherwise grant access to
PHI pursnant to this Agreement if the Covered Entity or Business Associate has such PHI in its
possession. This Agreement shall not be construed to permit any Party to disclose, transmit, or
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otherwise grant access to any PHI to which the Party itself merely has access (i.e. a State-owned
database containing PHI that a Party regularly accesses in performance of its functions, but that
the Party does not own, possess or mainlain),

(c) Appropriate Safeguards. Each Business Associate agrees to use appropriate safeguards
to prevent use or disclosure of PHI other than as provided for by this Agreement, and with
respect to Electronic PHI to comply with Subpart C of 45 CFR Part 164 (45 CFR §164.302 et
seq.). The safeguards shall include administrative, procedural, physical, electronic and technical
measures that reasonably and appropriately protect the confidentiality, security, integrity and
availability of the PHI that the Business Associate receives, creates, maintains or transmits on
behalf of the Covered Entity as required by 45 CFR § Part 164, Each Business Associate shall
also implement such safeguards to prevent the misuse of PHI other than as provided by this
Agreement. The parties recognize that Section 13401 of the BITECH Act makes certain
provisions of HIPAA relating to the security of PHI directly applicable to Business Associates.
Business Associates shall use appropriate safeguards 1o ensure the security and confidentiality of
the PHI in its transmission. Business Associates shall establish and maintain comprehensive
written policies (or, collectively, a single policy that applies to each Business Associate)
regarding such safeguards. It is the responsibility of the Business Associate to inform and train
stafT that has direct access to PHI of such policies.

(d)  Mitigation. Each Business Associate agrees to promptly correct and mitigate, to the
extent practicable, any harmful effects of which that Business Associate becomes aware that
have resulted from any unauthorized acquisition, access, use or disclosure of PHI by the
Business Associate, its contractors, subcontractors or agents.

(e}  Reporting Unauthorized Use or Disclosure. The parties recognize that Section 13402
of the HITECH Act requires business associates to notify the Covered Entity in the event of i)
any unauthorized disclosure of PHI; ii) breach of security relating to unsecured PHI; and/or iii)
any suspected or actual data security breach relating to unsecured PHI of which the Business
Associate becomes aware. Each Business Associale agrees to report to the HRA General
Counsel and the DSS Chief Privacy Officer, upon discovery of any use or disclosure of PHI not
provided for or authorized by this Agreement. For any suspected or actual data security Breach,
the Business Associate shall notify the Covered Entity in writing within five (5) business days of
having been made aware of such unauthorized acquisition, -access, use or disclosure of PHI by
any party, including the Business Associate,

Such notification shall include, to the extent possible, the identification of each individual whose
unsecured PHI has been, or is reasonably believed to have been, accessed, acquired, used, or
disclosed during the breach. The Business Associate shall provide the Covered Entity and the
DSS Chief Privacy Officer with other information as it becomes available, including (1) a brief
description of what happened and when, (2) the names of the parties involved, (3) a description
of the types of PHI compromised, (4) steps taken to mitigate the harm, (5) recommendations to
the affected individuals regarding steps that should be taken to protect themselves from potentlal
harm resulting from the breach; and (6) a brief description of what the Business Associate is
doing to investigate the breach, mitigate harm to individuals and protect against any future
breaches.
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Each Business Associate agrees to fully cooperate with any investigation conducted by the
Covered Entity or its designated agents- of any such unauthorized acquisition, access, use or
disclosure.

() Breach Notification Under HIPAA Rules.

(1) Each Business Associate agrees to comply with the requirements of Subpart D of 45 CFR
Part 164 (45 CFR §164.400 et seq.), including but not limited to the requirement that, following
the discovery of any Breach of Unsecured PHI, the Business Associate shall, without
unreasonable delay, and in no event later than (5) days afier discovery of any Breach of
Unsecured PHI, provide notification as specified in section II (e) above.

In the event of a Breach or suspected Breach of Unsecured PHI, each Business Associate shall
provide the Covered Entity and the DSS Chief Privacy Officer and HRA. General Counsel with
an explanation in writing of the basis for its determination that an unauthorized disclosure of
unsecured PHI has occurred. The OLA Office of Data Privacy will conduct z risk assessment in
accordance with 45 CFR §164.402 (see paragraph (2) in definition of “Breach”), to determine
whether a Breach of Unsecured PHI has occurred. The Business Associate shall provide the
DSS Chief Privacy Officer with any documentation requested by OLA to perform its
investigation and assessment.

(2) If the DSS Chief Privacy Officer determines that an unauthorized acquisition, access, use or
disclosure of PHI has occurred and has been reported to the Covered Entity as required by
Section II(d) or Section IV(c), but has been determined not to constitute 2 Breach of Unsecured
PHI, the DSS Chief Privacy Officer shall provide the Covered Entity with an explanation in
writing of the basis for such determination and any risk assessment conducted under 45 CFR
§164.402 (see paragraph (2) in definition of “Breach™), and all documentation in support of such
determination. Such explanation in writing shall be provided without unreasonable delay, and in
no event later than sixty (60) days after the discovery of the unauthorized acquisition, access, use
or disclosure of PHI.

(g) Contractors, Subconiractors and Agents. In accordance with 45 CFR
§§164.502(e)(1)(1i) and 164.308(b)(2), as applicable, each Business Associate agrees to ensure
that all of its contractors, subcontracters and agents that create, receive, maintain, transmit, or
access PHI on behalf of the Business Associate, agree in writing to the same restrictions,
conditions, and requirements that apply to the Business Associate with respect to such
information. A Business Associate is not in compliance with this Agreement if the Business
Associate knew of a pattem of activity or practice of a contractor, subcontractor or agent that
constituted a material breach or violation of the contractor’s, subcontractor’s or agent’s
obligations under its subcontract, unless each Business Associate took reasonable steps to cure
the breach or-end the violation, as applicable, and if such steps were unsuccessful, terminated the
contract or subcontract, if feasible.

(hy  Acecess by Individual. Each Business Associate shall maintain a designated record set,
as defined by HIPAA, for each individual client for which it has PHI. In accordance with an
individual’s right to access fo their own PHI under HIPAA, each Business Associate agrees 1o
provide access to PHI in a designated record set, at the request of Covered Entity, to an
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individual or individual’s representative to satisfy Covered Entity’s obligations under 45 CFR
§164.524. Each Business Associate shall make all PHI in that designated record set available to
the individual to whom that information pertains, or such individual’s representative.

(i) Amecndment to PHI. Each Business Associate agrees to make any amendment(s) to PHI
in a Designated Record Set that the Covered Entity directs or agtees to pursuant to 45 CFR
§164.526 at the request of the Covered Entity or an individual, and in the reasonable time and
manner designated by the Covered Entity, and to take other measures as necessary to satisfy
Covered Entity’s obligations under 45 CFR §164.526, provided that the Business Associate has
PHI in a Designated Record Set.

() Request for an Accounting. Each Business Associate agrees to document disclosures of
individually identifiable PHI, and information related to such disclosures, as would be required
for the Covered Entity to respond to a request by an individual for an accounting of disclosures
of PHI in accordance with 45 CFR §164.528. Each Business Associate agrees to make available
to Covered Entity or an individual, in the reasonable time and manner designated by the Covered
Entity, information collected pursuant to this Section II(j) in order to provide an accounting of
disclosures as necessary to satisfy the Covered Entity’s obligations under 45 CFR §164.528.

(k) Additional Restrictions on PHI. If the Covered Entity notifies a Business Associate
that it agreed to be bound by additional restrictions on the uses or disclosures of certain PHI
pursuant to the HIPAA Rules, each Business Associate agrees to be bound by such additional
restrictions and shall not disclose such PHI in violation of such additional restrictions.

{); Carrying Qut Covered Entity Obligation(s). To the extent that a Business Associate is
to carry out one or more of the Covered Entity’s obligation(s) under Subpart E of 45 CFR Part
164 (45 CFR §164.500 et seq.), the Business Associate shall comply with the requirements of
such Subpait E that apply to the Covered Entity in the performance of such obligation(s).

(m)  Access by Secrctary to Determine Compliance. Each Business Associate agrees to
make its internal practices, books, and records, including policies and procedures, relating to the
use and disclosure of PHI created, received, maintained, transmitted, or accessed by the Business
Associate on behalf of the Covered Entity, available to the Covered Entity and to the United
States Department of Health and Human Services (“"DHHS") Secretary at the direction of the
Office of Legal Affairs, in the reasonable time and manner designated by the Covered Entity, or
in the time and manner designated by the Secretary, as applicable, for purposes of determining
compliance with the HIPAA Rules. A Business Associate shall immediately notify the Covered
Entity upon receipt of any request by the Secretary for access and of all materials to be disclosed
pursuant to such request.

(n) Records; Covered Entity Access. Each Business Associate shall maintain such records
of PHI received from, or created or received on behalf of, the Covered Entity and shall document
subsequent uses and disclosures of such information by the Business Associate as may be
deemed riecessary and appropriate in the sole discretion of the Covered Entity from the date of
execution of the Agreement until the Agreement is terminated in writing. Each Business
Associate shall provide the Covered Entity with reasonable access to examine and copy such
records and documents of the Business Associate during regular business hours. Each Business
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Associate agrees to fully cooperate in good faith with and to assist the Covered Entity in
complying with the requirements of HIPAA and any investigation of the Covered Entity
regarding compliance with HIPAA conducted by the DHHS Office of Civil Rights, or any other
administrative or judicial body with jurisdiction.

Ill. PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE

(@) Use and Disclosure for Performance. Except as otherwise provided in this Agreement,
cach Business Associate may only use or disclose PHI as necessary to perform services,
functions, activities, and/or duties for, or on behalf of, the Covered Entity as specified in this
Agreement, or as necessary to perform its duties under this Agreement, or as Required by Law,
provided that such use or disclosure would not violate the HIPAA Rules if done by the Covered
Entity. Disclosure of PHI to third parties shall only be permissible afier consulting with the DSS
Chief Privacy Officer and after obtaining approval for the re-disclosure from HRA’s Office of
Legal Affairs. The third parties shall provide written assurances of their corifidential handling of
such PHI, which shall include adherence to the same restrictions and conditions on use and
disclosure as apply to Business Associates herein.

(b)  Minimum Necessary Use and Disclosure. In accordance with the HIPAA Rules, when
using or disclosing PHI, or when requesting PHI from the Covered Entity or another covered
entity or business associate, each Business Associate agrees to make reasonable efforts to limit
the PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure or
request.

{¢) Disclosure for Management, Administration and Legal Responsibilities. Each
Business Associate may disclose PHI if necessary for the proper management and administration
of the Business Associate or to carry out the legal responsibilities of the Business Associate,
provided that the disclosure is required by law and the recipient of PHI has agreed to notify the
Business Associate of any instances of which it is aware or becomes aware that the
confidentiality of the information has been disclosed without authorization. To the extent
permitted by applicable law, prior to disclosing PHI as Required by Law to a law enforcement,
regulatory, administrative, or oversight agency, or in response to a subpoena, court order, civil
investigative demand, or other compulsory document or lawful process, each Business Associate
shall notify the Covered Entity and HRA’s Office of Legal Affairs of such pending disclosure
and provide reasonable time for the Covered Entity to oppose such disclosure, should the
Covered Entity deem such opposition necessary; provided, however, that if the Covered Entity
does not respond to the Business Associate regarding such opposition prior to the date on which
such disclosure must be timely made, the Business Associate may, in its own discretion, disclose
PHI as Required by Law or such lawful process,

(d) De-identified PHI. Each Business Associate agrees that it will obtain the prior approval
of the Covered Entity and the DSS Chief Privacy Officer before de-identifying PHI in
accordance with 45 CFR §164.514(a)—{(c) and utilizing such de-identified PHI.

(e) Use of PHI or De-identified PHI for Research Purposes. Each Business Associate
agrees that it will obtain the prior approval of the Covered Entity and HRA's Office of Legal
Affairs for the use or disclosure of PHI or de-identified PHI for research purposes.
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(f) Use of PHI for Rescarch Purposes. Absent individual consent, research studies
conducted by Business Associates that use PHI must meet the criteria of being directly connected
with the administration of medical assistance. 42 U.S.C. §1396a (a)(7); NY SSL §369(4). The
federal regulations that govern the use and disclosure of Medicaid data define Medicaid program
administration to include (A) establishing eligibility; (B} determining the amount of Medical
Assistance; (C) providing services for beneficiaries; and (D) conducting or assisting an
investigation, prosecution, or civil or criminal proceeding related to the administration of the
plan. 42 CFR §431.302,

Absent individual consent, HIPAA allows the use and disclosure of Medicaid data for reviews
preparatory to research. When conducting research using PHI absent individual consent, the
Business Associate shall provide the Covered Entity with representations, either in writing or
orally, that the use or disclosure of the PHI is sought solely to prepare a research protocol or for
similar purposes preparatory to research, that the researcher will not remove any PHI from the
Covered Entity, and representation that PHI for which access is sought is necessary for the
research purpose. 45 CFR 164.512(1)(1)(ii).

1IV. SECURITY REQUIREMENTS

(@)  Safeguards to Protect Electronic PHI. All Business Associates agree to comply with
the applicable requirements of Subpart C of 45 CFR Part 164 (45 CFR §164.302 et seq.), which
include but are not limited to, implementing administrative, physical, and technical safeguards
that reasonably and appropriately protect the confidentiality, integrity, and availability of the
Electronic PHI that the Business Associate creates, receives, maintains, transmits, or accesses on
behalf of the Covered Entity. The Business Associates shall not use or disclose PHI for any
purpose other than for the purposes for which access to such PHI was authorized by the Covered
Entity and HRA’s Office of Legal Affairs.

(b)  Contractors, Subcontractors and Agents. In accordance with 45 CFR
§§164.502(e)(1)(ii) and 164.308(b)(2), as applicable, each Business Associate agrees to ensure
that all of its contractors, subcontractors and agents that create, receive, maintain, transmit, or
access Electronic PHI on behalf of the Business Associate agree in writing to comply with the
applicable requirements of Subpart C of 45 CFR Part 164 (45 CFR §164.302 et seq.), which
include but are not limited to, implementing reasonable and appropriate safeguards to protect
such information.

V. COMPLIANCE WITH CERTAIN FEDERAL AND NEW YORK STATE LAWS

(a) Confidentiality Under New York Law. Each Business Associate agrees to- comply with
all applicable New York State laws and any federal laws and regulations promulgated thereunder
‘governing the confidentiality of PHI created, received, maintained, transmitted, or accessed by
the Business Associate, its subcontractors or agents on behalf of the Covered Entity, including
but not limited to the following provisions, as applicable: HIPAA, Public Law 104-191;
HITECH, Public Law 111-5, 42 U.5.C. §300jj et seq. and 42 U.8.C. §17932; Federal Social
Security Act,42 U.S.C §1396a(a)(7) and its implementing federal regulation 42 C.F.R. §431.300,
New York State Social Services Law §§136, 367-b, and 369(4) 372, 422, and 473-e, its
implementing state regulations, 18 N.Y.C.R.R. Parts 357, 360-8, 403.9, 457.16; New York
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Public Health Law, §18 (Access to Patient Information) and Article 27-F (HIV and AIDS
Related Information); New York Mental Hygiene Law §§22.05 and 33.13; New York Civil
Rights Law §79-1; New York General Business Law §399-ddd (Confidentiality of Social
Security Account Numbers), §399-h and §899-aa; NYS Public Officers Law §96a and chapter 5

of Title 10 of the Official Compilation of Codes, Rules, and Regulations of the State of New
York.

(b)  Breach Notification Under New York Law. Pursuant to Title 10 of the Administrative
Code of the City of New York (“NYC Administrative Code™), §10-501 and all other applicable
federal; state, and local laws, and in conformity with Section II(d) and Section IV(c) of this
Agreement, each Business Associate shall, within five (5) business days of discovery thereof,
notify the Covered Entity of any “breach of the security,” as defined in NYC Administrative
Code §10-501(b) that involves PHI containing individuals’ “personal identifying information,”
as defined in NYC Administrative Code §10-501(a), that was, or was reasonably believed to be,
acquired from the Business Associate, its subcontractors or agents by a person without valid
authorization.

(¢}  Requirements of Section 11 of New York State Department of Health (“NYSDOH™)
Office of Health Insurance Programs (“OHIP”) Data Use Agrecment.

(1)  Medicaid Confidential Data/Protected Health Information (“MCD/PHI™) provided to or
accessed by the Covered Entity or Business Associates from the NYSDOH Medicaid Data
Warehouse (“MDW?™) or other recognized NYSDOH data source includes all information about
a recipient or applicant, including enrollment information, eligibility data and protected health
information.

(2)  Business Associates must comply with the following state and federal laws and
regulations:

(i) Section 367-b(4) of the NY Social Services Law

(i)  New York State Social Services Law Section 369(4)

(iif)  Article 27-F of the New York Public Health Law and 18 NYCRR 360-8.1
(iv)  Social Security Act, 42 USC 1396a{a)(7)

{(v)  Federal regulations at 42 CFR 431,302 and 42 CFR Part 2

(vi)  HIPAA and HITECH, at 45 CFR Parts 160 and 164

{vii) NYS Mental Hygiene Law Section 33.13

(3) Please note. that MCD/PHI released to a Business Associate may contain AIDS/HIV
related confidential information as defined in Section 2780(7) of the New York Public Health
Law. As required by New York Public Health Law Section 2782(5)(a), the following notice is
provided to the Business Associates: “This information has been disclosed to you from
confidential records which are protected by state law. State law prohibits you from making any
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further disclosure of this information without the specific written consent of the person to whom
it pertains, or as otherwise permitted by law. Any unauthorized further disclosure in violation of
state law may resull in a fine or jail sentence or both. A penieral authorization for the release of
medical or other information is NOT sufficient authorization for the release for further
disclosure.”

(4)  Alcohol and Substance Abuse Related Confidentiality Restrictions: Alcohol and
substance abuse information is confidential pursvant to 42 CFR Part 2. General authorizations
are incffective to obtain the release of such.data. The federal regulations prov;dc for a specific
release for such data.

(5)  Business Associates agree that each Business Associate and any agent, including a
subcontractor, to whom Business Assaciate provides MCD/PHI, agrees to the same restrictions
and conditions that apply throughout this Agreement. Further, Business Associates agree to state
in any such agreement, contract or document that the party to whom Business Associate is
providing the MCD/PHI may not further disclose it without the prior written approval of the
New York State Department of Health. Business Associates agree to include the notices
preceding, as well as references to statutory and regulatory citations set forth above, in any
agreement, contract or document that a Business Associate enters into that involves MCD/PHI.

VI. OBLIGATIONS OF COVERED ENTITY

(@  Notify of Limitation(s) in Privacy Netice. The Covered Entity shall notify each
Business Associate of any limitation(s) in the notice of privacy practices utilized by the Covered
Entity under 45 CFR §164.520, 1o the extent that such limitation may affect the Business
Associate'’s use or disclosure of PHI.

(b)  Notify of Changes in Individual’s Permission. The Covered Entity shall notify each
Business Associate of any changes in, or revocation of, permission by an individual to use or
disclose PHI, to the extent that such changes may affect the Business Associate’s use or
disclosure of PHI.

{c)  Notify of Restriction on Use or Disclosure. The Covered Entity shall notify each
Business Associate of any restriction on the use or disclosure of PHI that the Covered Entity has
agreed to or is required to abide by under 45 CFR §164.522, to the extent that such restriction
may affect the Business Associate's use or disclosure of PHI.

(@) Impermissible Request by Covered Entity. The Covered Entity shall not request any
Business Associate to use or disclose PHI in any manner that would not be permissible under the
HIPAA Rules or the HITECH ACT if performed by the Covered Entity.

Vil. TERM AND TERMINATION
(@) Term. This Agreement shall be effective from the date of execution of the Agreement

through December 31, 2021, unless terminated in writing by the parties or as otherwise provnded
herein.

n
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(b) Termination for Violation of Material Term. Each Business Associate
acknowledges and agrees that the-Covered Entity shall have the right to immediately terminate
this Agreement with respect to any individual Business Associate in the event the Business
Associate fails to comply with HIPAA requirements concerning PHI, or any material term of this
Agreement, as determined by the Covered Entity in its sole discretion. In the event that the
Covered Entity reasonably believes that a Business Associate may have violated a material term
of this Agreement, the Covered Entity and HRA’s Office of Legal Affairs shall have the right to
investigate such violation, and the Business Associate shall fully cooperate with any such
investipation. Alternatively, the Covered Entity may provide written notice to a Business
Associate of the existence of a violation of a material term of this Agreement, and afford the -
Business Associate an opportunity to cure such violation to the satisfaction of the Covered Entity
within thirty (30) days of receiving notice of the violation or such other period of time as the
parties may agree to. Temmination pursuant to this Section VII(b) shall be effectuated by a
written notice to a Business Associate that specifies the violation upon which the termination is
based and the effective date of the termination. In the event of such termination, this Agreement
shall remain in effect with respect to the non-breaching Business Associates.

(c) Effect of Termination.

(1) Except as:provided in paragraph (2) of this Section ViI(c), upon termination or expiration of
the Agreement, the Business Associate, shall return to the Covered Entity or, if agreed to by the
Covered Entity, destroy any PHI received from the Covered Entity, that the Business Associate
created or maintained in any form, on behalf of the Covered Entity, and ensure that its
contractors, subcontractors and agents return or destroy, in a manner consistent with HRA’s
policies and procedures for record disposal, all PHI received from the Covered Entity, or created,
maintained, received, or accessed by or on behalf of the Business Associate or the Covered
Entity, that the Business Associate, its contractors, subcontractors or agents still maintain in any
form. Each Business Associate shall not retain, and shall ensure that its contractors,
subcontractors and agents not retain, copies of the PHI.

(2) Each Business Associate shall retain only that PHI which is necessary for the Business
Associate 1o continue its proper management and administration or to carry out its legal
responsibilities.

(3) Each Business Associate shall continue to use appropriate safeguards and comply with
Subpart C of 45 CFR Part 164 with respect to Electronic PHI to prevent use or disclosure of the
PHI, other than as provided for in this Section, for as long as the Business Associate retains the
PHI.

(d)  Non-exclusive Provisions. The termination provisions of this Section VII are in addition
to, and not in lieu of, the termination provisions provided elsewhere in the Agreement and any
other rights and remedies of the Covered Entity that are provided by law or by such Agreement.

VIII. MISCELLANEOUS

(a)  Agency. For purposes of this Agreement, it is the understanding and intention of the
parties that each Business Associate is acting as an agent of the Covered Entity.
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(b)  References to Law and Rules. A reference in this Agreement to any section of law or
rules (including but not limited to the HIPAA Rules), means the section of law or rules as in
effect or as amended.

(c) Amendment. Each Business Associate agrees that this Agreement may be amended
from time to time upon written notice from the Covered Entity to the Business Associate as to
the revisions required to make this Agreement consistent with applicable law and rules. This
Agreement may also be amended to add or remove Business Associates.

(d)  Swurvival. The respective rights and obligations of each Business Associate and the
Covered Entity under the provisions of this Agreement shall survive the expiration or
termination Agreement.

()  Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a
meaning that permits the Covered Entity and a Business Associate to comply with the HIPAA
Rules and the applicable State laws cited in Section V of this Agreement.

® Successors and Assigns. A successor agency or assign of any Party to this Agreement
shall be subject to all of the terms and conditions of this Agreement applicable to such Party.

(g) No Third Party Beneficiarics. Nothing express or implied in this Agreement is
intended to confer, nor shall anything herein confer, upon any person other than the parties and
the respective successors or assigns of the parties, any rights, remedies, obligations, or liabilities
whatsoecver.

(h)  Counterparts. This Agreement may be executed in any number of counterparis, each of
which when so executed will be deemed to be an original and all of which when taken together
will constitute one Agreement.

(i) Entire Agreement. This Agreement constitutes the entire agreement and supersedes all

prior agreements and understandings, both written and oral, among the Parties with respect to the
subject matter of this Agreement.

-NO FURTHER TEXT ON THIS PAGE-
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IN WITNESS WHEREOF., the Parties alfirm their understanding of the terms herein

by exccuting this Agreement on the dates appearing below their respective signatures,

Medical Insurance and Community Services Administration:

Signature; KGW\\ 0{%{_

Printed Name: K arer\. Lane

Title: Txe e hvt Depu‘hj Commirs e e sA
Date: 1| 26 { !8

Home Care Services P -og@:
Signature: [@\
Ao
Printed Name: / ;)/chfﬂ A)ﬂf

Title: D{/paém EWOW{@I!‘?S!&;:&- He @{cf;b«'f:“o V?gﬁm'/&,
v 7
Date: / / 26)?/7'67/9

Office of Legal Affairs:

Signature;

Printed Name:

Title:

Date:

Office of Program Planning and Financial Management:

Signature:

Printed Name;

Title; -

Date:
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IN WITNESS WHEREOF, the Parties affirm their understanding of the terms herein

by executing this Agreement on the dates appearing below their respective signatures.

Medical Insurance and Community Services Administration:

Signature:

Printed Name:

Title:

Date:

- Home Care Services Program:

Signature:

Printed Name;

Title:

Date:

Office of Legal Affairs:

Signature: %ﬂb’gf Qk )

Printed Name:

Title: éﬂ(é’/ Wl srys e/
Date: :// _z;/ 15"

Office of Program Planning and Financial Management:

Signature:

Printed Name:

Title:

Date:
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IN WITNESS WHEREQF. the Parties affirm their understanding of the terms herein
by exccuting thix Agreement on the dates appearing below their respective signatures,

Medical Insuranee and Community Scrvices Administration:

Signature:

Printed Name:

Title:

Date:

Ilome Care Services Program:

Signature:

Printed Name:

Title:

Date:

Oftice of Legal Aflairs:

Signature:

Printéed Name:

Title:

Date;

Office of Program Planning and Financial Management:

-

Signature:

Printed Name: EC;{}_@_ULL_‘QI/_;M e
Tilic:_____Ck-. -Q"(-— P(U(@fﬁlﬁ“— ?(ak

Dal'e:______\//a(g ! a—d&

"

¢ Pharead Managmad-
O™ Freey
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External Affairs:
Signature: %EI ._,Q\M, (e

‘ ”!8‘4 A ARCs
Printed Name: _-EJEE.

Date:. \,«/ 23 /201%

QOffice of Program Accountability:

Signature:

Printed Name:

Title:

Date:

Customized Assistance Scrvices:

Sigriature:

Printed Name;

Title:

Date:

Information Technology Services:

Signature:

Printed Name:

Title:

Date;
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External Affairs:

Signature:

Printed Name:

Title:

Date;

Office of Program Accountability:
Signature:

Printed Name: | S(L(‘ cd‘k, G""\nf\ﬂb\
Title: OMJ Praa A’(n'u)r\*a‘o{ “hj’é‘cﬁw-f‘

Date: IR l{/& 0//,9_0 4

Customized Assistance Services:

Signature:

Printed Name:

Title:

Date:

Information Teclinology Services:

Signature:;

Prinied Name:

Title:

Date:
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External Affairs:

Signature:

Printed Name:

Title:

Date:

Office of Program Accountability:

Signature:

Printed Name:

Title:

Date:

Customized Assistance Servicess.—. . .

S S T
Signature: - p ‘,,\CJ.:\_g'J;J R S B IR

Printed Name:  Michael Bosket «

Title: Deputy Commissioner

Date: 1724118

Information Technology Services:

Signature:

Printed Name:

Title:

Date:
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External Affairs:

Signature:

Printed Name:

Title:

Date:

Office of Program Accountability:

Signature:

Printed Name;

Title:

Date;

Customized Assistance Services:

Signature:

Printed Name:

Title:

Date:

Information Tec logy Services:

Signature:

Printed N t M d @/U w#ub
Title: ulff-f Lma%?w«ho- 4 S{E=5 N
Date:. / / ("/éﬂ 4 %
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Public Eng_agen@{n_itz/_—
Signaturc: -

Printed Name: Eﬂ»lC-: 201’009[*

Title: 'D.wv“*j Divedio”

Pate: ‘L'u' \ otE




