FIRE DEPARTMET OF NEW YORK

9 METROTECH CENTER
BROOKLYN, N.Y. 11201-5884
DANIEL A. NIGRO, Fire Commissioner
facebook.com/FDNY nyc.gov/fdny twitter.com/FDNY

FOR IMMEDIATE RELEASE CONTACT: FRANCIS X. GRIBBON
Office of Public Information MYLES N. MILLER
August 9, 2019 (718) 999-2056

No. 35-19 (718) 999-0033 (fax)

***PRESS RELEASE***

FDNY SENDS NOTICES TO 10,000 INDIVIDUALS
CONCERNING POSSIBLE DATA BREACH

The Fire Department this week notified more than 10,000 patients whom the FDNY EMS had previously
treated and or transported that their personal information may have been compromised by a loss of an agency
employee’s personal external hard drive last March.

The employee, who was authorized to access the records, had uploaded the information onto the personal
external device, which was reported missing.

Although there is no evidence to date that any of the information stored on the personal device has been
accessed, the FDNY is treating the incident as if the information may have been seen by an unauthorized
person. FDNY has notified the impacted patients. Further, 3,000 patients whose social security numbers may
have been compromised are being offered free credit monitoring.

The 10,253 patients who were notified this week by mail of the data breach were all treated and or transported
by EMS during the period from 2011 to 2018.

The FDNY is following the Health Insurance Portability and Accountability Act of 1996 (HIPAA) guidelines in
notifying all persons whose information may have been compromised. Patients can call toll-free (877) 213 -

1732 between the hours of 9:00 a.m. — 9:00 p.m. if they have any questions about the breach or if they think
their personal information was included in this breach.

A copy of the letter is attached.
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rolech Center

Brooklyn, NY 11201-3857

ATTN: Bureau of Legal Affairs,
Office of Health Care Compliance

August 9, 2019

Notice of Data Breach

We are writing to tell you about a data security incident that may have exposed some of your protected health
information (“PHI”). We take the protection and proper use of your information very seriously. For this reason, we
are contacting you directly to explain the circumstances of the incident.

What happened:

On March 4, 2019, the New York City Fire Department (“FDNY’) was notified that an FDNY employee’s personal
portable hard drive was reported missing from an FDNY facility. This hard drive is a portable electronic data storage
device that can be attached to a computer. It belonged to an employee authorized to access FDNY patient information
and contained confidential personal information about patients who had been treated and/or transported by an FDNY
ambulance. FDNY immediately initiated an expansive investigation which took several months to determine whether
any patient data was involved, and then to also identify each and every patient whose PHI was involved. Now that the
investigation is complete, FDNY is contacting all individuals whose PHI was contained on the missing hard drive.

During the investigation, it was determined that the missing hard drive was unencrypted, which might allow the
information it contained to be accessed by an unauthorized individual. There is no indication that information stored
on the device has been accessed, but FDNY has chosen to err on the side of caution and treat this incident as though
the information may have been seen by an unauthorized individual or individuals. That is the reason that you are
receiving this Notice.

What information was involved:

The FDNY operates emergency ambulances in the New York City 911 System. A patient care report is created
by the FDNY for each emergency call to which an ambulance responds. The patient care report contains personal
information about the patient that may include name, address, gender, telephone number, date of birth, insurance
information number as well as health information related to the reason for the ambulance call. Our records indicate
that you were treated and/or transported by the FDNY. Your personal information may have been included on the
patient care report for that call.

What we are doing:

In light of this incident, FDNY has retrained employees with high level access to PHI about FDNY Health Insurance
Portability and Accountability Act (“HIPAA”) Privacy and Security Polices that all FDNY personnel must follow or
be subject to sanctions. The loss of the external drive was also reported to the New York City Police Department and
internally to the New York City Fire Department Fire Marshals and investigated.
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What you can do:

Please review enclosed recommendations by the Federal Trade Commission regarding additional steps you might
want to take.

For more information:

FDNY is committed to providing quality care, including protecting your personal information. If you have questions,
please call 877-213-1732 between 9:00 a.m. and 9:00 p.m. Eastern Time, Monday through Friday.

Sincerely,

Glenn Asaeda, MD, FACEP, FAAEM, DABEMS
Chief Medical Director
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