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The City of New York is an inclusive equal opportunity employer committed to recruiting and retaining a 
diverse workforce and providing a work environment that is free from discrimination and harassment 
based upon any legally protected status or protected characteristic, including but not limited to an 
individual's sex, race, color, ethnicity, national origin, age, religion, disability, sexual orientation, 
veteran status, gender identity, or pregnancy. 

nyc.gov/dcassip

nyc.gov/dcassip

	Agency: Department of Buildings
	Division: Information Security
	Address: 280 Broadway, New York, NY 10007
	Name: Youth Engagement Team 
	Email: internships@buildings.nyc.gov
	Agency Description: At the NYC Department of Buildings, we are responsible for ensuring the safe and lawful use of buildings and properties by enforcing the NYC Construction Codes, Energy Code and Zoning Resolution. We facilitate compliant development with integrity, efficiency, and professionalism. As an Agency, we are committed to remaining a premier municipal building organization, dedicated to enhancing the quality of life for all New Yorkers and making our city safer. As an employer, we are committed to improving our performance and developing procedures that are streamlined, understandable, and transparent. 
	Unit Description: The Information Security Unit is the Department’s cybersecurity organization. The unit works with all areas of DOB's businesses to develop and architect a shared vision for a "best-in-class" information security and compliance program to assess appropriate technology platform risks and protect value in DOB's core business. The unit is responsible for developing and executing information security posture, strategy, policy, enforcement, risk mitigation, and cybersecurity awareness. Responsibilities also encompass supporting security assessments of IT infrastructure and applications while defining security standards and developing and implementing security controls. 
	Position Title: Information Security Intern
	Internship Responsibilities: Position Responsibilities 

Under direction and supervision of the Director of Information Security the intern will: 

Support information security operations staff as they execute monitoring and securing analytics activities. 

Participate in the implementation of security policy, standards, procedures, and guidelines. 

Gain exposure to information security roles, processes, and activities, and their application within DOB’s environment in support of security and compliance audits. 

Conduct research on potential exploits based on user or entity behaviors, endpoint threat detection, network behavior analytics, alerts/alarms, and managed security reports. 

Help maintain security documentation and records. 

Assist with network and system administration tasks. 

Conduct research on emerging cybersecurity threats and technologies. 

Perform Threat Intelligence Monitoring and Vulnerability Management. 
	Qualifications / Special Skills / Area of Study: Major/ Field of Study 

Must be enrolled in an accredited undergraduate program in Cybersecurity, Information Technology, Computer Science, or a related field. 

Demonstrated interest in one or more of the following areas: Cybersecurity, Network Security,  

Application Infrastructure, Software Development and Configuration, Software Development Lifecycle 

Preferred Skills 

Strong analytical and problem-solving skills. 

Detail-oriented with excellent organizational skills. 

Ability to work in a fast-paced, deadline-driven environment. 

Excellent communication and interpersonal skills. 

Familiarity with cybersecurity tools and technologies, such as firewalls, intrusion detection/prevention systems, and security information and event management systems.  

Basic understanding of networking concepts and protocols. Familiarity with scripting languages, such as Python. 
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	Application Process: To apply, visit https://cityjobs.nyc.gov and put 708758 in the search bar, and then press the magnifying glass to be directed to the posting. The application closes on 4/13/2025.
	Salary: $19.00hr


