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GUIDE OVERVIEW
Online courses and programs at the DCAS Citywide Training Center (CTC) are designed 
to help New York City employees continue to focus on their professional and personal 
development while the City responds to the current COVID-19 health crisis.  This catalog 
makes it easier to find available on-demand and mandatory online learning opportunities.

Through our online catalog, New York City employees can:
• View course/program descriptions and offerings
• Access the course registration information and process 

DIFFERENCES BETWEEN ON-SITE AND ONLINE COURSES
Many of the things that make you successful in an online training program or class are the 
same things that make you successful in a traditional on-site class:  participate and ask 
questions, listen, remain focused throughout the session, and complete course assignments.  
Online training is no longer the “new thing” in learning and development; it has been a 
learning and development tool since the late 1990s.  To participate in online training, be 
sure to check that your computer and internet connection are working properly before the 
session begins.

HOW TO REGISTER FOR CITYWIDE ONLINE TRAINING
The CTC has simplified the registration process for our online courses and programs to let 
agencies adjust to disruptions in the established protocols due to the NYS Pause Order.  You 
may apply or register for free or fee-based online courses offered by the Citywide L&D by 
following a few simple steps:

What You Need To Do
STEP 1:    Complete the required fields on the CTC Application at the end of this guide.
               (CTC Applications can also be accessed by clicking links throughout this
               document.)  Please fill-out the Training Applicant Information and Selected 
               Course Information sections. 

STEP 2:    Forward your completed CTC Application to your supervisor for approval/
               authorization.

STEP 3:    Once your supervisor approves your application, they forward it to your agency’s
               Training Liaison who submits the completed training request to the Citywide
               Training Center. (Note:  The CTC will process training applications it receives from
               Training Liaisons under the assumption that Liaisons have obtained all permissions
               needed for you to participate in the selected course(s), including the Agency
               Fiscal Officers’ approval, if needed.)

What You Can Expect
Shortly after you submit your training application, you will receive a confirmation from 
either your Training Liaison or the CTC that your training request has been processed.

•

•

https://www1.nyc.gov/site/dcas/agencies/citywide-training-and-development.page
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In addition, you also will receive instructions via email, including steps to log-in, specific audio 
and  computer requirements, and other relevant information from the CTC or the vendor 
hosting the program.

LIMITED CLASS SIZES
Some online courses have limited enrollment (20-25 participant maximum), similar to the 
enrollment caps in small, face-to-face courses.  Limited enrollment keeps class size to 
a manageable level for instructors, and helps ensure a positive learning experience for 
program participants.  For most online programs, registration is on a “first-come, first-served” 
basis, and the CTC will send course registration confirmations to Agency Training Liaisons in 
advance of course(s).  We recommend that you register early, and contact your Agency 
Training Liaison if you have questions about the status of your course confirmation.  

ADHERENCE TO APPLICABLE POLICIES
Citywide Training Center standard policies on costs, payments, registrations, and cancella-
tions will apply.  You can find more information in the current Spring catalog (pages 4 and 5) 
on our website.

All Training Liaisons who had prior access to NYCAPS may still use it for registration, if 
available.

CONTACT FOR QUESTIONS ABOUT ONLINE TRAINING
If you have any questions or need assistance, please contact the Citywide Training Center 
hotline at 212-386-0005, or email us at citywidetrainingcent@dcas.nyc.gov.

NOTE:  Underlined text means that it’s a link.

https://www1.nyc.gov/assets/dcas/downloads/pdf/employment/ctc_courseofferings.pdf
mailto:mailto:citywidetrainingcent%40dcas.nyc.gov?subject=QUESTION%20FOR%20DCAS%20LEARNING%20AND%20DEVELOPMENT
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•
•

•
•
•
•
•

•
•
•
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Course 
Code

Days of 
Training Date           Time Cost Credits

C8524X 2 hrs June 29, 2020 10:00 am - 12:00 pm N/C N/A

Open CTC Application

Five Tools to Maintain Employee Engagement 
Through Turbulent Times

Current events have reinforced for all of us that change is both pervasive and can 
happen at any time.  This practical online workshop will allow you to reflect on and 
strategize for current or anticipated changes that are top-of-mind for you.  It will give 
you the skills to recognize your and others’ reactions to change.  It will help you to 
model and facilitate productive behaviors despite environmental uncertainty and 
turbulence.  Managers will acquire a practical set of tools to apply with their direct 
reports to maintain trust and productivity under consistently changing organizational 
conditions.

Target Audience: Managers, Supervisors and Team Leaders

The Basics of Problem-Solving with Lean Six Sigma

Lean Six Sigma provides a comprehensive toolkit for understanding and solving 
problems to help organizations resolve their crises and deliver consistent, high-quality 
results.  This introductory course will provide participants with a basic understanding 
of the Lean Six Sigma methodology and how to apply it to improve quality, reduce 
waste, and increase morale.

Target Audience: Managers, Supervisors and Quality Assurance Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

C8535X 2 hrs June 15, 2020 10:00 am - 12:00 pm N/C N/A

Open CTC Application

Jump to Section List

Jump to Section List

COMPLIMENTARY ONLINE TRAINING

Transformational Leadership Skills Courses

•

•
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Energy Leadership™:  Leveraging Core Energy as
a Competitive Advantage

When we hear the term “leadership”, we often think of CEOs, managers, elected 
officials, and other influential people.  However, true leadership goes beyond a job 
title.  In theory, we’re all leaders, every day, and in every aspect of our lives.  That 
means that no matter who you are or what you do, you have an opportunity to lead.  
This is where the power of Energy Leadership™ comes in.  It recognizes that each of us 
has the unique ability to identify and shift our own energies to better serve ourselves, 
our clients, and anyone else we interact with on a daily basis.

Audience: Staff at all levels

Course 
Code

Days of 
Training Date           Time Cost Credits

C8525X 2 hrs June 30, 2020 01:00 pm - 03:00 pm N/C N/A

Course 
Code

Days of 
Training Date           Time Cost Credits

C8526X 2 hrs June 22, 2020 10:00 am - 12:00 pm N/C N/A

Essential Skills for Leaders

Effective leaders are critical to an organization’s success.  This interactive online 
workshop will provide emerging, new and/or seasoned leaders with the tools 
necessary to lead their team to success.  We’ll cover the following topics:  setting 
expectations, goal setting, delegation, and productive feedback.  They’ll be several 
experiential exercises where you’ll be able to use real-life examples and leave with 
answers to some of your most pressing employee issues.  Participants will leave 
energized and excited to lead with confidence!

Target Audience: Managers, Directors, Supervisors and Professionals

Jump to Section List

Jump to Section List

Open CTC Application

Open CTC Application

•

•
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Course 
Code

Days of 
Training Date           Time Cost Credits

C8527X 2�5 hrs June 17, 2020 09:30 am - 12:00 pm N/C N/A

Introduction to Data Visualization in Excel

An introduction to key concepts of how to create truthful and visually compelling 
visualizations of important data.  The session will cover how to create impactful charts, 
graphs, and other informational visualizations in order to effectively communicate 
critical analysis to decision-makers, policymakers, and other key stakeholders.

Target Audience: Analysts, Supervisors and Managers

Jump to Section List

Course 
Code

Days of 
Training Date           Time Cost Credits

C8528X 2�5 hrs June 18, 2020 09:30 am - 12:00 pm N/C N/A

Introduction to Design Thinking

An introduction to the ways that design thinking can be used to explore data-driven 
thinking.  The session will use a relevant NYC scenario to give participants a taste of 
how to ask and strategize the process of answering complex questions.  

Target Audience: Analysts, Supervisors and Managers

Jump to Section List

•

•

Open CTC Application

Open CTC Application
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Managing Workplace Change Successfully

Today’s work environment emphasizes a culture of constant change.  From the current 
pandemic to multiple generations in the workplace to the impact of technology, it is 
critical that managers build the capability and mindset to deal with and lead through 
organizational change effectively.  This program will take managers through a range 
of soft and hard skills necessary to influence themselves and others toward embracing 
and adopting new behaviors and expectations in order to successfully manage 
through workplace change.

Target Audience: Managers and Supervisors

Course 
Code

Days of 
Training Date           Time Cost Credits

C8529X 2 hrs June 25, 2020 11:00 am - 01:00 pm N/C N/A

Organizational Design for Leaders:  Designing for
Agility and Flexibility

This workshop is designed to offer tactics and approaches for organizational structures 
to enable information flow, responsiveness, and innovation.  You will learn the process 
steps of organization redesign and change - the steps of good analysis and decision-
making.

Target Audience: Managers, Supervisors, Project Leaders, and Staff that are performing 
an organization design role

Course 
Code

Days of 
Training Date           Time Cost Credits

C8530X 2 hrs June 23, 2020 01:00 pm - 03:00 pm N/C N/A

Jump to Section List

Jump to Section List

•

•

Open CTC Application

Open CTC Application
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Psychological Dimensions of Leading and
Supervision

This course is intended for employees in leadership and supervisory roles - or for high 
potentials who already carry responsibility and who seek to advance into such roles.  
Through presentation, group discussion and reflective exercises, participants acquire 
a deeper understanding of latent group dynamics that can inhibit, or support, group 
cohesion.  Participants gain insight into how to recognize and manage psychological 
aspects of group functioning to reduce the negative effects of deep emotions, such 
as fear, on group and individual behavior and workplace performance.  They gain 
self-awareness and practice articulating and advocating for themselves and others.  
In doing so, they learn how to recognize and avoid counterproductive behaviors (e.g., 
blaming, scapegoating) that can disrupt cooperative efforts to achieve shared goals.

Target Audience: Managers, Supervisors and Team Leaders

Process Mapping for Process Improvement

Process Mapping is the foundational tool of all Process Improvement programs, 
including both Lean and Six Sigma.  It is also a fundamental tool of ISO 9000 
certification, the international quality management standard for organizations.  This 
session describes the different types of process maps, when to use each, and how to 
use them to identify improvement opportunities in work processes.

Target Audience: Staff that want to improve work processes so that their jobs are 
accomplished better, faster, and easier

Jump to Section List

Jump to Section List

Course 
Code

Days of 
Training Date           Time Cost Credits

C8532X 2 hrs June 16, 2020 11:00 am - 01:00 pm N/C N/A

Open CTC Application

Course 
Code

Days of 
Training Date           Time Cost Credits

C8531X 2 hrs June 26, 2020 10:00 am - 12:00 pm N/C N/A

Open CTC Application

•

•
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R Basics

An introduction to the key concepts of how to leverage the R programming language 
for data analysis using open data.  The course will cover the basic syntax of R as it 
relates to performing basic exploratory data analysis.

Target Audience: Analysts, Supervisors and Managers

Strategic Communication Skills for Managers

Being a manager means taking on a lot of responsibility.  Delegating, disciplining, 
moving the company forward, and promoting key workers just scratches the surface of 
a manager’s responsibility.  Therefore, if there is a disconnect between a manager and 
his or her employees, there is a huge cost to pay in productivity, team building, and 
communication.  This course will teach you how to be a relatable, respectable and 
dependable manager who is able to keep all aspects of your team in-check.  As a 
result, you will be able to have a clear direction, meet your employees’ needs, handle 
difficult conversations with ease, and boost your assertiveness as a leader.

Target Audience: Managers and Supervisors

Course 
Code

Days of 
Training Date           Time Cost Credits

C8534X 2 hrs June 19, 2020 10:00 am - 12:00 pm N/C N/A

Jump to Section List

Jump to Section List

Open CTC Application

Course 
Code

Days of 
Training Date           Time Cost Credits

C8533X 2 hrs June 24, 2020 10:00 am - 12:00 pm N/C N/A

Open CTC Application

•

•
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AZURE TRAINING PROGRAMS FOR IT PROFESSIONALS

AZ-900T01:  Microsoft Azure Fundamentals (1 Day) .............................12

AZ-104T00:  Microsoft Azure Administrator ..................................................13

AZ-900T00:  Microsoft Azure Fundamentals (2 Day) .............................12

AZ-204T00:  Developing Solutions for Microsoft 
Azure Associate (Developer) ...................................................13

AZ-301:       Microsoft Azure Architect Design Expert ...........................14

AZ-400T00:  Designing and Implementing
Microsoft DevOps Solutions .......................................................15

AZ-500T00:  Microsoft Azure Security Technologies
Associate (Security Engineer) ..................................................15

AZ-300:       Microsoft Azure Architect
     Technologies Expert ........................................................................14

•
•

•
•

•

•
•

•

Fundamental Courses

Advanced Courses

Microsoft Azure is a cloud computing service created by Microsoft for building, testing, 
deploying, and managing applications and services through Microsoft-managed 
data centers.  Citywide Learning and Development, in conjunction with our long-
standing technology vendor, NetCom, is offering the following Microsoft Azure training 
classes free to IT Professionals during the month of June.
To register, please complete a CTC course application and forward it to the Citywide 
Training Center at citywidetrainingcent@dcas.nyc.gov.  Shortly afterwards, you will be 
notified by NetCom about the status of your registration.  

PLEASE NOTE:  Complete Azure course titles should be written on the CTC application 
form, including the numbers that start with letters AZ-, DP-, AI and/or WS- for each title.  
[For example, AZ-900T01:  Microsoft Azure Fundamentals (1 Day)].  The course code 
is in the course description and should be placed in the Course Code section on the 
CTC application.

mailto:citywidetrainingcent%40dcas.nyc.gov?subject=ONLINE%20TRAINING%20GUIDE%20-%20AZURE%20TRAINING%20PROGRAMS
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DP-100T01:  Designing and Implementing a Data
Science Solution on Azure (Data Scientist) ....................16

DP-200T01:  Implementing an Azure Data Solution
Associate (Data Engineer) .........................................................16

DP-201T01:  Designing an Azure Data Solution
Associate (Data Engineer) .........................................................17

AI-100T01:  Designing and Implementing an Azure
AI Solution Associate (AI Engineer) .....................................17

•

•

•

•

AZ-120T00:  Planning and Administering Microsoft
Azure for SAP Workloads .............................................................18

•

WS-050T00:  Migrating Application Workloads to Azure ...................19

DP-050T00:  Migrate SQL Workloads to Azure ...........................................19

DP-060T00:  Migrate NoSQL Workloads to Azure
Cosmos DB ............................................................................................20

DP-070T00:  Migrate Open Source Data Workloads
to Azure ..................................................................................................20

•
•
•

•

AZ-010T00:  Microsoft Azure Administration for 
AWS SysOps .........................................................................................21

•

Migration Courses

AZURE TRAINING PROGRAMS FOR IT PROFESSIONALS (continued)
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Microsoft Azure Fundamentals (1 Day)

This two-day course will provide foundational level knowledge on cloud services and 
how those services are provided with Microsoft Azure.  The course can be taken as 
an optional first step in learning about cloud services and Microsoft Azure, before 
taking further Microsoft Azure or Microsoft cloud services courses.  The course will cover 
general cloud computing concepts as well as general cloud computing models and 
services such as Public, Private and Hybrid cloud and Infrastructure-as-a-Service (Iaas), 
Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS).  It will also cover 
some core Azure services and solutions, as well as key Azure pillar services concerning 
security, privacy, compliance, and trust.  It will finally cover pricing and support services 
available with Azure.  Note:  If you need hands-on experience, consider the AZ-900T00:  
Microsoft Azure Fundamentals (2 Day) course.  The content for both AZ-900T01 and 
900T00 courses align to the AZ-900 exam objective domain.

Target Audience: IT Professionals
Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7001 1 June 29 09:00 am - 05:00 pm N/C N/A

Microsoft Azure Fundamentals (2 Day)

This two-day course will provide foundational level knowledge on cloud concepts; 
core Azure services; security, privacy, compliance, and trust; and Azure pricing and 
support.  Note:  This course provides an Azure pass and time for students to participate 
in hands-on labs.  If you do not need hands-on experience, consider the AZ-900T01:  
Microsoft Azure Fundamentals (1 Day) course.  The content of both AZ-900T00 and 
900T01courses align to the AZ-900 exam objective domain.  

Target Audience: IT Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7002 2
June 08-09;
June 22-23;
June 29-30

09:00 am - 05:00 pm N/C N/A

•

Open CTC Application

Open CTC Application

Azure Training Programs

AZ-900T00:

• AZ-900T01:

Fundamentals Training Courses

Jump to Section List

Jump to Section List
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Developing Solutions for Microsoft Azure
Associate (Developer)

This course teaches developers how to create end-to-end solutions in Microsoft Azure.  
Students will learn how to implement Azure compute solutions, create Azure Functions, 
implement and manage web apps, develop solutions utilizing Azure storage, imple-
ment authentication and authorization, and secure their solutions by using KeyVault 
and Managed Identifies.  Students will also learn how to connect to and consume 
Azure services and third-party services and include event- and message-based models 
in their solutions.  The course also covers monitoring, troubleshooting, and optimizing 
Azure solutions.  This course provides students with the key knowledge to help prepare 
for Exam AZ-204:  Developing Solutions for Microsoft Azure.  Passing this exam is 
required to earn the Microsoft Certified Azure Developer Associate certification.  

Target Audience: IT Professionals

Microsoft Azure Administrator

Microsoft Azure Administrator course teaches IT Professionals how to manage their 
Azure subscriptions, secure identifies, administer the infrastructure, configure virtual 
networking, connect Azure and on-premises sites, manage network traffic, implement 
storage solutions, create and scale virtual machines, implement web apps and 
containers, back-up and share data, and monitor your solution.  

Target Audience: IT Professionals

Jump to Section List

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7009 5 June 22-26 09:00 am - 05:00 pm N/C N/A

Open CTC Application

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7008 4 June 8-11;
June 22-25

09:00 am - 05:00 pm N/C N/A

Open CTC Application

Advanced Training Courses

•

• AZ-204T00:

AZ-104T00:

Jump to Section List
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Microsoft Azure Architect Technologies 
Expert

This course provides students with the key knowledge to help prepare for Exam AZ-300.  
Passing this exam is required to earn Microsoft Certified Azure Solutions Architect Expert 
certification.  

Target Audience: IT Professionals

Microsoft Azure Architect Design Expert

This course provides students with the key knowledge to help prepare for Exam AZ-301.  
Passing this exam is required to earn Microsoft Certified Azure Solutions Architect Expert 
certification.  

Target Audience: IT Professionals

• AZ-301:

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7011 4
June 08-11;
June 15-18;
June 22-25

09:00 am - 05:00 pm N/C N/A

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7010 5 June 08-12;
June 15-19

09:00 am - 05:00 pm N/C N/A

Open CTC Application

Open CTC Application

• AZ-300: Jump to Section List

Jump to Section List
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Designing and Implementing Microsoft
DevOps Solutions

This course provides the knowledge and skills to design and implement DevOps 
processes and practices.  Students will learn how to plan for DevOps, use source 
control, scale Git for an enterprise, consolidate artifacts, design a dependency 
management strategy, manage secrets, implement continuous integration, implement 
a container build strategy, design a release strategy, set-up a release management 
workflow, implement a deployment pattern, and optimize feedback mechanisms.  

Target Audience: IT Professionals

• AZ-400T00:

Microsoft Azure Security Technologies
Associate (Security Engineer)

This course provides students with the key knowledge to help prepare for Exam AZ-500:  
Microsoft Azure Security Technologies.  Passing this exam is required to earn Microsoft 
Certified Azure Security Engineer Associate certification.  In this course, students will 
gain the knowledge and skills needed to implement security controls, maintain the 
security posture, and identify and remediate vulnerabilities by using a variety of 
security tools.  The course covers scripting and automation, virtualization, and cloud 
N-tier architecture.  

Target Audience: IT Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7012 5 June 08-12;
June 15-19

09:00 am - 05:00 pm N/C N/A

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7013 4 June 22-July 25 09:00 am - 05:00 pm N/C N/A

Open CTC Application

Open CTC Application

• AZ-500T00:

Jump to Section List

Jump to Section List
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Designing and Implementing a Data
Science Solution on Azure (Data Scientist)

Gain the necessary knowledge about how to use Azure services to develop, train, 
and deploy machine learning solutions.  The course starts with an overview of Azure 
services that support data science.  From there, it focuses on using Azure’s premier 
data science service, Azure Machine Learning service, to automate the data science 
pipeline.  This course is focused on Azure and does not teach the student how to do 
data science; this course assumes students already know that.  

Target Audience: IT Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7014 3 June 08-10;
June 22-24

09:00 am - 05:00 pm N/C N/A

Jump to Section List

Open CTC Application

•DP-100T01:

Implementing an Azure Data Solution
Associate (Data Engineer) 

In this course, the students will implement various data platform technologies into 
solutions that are in line with business and technical requirements including on-
premises, cloud, and hybrid data scenarios incorporating both relational and No-
SQL data.  They will learn how to process data using a range of technologies and 
languages for both streaming and batch data.  The students will also explore how to 
implement data security including authentication, authorization, data policies, and 
standards.  They will define and implement data solution monitoring for both the data 
storage and data processing activities.  Finally, they will manage and troubleshoot 
Azure data solutions which includes the optimization and disaster recovery of big data, 
bath processing, and streaming data solutions.  

Target Audience: IT Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7015 3 June 22-24 09:00 am - 05:00 pm N/C N/A

Open CTC Application

•DP-200T01: Jump to Section List



 | 17 |

COMPLIMENTARY ONLINE TRAINING PROGRAMS

Citywide Online Learning Opportunities DCAS Citywide Learning & Development

Designing an Azure Data Solution
Associate (Data Engineer)

In this course, the students will design various data platform technologies into 
solutions that are in line with business and technical requirements.  This can include 
on-premises, cloud, and hybrid data scenarios which incorporate relational, No-SQL 
or Data Warehouse data.  They will also learn how to design process architectures 
using a range of technologies for both streaming and batch data.  The students will 
also explore how to design data security including data access, data policies and 
standards.  They will also design Azure data solutions which includes the optimization, 
availability, and disaster recovery of big data, batch processing and streaming data 
solutions.    

Target Audience: IT Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7016 2 June 25-26 09:00 am - 05:00 pm N/C N/A

Open CTC Application

•DP-201T01:

Designing and Implementing an Azure
AI Solution Associate (AI Engineer)

Build a customer support chat Bot that uses Artificial Intelligence (AI) from the Microsoft 
Azure platform including language understanding and pre-built AI functionality in the 
Azure Cognitive Services.  This course teaches the concepts of Azure AI engineering 
by presenting and developing a scenario that creates a customer support Bot utilizing 
various tools and services in the Azure AI landscape like language understanding, QnA 
Maker, and various Azure Cognitive Services to implement language detection, text 
analytics, and computer vision.  

Target Audience: IT Professionals
Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7017 3 June 15-17 09:00 am - 05:00 pm N/C N/A

Open CTC Application

•AI-100T01:

Jump to Section List

Jump to Section List
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Planning and Administering Microsoft
Azure for SAP Workloads

This course teaches IT Professionals experienced in SAP solutions how to leverage 
Azure resources that include deployment and configuration of virtual machines, virtual 
networks, storage accounts, and Azure AD that includes implementing and managing 
hybrid identities.  Students of this course will learn through concepts, scenarios, 
procedures, and hands-on labs how to best plan and implement migration and 
operation of an SAP solution on Azure.  Students will receive guidance on subscriptions, 
create and scale virtual machines, implement storage solutions, configure virtual 
networking, back-up and share data, connect Azure and on-premises sites, manage 
network traffic, implement Azure Active Directory, secure identities, and monitor their 
solution.    

Target Audience: IT Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7018 4 June 09-12;
June 22-25

09:00 am - 05:00 pm N/C N/A

Open CTC Application

•AZ-120T00: Jump to Section List
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Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7005 1 June 18 09:00 am - 05:00 pm N/C N/A

Migrate NoSQL Workloads to Azure
Cosmos DB

This course will teach students what is Cosmos DB and how you can migrate MongoDB 
and Cassandra workloads to Cosmos DB.  

Target Audience: IT Professionals

Migrating Application Workloads to
Azure

This workshop teaches IT Professionals how to migrate existing on-premises workloads 
and assets to the cloud, specially to the Microsoft Azure platform.  Students learn 
how to assess and evaluate an existing on-premises environment in preparation for a 
cloud migration.  Students also learn how to monitor and optimize their Azure-based 
workloads to maximize return on investment (ROI), and use Azure services to protect 
and manage their virtual machines, applications, and data.  

Target Audience: IT Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7003 2 June 08-09 09:00 am - 05:00 pm N/C N/A

Open CTC Application

•WS-050T00:

Mitigation Training Courses

Open CTC Application

• Jump to Section List

Jump to Section List

DP-060T00:
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Migrate Open Source Data Workloads
to Azure

This course will enable the students to understand Azure SQL Database, and educate 
the students on what is required to migrate MySQL and PostgreSQL workloads to Azure 
SQL Database.  

Target Audience: IT Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7006 1 June 15 09:00 am - 05:00 pm N/C N/A

Open CTC Application

•DP-070T00: Jump to Section List
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Microsoft Azure Administration for 
AWS SysOps

This two-day course is designed for AWS SysOps Administrators interested in learning 
how Azure is different from AWS, and how Azure is administered.  The main topics 
are Azure Administration, Azure Networking, Azure Compute, Azure Storage, and 
Azure Governance.  This course combines lecture with hands-on practical exercises 
and discussion/review.  The students will build an end-to-end architecture that 
demonstrates the main features discussed in the course.  

Target Audience: IT Professionals

Course 
Code

Days of 
Training Date           Time Cost Credits

IT-7007 2 June 15-16 09:00 am - 05:00 pm N/C N/A

Open CTC Application

•AZ-010T00: Jump to Section List



| 22 |

MANDATED TRAINING AND
OTHER ONLINE SUPPORT

Citywide Online Learning Opportunities DCAS Citywide Learning & Development

MANDATED TRAINING PROGRAMS

Sexual Harassment Prevention (Webinar) .........................................................23

The following webinar will continue to be offered to maintain continuity of service to 
our customers and ensure that agencies are able to meet their mandated training 
requirements.

Jump to Course List
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Sexual Harassment Prevention (Webinar)

This training will facilitate awareness of the City’s prohibition on sexual harassment in its 
workplaces under applicable laws and the City’s Equal Employment Opportunity (EEO) 
Policy.  Participants will learn definitions of sexual harassment, relevant legislation, the 
prevention techniques, and a procedure for filing a complaint.  This course will help 
the participants create an environment that is free from sexual harassment.

Topics Will Include:
• Definitions and examples of sexual harassment 
• How sexual harassment is a form of unlawful discrimination under federal, state, and 

local law
• The role of the New York City Commission on Human Rights (NYC CHR), the 

New York State Division of Human Rights (NYS DHR), and the United States Equal 
Employment Opportunity Commission (US EEOC), and the complaint procedures

• The complaint process for employees, managers, and supervisors 
• The prohibition of retaliation
• The importance of bystander intervention

Target Audience: Staff at all levels

Course Code Days of 
Training Dates Cost Credits

C7965W 2 hrs� Offered daily as a webinar 
beginning on April 06, 2020 N/C N/A

Open CTC Application

IMPORTANT NOTE:  A Course Certificate is proof that you’ve met all course requirements.  In 
order to receive a Course Certificate for Sexual Harassment Prevention, you must successfully 
complete the webinar as an online, on-camera participant.  Course Certificates will not be 
generated for learners who only call-in or take part in the program only by telephone.

Jump to Course List

MANDATED TRAINING PROGRAMS
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Cornerstone On Demand ........................................................................................25

Mindshare Partners ......................................................................................................25

Microsoft Office 365 ....................................................................................................25

WebEx ...................................................................................................................................25

Zoom (Important NYC Cyber Command Advisory included) ........................................25

From the NYC Government
Learning and Development Community .....................................................26

ADDITIONAL ONLINE RESOURCES AND SUPPORT Jump to TOC

•
•
•
•
•
•

file:E:\NYC%20Learning%20Communication%20Documents\NYC%20Cyber%20Command-4-2-20_Zoom%20Vulnerabilities.pdf
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Cornerstone On Demand
Cornerstone Cares - a free online public learning platform where you can access the 
following training:

- COVID-19 infection prevention and control
- self-care and stress management
- information on home work productivity

Mind Share Partners
Explore resources to support workplace mental health during the coronavirus 
pandemic.

Microsoft Office 365 Online Training
Whether you’re new to Office 365 or simply want to refresh your skills, the following 
resources from Microsoft offer convenient, no-cost ways to develop and practice 
while you work from home.

   Office 365 Training Center

   Tips for Working with Office 365

   Microsoft Teams Videos On Demand

   Microsoft Office 365 Training Platforms for End Users and IT Professionals

Webex
   WebEx Quick Start Guide

   Free resources and instructions to keep organizations up and running using Cisco
   WebEx

Zoom*
   Free resources and instructions to keep organizations up and running using Zoom

                    To read the complete NYC Cyber Command Advisory, click here�

*Advisory:  NYC agencies have received guidance from NYC3 Cyber Command to update to the latest
                    version of Zoom Client for Meetings for Windows and Mac immediately.  Zoom has identified
                    multiple vulnerabilities, including 2 Zero-Days (Unknown software vulnerability)�

ADDITIONAL ONLINE RESOURCES AND SUPPORT

Helpful External Links

Jump to Section List

•

•

•

-
-
-
-

-

-

-

https://www.cornerstoneondemand.com/hr
https://mindsharepartners.org/mentalhealthresourcesforcoronavirus
https://support.office.com/en-us/office-training-center?ms.officeurl=training
https://support.office.com/en-us/article/great-ways-to-work-with-office-6fe70269-b9a4-4ef0-a96e-7a5858b3bd5a?wt.mc_id=otc_home
https://www.youtube.com/playlist?list=PLXPr7gfUMmKzR7_jXN5s886apYoHNC3Xk
https://docs.microsoft.com/en-us/microsoft-365/?view=o365-worldwide
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/meetingplace/8_5/english/quickstart_guides/qsgmpwebex85.pdf
https://help.webex.com/en-us/n80v1rcb/Cisco-Webex-Available-Free-in-These-Countries-COVID-19-Response
https://help.webex.com/en-us/n80v1rcb/Cisco-Webex-Available-Free-in-These-Countries-COVID-19-Response
https://blog.zoom.us/wordpress/2020/02/26/zoom-commitment-user-support-business-continuity-during-coronavirus-outbreak/
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We want to express our sincere gratitude to the New York City Training Directors and 
our colleagues across the Citywide learning and development community who 
graciously shared the following online educational information and learning resources.

From the NYC Government Learning and Development Community

Department of Correction (DOC)

The links and documents contained herein are provided as a convenience and for informational purposes only; 
they do not constitute an endorsement or an approval by the Department of Citywide Administrative Services.   
You are advised to use an abundance of caution when visiting external sites with which you are unfamiliar, and you 
are asked to contact the external sites directly for answers to any questions you may have regarding their content.

ENDORSEMENT DISCLAIMER

Vital Smarts
A top 20 leadership training company that’s home to award-winning courses 
that enables organizations to achieve new levels of performance by changing 
employee behavior.
Goodwill Workplace Training
Goodwill Industries works to enhance people’s dignity and quality of life by 
strengthening their communities, eliminating their barriers to opportunity, and 
helping them reach their full potential through learning and the power of work.

GCFLearningFree
The GCFLearningFree.org program has helped millions around the world learn the 
essential skills they need to live and work in the 21st century.  GCFLearningFree.
org offers training completely free on more than 200 professional and personal 
development topics.

HRDQ Consulting
HRDQ Consulting is a specialized training firm that provides experiential and small 
group learning through virtual and online courses.

Shared Tips and Tools

- Resources for Supervising Remote Employees

- Tips for Working from Home With Children

- Tips for Working from Home

Community Recommended External Sites

Partners in Leadership:  Leading During Uncertainty Extended Series

Degreed:  Webinars

Office of Labor Relations (OLR)
- WorkWell NYC
- The WorkWell NYC Digital Calendar

•

•

https://www.vitalsmarts.com/
https://www.goodwill.org/jobs-training/
https://edu.gcfglobal.org/en/subjects/work/
https://hrdqstore.com/pages/hrdqc-vilt-classes
https://www.partnersinleadership.com/explore/webinars/
https://blog.degreed.com/events/
https://www1.nyc.gov/site/olr/wellness/wellness-wellnessanywhere.page
https://www1.nyc.gov/assets/olr/downloads/pdf/wellness/wellness-wellnessanywhereaplilcalendar.pdf
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Microsoft Office Product Courses

Excel ............................................................................................................................ 28-30

Word ...................................................................................................................................31

Crystal Reports Products ............................................................................................... 32

Adobe Creative Cloud Products .............................................................................. 33

IT Professional & Certification Courses  ............................................................34-48

TECHNOLOGY SKILLS DEVELOPMENT COURSES
DCAS Citywide Learning & Development offers a full compilation of software offer-
ings, including Microsoft Office products, Adobe products, IT Certifications, and 
others.  The available online (remote) computer courses are offered through a 
successful partnership with our long-standing vendors - New Horizons and NetCom, 
respectively.

If you have any questions about the computer or IT courses, please reach out 
directly to Orson Ward at oward@dcas.nyc.gov.

LOW COST ONLINE LEARNING
SOLUTIONS

Jump to TOC

-
-

mailto:oward%40dcas.nyc.gov?subject=ONLINE%20TRAINING%20GUIDE%3A%20%20QUESTION%20ABOUT%20COMPUTER%20CLASSES
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This course aims to provide participants with a foundation for Excel knowledge 
and skills, which they can build upon to eventually become an expert in data 
manipulation.

Objectives:
• Get to know the layout of Excel 2016
• Perform calculations
• Modify and format a worksheet
• Manage and print workbooks

Target Audience: Employees who wish to gain the foundational understanding of 
Microsoft Office Excel 2016 necessary to create and work with electronic worksheets

Course Code Days of 
Training Dates Cost Credits

T3074 1 June 10 $150 .6CEUs/8CPEs

Prerequisite: Basic knowledge of computer applications Open CTC Application

Jump to Section ListMicrosoft Excel 2016, Part 1

Microsoft Office Products

TECHNOLOGY SKILLS DEVELOPMENT TRAINING
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This course builds upon the knowledge presented in the Microsoft Office Excel 2016, 
Part 1 course and helps start participants down the road to creating advanced 
workbooks and worksheets.

Objectives:
• Work with functions and lists
• Analyze data and visualize data with charts
• Examine data with Pivot Tables and Pivot Charts

Target Audience: Employees who already have the foundational knowledge of Excel 

2016, and want to take advantage of some of the higher-level Excel functionality to 
analyze and present data

Course Code Days of 
Training Dates Cost Credits

T3075 1 June 22; July 08 $150 .6CEUs/8CPEs

Prerequisite: Excel 2016, Part 1

Jump to Section ListMicrosoft Excel 2016, Part 2

Open CTC Application
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This course builds on the foundational and intermediate knowledge presented in 
Excel 2016 Parts 1 and 2.  This interactive class will help you get the most out of your 
Excel experience.  The ability to collaborate with colleagues, automate complex or 
repetitive tasks, and use conditional logic to construct and apply elaborate formulas 
and functions will put the full power of Excel right at your fingertips.  The more you 
learn about how to get Excel to do the hard work for you, the more you will be 
able to focus on getting the answers you need from the vast amounts of data your 
organization generates.

Objectives:
• Work with functions
• Work with lists
• Analyze data with charts
• Examine data with Pivot Tables and Pivot Charts

Target Audience: Employees who have experience with Excel, and would like to learn 
more about creating macros, working with shared documents, analyzing data, and 
auditing worksheets

Course Code Days of 
Training Dates Cost Credits

T3076 1 June 25 $150 .6CEUs/8CPEs

Prerequisite: Excel 2016, Part 2

Jump to Section ListMicrosoft Excel 2016, Part 3

Open CTC Application
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In this course, participants will learn how to use Word 2016 to create and edit simple 
documents; format documents; add tables and lists; add design elements and layout 
options; and proof documents.

Objectives:
• Navigate and perform everyday tasks in Word 2016
• Format text and paragraphs
• Perform repetitive operations 
• Enhance lists
• Create and format tables
• Insert graphic objects Control page appearance
• Proof a document
• Customize the Word environment

Target Audience: Employees who want to learn about Word 2016 to improve the 
appearance and accuracy of document content

Course Code Days of 
Training Dates Cost Credits

T2078 1 June 23 $150 .6CEUs/8CPEs

Prerequisite: Basic knowledge of computer applications

Jump to Section ListMicrosoft Word 2016, Part 1

Open CTC Application
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Course Code Days of 
Training Dates Cost Credits

T9560 2 June 22-23 $300 1.2CEUs/16CPEs

Prerequisite: Basic knowledge of computer applications

CRYSTAL REPORTS PRODUCTS

Jump to Section List

Organizations use reporting tools to access data sources and generate customized 
reports.  Crystal Reports 2016 enhances report building and report processing 
techniques with a variety of features that add value to a presentation.  In this course, 
participants will create a basic report by connecting to a database and modifying the 
report’s presentation.

Objectives:
• Explore the Crystal Reports interface
• Work with reports
• Use formulas in reports
• Build parameterized reports; build parameterized reports
• Group report data
• Enhance a report
• Create a report from Excel data
• Distribute data

Target Audience: Employees who need to build advanced reports from a database

Crystal Reports 2016, Part 1

Open CTC Application
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Adobe Photoshop CC 2020, Part 1

Course Code Days of 
Training Dates Cost Credits

T6743 2 June 15-16 $300 1.2CEUs/16CPEs

Prerequisite: Basic knowledge of computer applications

ADOBE CREATIVE CLOUD PRODUCTS

Jump to Section List

In this course, participants, who may be photographers or are interested in working 
toward obtaining Adobe Photoshop CC certification, will focus on some of the basic 
features of Photoshop allowing them to navigate the environment using Photoshop 
tools to work with photographic images.

Objectives:
• Get to know the layout of Adobe Photoshop CC 2020
• Create basic images
• Manage selections and layers
• Adjust and refine images
• Manage files in a production workflow

Target Audience: Employees switching to a photographer job or taking on the 
responsibilities of such; who want to use the robust features of Photoshop to enhance, 
modify, and organize the images and photo reproductions

Open CTC Application
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Business Intelligence and Data Visualization Tools

Tableau Desktop
Tableau Desktop Level 1: Introduction

Tableau has emerged as one of the most popular Business Intelligence solutions in 
recent times, thanks to its powerful and interactive data visualization capabilities.
This course provides learners to take full advantage of Tableau 10’s features regardless 
of experience. Starting with the fundamentals, such as data preparation, the user will 
learn how to customize their own data visualizations and dashboards, which is essential 
for high-level visibility and effective data storytelling. This course will also cover how to 
use clustering and distribution models for trend analysis and forecasting to inform the 
analytics at hand.

Target Audience: Beginner Tableau users

Course Code Days of 
Training Dates Cost CEUs

I8501 2 June 22-23 $880 1�2

Course Code Days of 
Training Dates Cost CEUs

I8502 2 June 24-25 $880 1�2

IT PROFESSIONAL & CERTIFICATE COURSES

Tableau Desktop Level 2: Intermediate 

In this intermediate-level course, the user will learn to master Tableau by exploiting 
many new features introduced in Tableau 10.

This course provides learners with valuable methods utilizing advanced calculations to 
solve complex problems. These techniques include using different types of calculations 
such as row-level, aggregate-level, and more. The user will be armed with an arsenal 
of advanced chart types and techniques to present information to a variety of 
audiences using clear, efficient, and engaging dashboards.

Target Audience: Individuals with experience with the fundamental concepts of 
Tableau who want to take their skills to the next level or want to prepare themselves to 
be a Tableau power user

Jump to Course List

Jump to Course List

•

•
Open CTC Application

Open CTC Application
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This course will provide the user with a comprehensive understanding of how to 
analyze data with Power BI.   The course includes creating visualizations, the Power BI 
Service, and the Power BI Mobile App.   It starts with the introduction to Self-Service 
BI Solutions and Business Intelligence.  Some of the topics included:  Introduction to 
Data Analysis and Data Visualization, viewing reports, creating a Power BI report and 
dashboard, using Excel and Databases as your Data Sources for Power BI, shaping 
and combining Data, and many others.

Target Audience: The primary audience for this course is BI professionals who need 
to analyze data utilizing Power BI. The secondary audiences for this course are 
technically proficient business users.

Course Code Days of 
Training Dates Cost CEUs

I1078 3 June 15-17; July 8-10; 
August 10-12 $1080 1�8

Analyzing Data with Power BI Jump to Course List•

Open CTC Application
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Certification and Exams 
An A+ certification candidate must pass two exams. All candidates must pass the A+ 
Essentials exam and one additional exam depending on the area of specialty. 

Help Desk Expertise

CompTIA A+ Certification

CompTIA A+ Certification Prep course is designed for the new 220-1001 exam. 
CompTIA A+ certified professionals are proven problem solvers. They support today’s 
core technologies from security to cloud to data management and more. CompTIA 
A+ is the industry standard for launching IT careers into today’s digital world. It is the 
only industry recognized credential with performance-based items to prove pros can 
think on their feet to perform critical IT support tasks in the moment. It is trusted by 
employers around the world to identify the go-to person in end point management 
and technical support roles. CompTIA A+ is regularly re-invented by IT experts to ensure 
that it validates core skills and abilities demanded in the workplace.

The Official CompTIA A+ Core 1 (Exam 220-1001) course provides the background 
knowledge and skills you will require to be a successful A+ technician. It will help you 
prepare to take the CompTIA A+ Core Series certification examination (Exam number 
220-1001), in order to become a CompTIA A+ Certified Professional.

Target Audience: Individuals who have basic computer user skills and who are 
interested in obtaining a job as an entry-level IT technician

Course Code Days of 
Training Dates Cost CEUs

 I421 5 July 06-10;
August 10-14 $1800 3�0

Exam Code Dates Cost CEUs

 2201001
When applying, enter your selected date and time� 

It must be between Monday to Friday from 10AM to 3PM�
$219 (ea�) N/A

Certification Exams

CompTIA A+ CompTIA A+ 2201001

CompTIA A+ Certification Preparation Course 1

Jump to Course List

Jump to Course List

•

Open CTC Application

Open CTC Application
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CompTIA A+ Certification Prep course is designed for the new 220-1002 exam. 
CompTIA A+ certified professionals are proven problem solvers. They support today’s 
core technologies from security to cloud to data management and more. CompTIA 
A+ is the industry standard for launching IT careers into today’s digital world. It is the 
only industry recognized credential with performance-based items to prove pros can 
think on their feet to perform critical IT support tasks in the moment. It is trusted by 
employers around the world to identify the go-to person in end point management 
and technical support roles. CompTIA A+ is regularly re-invented by IT experts to 
ensure that it validates core skills and abilities demanded in the workplace.

The Official CompTIA A+ Core 2 (Exam 220-1002) course provides the background 
knowledge and skills you will require to be a successful A+ technician. It will help you 
prepare to take the CompTIA A+ Core Series certification examination (Exam number 
220-1002), in order to become a CompTIA A+ Certified Professional.

Target Audience: Individuals who have basic computer user skills and who are 
interested in obtaining a job as an entry-level IT technician

Course Code Days of 
Training Dates Cost CEUs

 I422 5 July 13-17; 
September 21-25 $1800 3�0

Exam Code Dates Cost CEUs

 2201002
When applying, enter your selected date and time� 

It must be between Monday to Friday from 10AM to 3PM�
$219 (ea�) N/A

Certification Exams

CompTIA A+ CompTIA A+ 2201002

Certification and Exams 
An A+ certification candidate must pass two exams. All candidates must pass the A+ 
Essentials exam and one additional exam depending on the area of specialty. 

CompTIA A+ Certification Preparation Course 2 Jump to Course List

Jump to Course List

•

Open CTC Application

Open CTC Application
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Microsoft Dynamics 365 Customization and Configuration

This course provides students with detailed hands-on experience of setting up, 
customizing, configuring and maintaining the CRM components of Microsoft Dynamics 
365.

Attendees of this course will gain an in-depth understanding of the Dynamics 365 
security model, learn how to customize the Dynamics 365 framework, create and 
maintain powerful workflows and business process flows and use solutions to package 
and deploy customizations across multiple Dynamics 365 environments.

Target Audience: This course is intended for Information workers, IT Professionals and 
Developers

Course Code Days of 
Training Dates Cost CEUs

I55242 3 June 15-17 $1080 1�8

Exam Code Dates Cost CEUs

 MB2716
When applying, enter your selected date and time� 

It must be between Monday to Friday from 10AM to 3PM�
$165 N/A

Jump to Course ListMicrosoft Dynamics 365

•

Open CTC Application
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Information Security Expertise

CompTIA Security+ Certification

Security+ Certification

CompTIA Security+ is the primary course you will need to take if your job responsibilities 
include securing network services, devices, and traffic in your organization. You can 
also take this course to prepare for the CompTIA Security+ certification examination. 
In this course, you will build on your knowledge of and professional experience with 
security fundamentals, networks, and organizational security as you acquire the 
specific skills required to implement basic security services on any computer network. 

Target Audience: This course is targeted toward the information technology (IT) 
professional, who has networking and administrative skills in Windows®-based 
Transmission Control Protocol/Internet Protocol (TCP/IP) networks; familiarity with other 
operating systems, such as Mac OS X®, Unix, or Linux; and who wants to further a 
career in IT by acquiring foundational knowledge of security topics; prepare for the 
CompTIA Security+ certification examination; or use Security+ as the foundation for 
advanced security certifications or career roles

Course Code Days of 
Training Dates Cost CEUs

 I551 5 July 27-31;
August 31-September 04 $1800 3�0

Exam Code Dates Cost CEUs

SY0501
When applying, enter your selected date and time� 

It must be between Monday to Friday from 10AM to 3PM�
$339 N/A

Certification Exams

CompTIA Security+ SY0501: Security+

Certification and Exams
The Security+ certification candidates must pass one exam. Although not required, it 
is strongly recommended that candidates have their A+ Certification and Network+ 
certification or equivalent on-the-job experience.

•

Jump to Course List

Jump to Course List

Open CTC Application

Open CTC Application
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CompTIA PenTest+ Certification

CompTIA PenTest+ Certification

CompTIA PenTest+ is a certification for intermediate level cyber security professionals 
who are tasked with penetration testing to identify, exploit, report, and manage 
vulnerabilities on a network.  PenTest+ assesses the most up-to-date penetration 
testing, and vulnerability assessment and management skills necessary to determine 
the resiliency of the network against attacks. 

Successful candidates will have the intermediate skills and best practices required to 
customize assessment frameworks to effectively collaborate on and report findings 
and communicate recommended strategies to improve the overall state of IT security. 

Target Audience: This course is targeted at Security officers, Auditors, Security 
professionals, Network Administrators, Firewall Administrators, Site administrators, 
Individuals concerned about the integrity of the network infrastructure

Course Code Days of 
Training Dates Cost CEUs

I66656 5 August 03-07;
September 14-18 $1800 3�0

•
Jump to Course List

Open CTC Application
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CISSP:  Certified Information Systems 
Security Professional

Certified Information Security Systems Professional (CISSP)

The CISSP has become the key certification for security professionals.  Corporations 
are demanding experienced information security professionals, with the certifications 
to prove it, to protect their information and assets. 

(ISC)2 CISSP is more than just the best way to refresh and review your knowledge base 
for the CISSP certification exam.  It’s also the best way to maintain your access to 
the latest news regarding information system security issues, concerns, and counter-
measures.  This course is your best bet for making sure you’re adequately prepared to 
take on the challenges inherent in a world of constantly evolving information. 

Target Audience: The CISSP certification program is targeted at professionals with at 
least four years of experience in two domains and a college degree, or five years of 
experience in two domains without a college degree.

Course Code Days of 
Training Dates Cost CEUs

I9022 5 June 22-26; August 17-21 $2200 3�0

•

Jump to Course List

Open CTC Application
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Networking Expertise

CompTIA Network+ Certification

Network+ Certification Preparation for N10007

The CompTIA Network+ certification is an international industry credential that 
validates the knowledge of networking professionals. This course teaches the funda-
mentals of networking and prepares students for the Network+ certification exam. 
Through hands-on training and exercises, students learn the vendor-independent skills 
and concepts necessary for all networking professionals.

This training addresses the latest skills needed by technicians, such as basic principles 
on how to secure a network. It focuses on the topics covered in the exam, including 
network technologies, media, and topologies, devices, management, tools and 
security.

Target Audience: Network+ Certification is suited for computer technicians who are 
searching for a challenging career in the administration and support of complex 
internet-working environments. Anyone who wants to learn about the fundamentals of 
Networking and TCP/IP

Course Code Days of 
Training Dates Cost CEUs

I492 5 July 20-24; 
August 24-28 $1800 3�0

Exam Code Dates Cost CEUs

N10007
When applying, enter your selected date and time� 

It must be between Monday to Friday from 10AM to 3PM�
$319 N/A

Certification Exams

Network+ N10007: Network+

Certification and Exams 
The Network+ certification candidate must pass a single exam. Although not required, 
it is strongly advised to have your A+ Certification prior to taking the Network+ exam.

Jump to Course List

•

Open CTC Application

Open CTC Application

Jump to Course List



 |  43 |

LOW COST ONLINE LEARNING AND DEVELOPMENT SOLUTIONS

Citywide Online Learning Opportunities DCAS Citywide Learning & Development

Cisco CCNA Certification

The Implementing and Administering Cisco Solutions (CCNA) v1.0 course gives you a 
broad range of fundamental knowledge for all IT careers. Through a combination of 
lecture and hands-on labs, you will learn how to install, operate, configure, and verify 
a basic IPv4 and IPv6 network. The course covers configuring network components 
such as switches, routers, and Wireless LAN Controllers; managing network devices; 
and identifying basic security threats. The course also gives you a foundation in 
network programmability, automation, and software-defined networking. 

This course helps you prepare to take the 200-301 Cisco Certified Network Associate 
(CCNA) exam. Bypassing this one exam, you earn CCNA certification. The 200-301 
CCNA exam goes live on February 24, 2020. 

Target Audience: This course is intended for Network administrators, Network 
specialists, Network engineer associate, Network support engineers, Network Analyst, 
Network Specialist

Certification Exams

Cisco® Certified Network Associate 
(CCNA) 200301 CCNA exam

Course Code Days of 
Training Dates Cost CEUs

I1006 5 June 22-26; July 20-24;
September 14-18 $2200 3�0

Exam Code Dates Cost CEUs

100105
When applying, enter your selected date and time� 

It must be between Monday to Friday from 10AM to 3PM�
$165 N/A

Certification and Exams
The Cisco CCNA requires a single exam

Implementing and Administering Cisco Solutions 
(CCNA) v1�0

•

Jump to Course List

Open CTC Application

Open CTC Application

Jump to Course List
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Installation, Storage, and Compute with Windows Server 2016

This course is designed primarily for IT professionals who have some experience with 
Windows Server. It is designed for professionals who will be responsible for managing 
storage and compute by using Windows Server 2016, and who need to understand 
the scenarios, requirements, and storage and compute options that are available and 
applicable to Windows Server 2016.

This course will be beneficial for Windows Server administrators who are relatively new 
to Windows Server administration and related technologies, and who want to learn 
more about the storage and compute features in Windows Server 2016.

Target Audience: IT professionals with general IT knowledge, who are looking to 
gain knowledge about Windows Server, especially around storage and compute 
technologies in Windows Server 2016

Course Code Days of 
Training Dates Cost CEUs

I20740 5 July 27-31; September 14-18 $1800 3�0

Exam Code Dates Cost CEUs

70740
When applying, enter your selected date and time� 

It must be between Monday to Friday from 10AM to 3PM�
$165 N/A

Microsoft Certified Solutions Associate (MCSA):
Windows Server 2016

•

Jump to Course List

Open CTC Application
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Information Analysis / Infrastructure Expertise

CompTIA Train-the-Trainer (CTT+) Certification

CompTIA Train-the-Trainer (CTT+)

CompTIA Certified Technical Trainer (CTT+) certification is a cross-industry credential 
that provides recognition that an instructor has attained a standard of excellence 
in the training industry.  CompTIA CTT+ is a highly interactive and participant-driven 
course designed to cultivate the technical training and concept delivery skills in 
trainers, technicians, subject matter experts, presenters, and sales and support staff 
in any organization.  The participants will connect abilities, theories, and situations 
to create their most effective instructional styles.  Microsoft and ProSoft accept this 
course towards their MCT.

Target Audience: This certification is targeted towards all training professionals and 
can be applied to all industries that provide technical and non-technical training and 
education

Course Code Days of 
Training Dates Cost CEUs

I507 5 August 10-14 $1800 3�0

Exam Code Dates Cost CEUs

TK0201 and 
TK0202 or 

TK0203

When applying, enter your selected date and time� 

It must be between Monday to Friday from 10AM to 3PM�

TK0201 $319, 
TK0202 and 
TK0203 $339 

(ea�)

N/A

•

Jump to Course List

Open CTC Application
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Project Management Expertise

PMI: Project Management Professional (PMP)

The Project Management Professional (PMP)® Certification program is led by the 
industry’s top PMP instructors, who prepares you to pass the PMP® exam, earning one 
of the most valued credentials around.

The PMP® exam content is majorly focused on A Guide to the Project Management 
Body of Knowledge - Sixth Edition, (PMBOK® Guide) and other sources, this program 
features a wide variety of proven learning tools and study aids.

What you will receive:
• Expert-led lectures
• Real-life examples
• 35 PMI PDUs (Based on course delivery & assignment hours)
• Tips and tricks to conquer the exam
• Assistance with the PMI application process

To become a certified Project Management Professional, a student must have:
• A bachelor’s degree and 4,500 hours of Project Management experience, and 

35 hours of classroom instruction that relate to project management objectives 
(NetCom’s PMP training satisfies this requirement) - OR - a High School diploma or 
equivalent and 7,500 hours of Project Management experience

• Supporting Documentation is required for the above qualifications.
• Pass the PMP exam, which consists of 200 multiple-choice questions to be 

completed in 4 hours. NetCom’s Project Management Professional (PMP) 
Certification course will prepare you for this exam

Target Audience: Project Managers, Associate Project Managers, Project Coordinators, 
Project Analysts, Project Leaders, Senior Project Managers, Team Leaders, Product 
Managers, Program Managers, and Project team members seeking the PMP 
certification

Course Code Days of 
Training Dates Cost CEUs

I445 5 June 15-19; August 10-14;
September 14-18 $2200 3�0

•
Jump to Course List

Open CTC Application

https://www.amazon.com/Project-Management-Knowledge-PMBOK%C2%AE-Sixth-ebook/dp/B075QQCK2C/ref=sr_1_1?crid=1H8SP6GS87U3E&dchild=1&keywords=a+guide+to+project+management+body+of+knowledge+6th+edition&qid=1588694509&sprefix=a+guide+to+project+management%2Caps%2C177&sr=8-1
https://www.amazon.com/Project-Management-Knowledge-PMBOK%C2%AE-Sixth-ebook/dp/B075QQCK2C/ref=sr_1_1?crid=1H8SP6GS87U3E&dchild=1&keywords=a+guide+to+project+management+body+of+knowledge+6th+edition&qid=1588694509&sprefix=a+guide+to+project+management%2Caps%2C177&sr=8-1
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Architectural Design Expertise

Autodesk AutoCAD 2020

 

Learn to design and shape the world around you using the powerful, flexible features 
found in AutoCAD® design and documentation software, one of the world’s leading 
2D and 3D CAD tools.

In this course, you will learn to navigate the AutoCAD user interfaces and use the 
fundamental features of AutoCAD. You will learn to use the precision drafting tools in 
AutoCAD to develop accurate technical drawings and you will also discover the ways 
to present drawings in a detailed and visually impressive way.

Target Audience: Professionals who want unparalleled creative freedom, productivity, 
and precision for producing superb 3D modeling

Course Code Days of 
Training Dates Cost CEUs

 I8804 3 June 15-17; July 13-15 $1080 1�8

Course Code Days of 
Training Dates Cost CEUs

 I8805 2 June 18-19; August 13-14 $720 1�2

 

Discover the powerful tools and techniques for drawing, dimensioning, and printing 2D 
drawings in this course that enables you to reuse content and extract information from 
your drawings. With an understanding of the tools and concepts you’ll learn in class, 
you can begin to streamline the design process and become more productive with 
AutoCAD.

Target Audience: Professionals who want unparalleled creative freedom, productivity, 
and precision for producing superb 3D modeling

AutoCAD 2020 Level 1:  Essentials

AutoCAD 2020 Level 2:  Intermediate

•

•

Jump to Course List

Jump to Course List

Open CTC Application

Open CTC Application
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AutoCAD 2020: Advanced introduces advanced techniques and teaches you to 
be proficient in your use of the AutoCAD software. It is done by teaching you how to 
recognize the best tool for the task, the best way to use that tool, and how to create 
new tools to accomplish tasks more efficiently.

Target Audience: Professionals who want to excel expertise in AutoCAD

Course Code Days of 
Training Dates Cost CEUs

 I8806 3 June 22-24; September 21-23 $1080 1�8

AutoCAD 2020 Level 3:  Advanced• Jump to Course List

Open CTC Application
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QUICK REFERENCE:  ONLINE
COURSE LIST BY TARGET GROUP

INTERACTIVE

DCAS Citywide Learning & Development

Managers, Supervisors and Select Target Groups

CATALOG COURSES LISTED BY TARGET GROUP

Microsoft Excel 2016, Part 3 ................................................................................................ 30

Microsoft Excel 2016, Part 2 ................................................................................................ 29

Jump to TOC

Targeted Staff

Transformational Leadership Skills

Microsoft Office Products

•

•
•

Five Tools to Maintain Employee Engagement Through Turbulent Times ............... 04

• The Basics of Problem-Solving in Lean Six Sigma ......................................................... 04

• Introduction to Data Visualization in Excel ..................................................................... 06

• Introduction to Design Thinking ......................................................................................... 06

• Essential Skills for Leaders ................................................................................................... 05

• Psychological Dimensions of Leading and Supervision .............................................. 08

• R Basics .................................................................................................................................... 09

• Organizational Design for Leaders:
Designing for Agility and Flexibility ............................................................................07

Managers and Supervisors

Transformational Leadership Skills

•Managing Workplace Change Successfully ................................................................. 07

Strategic Communication for Managers ........................................................................ 09

Transformational Leadership Skills
Process Mapping for Process Improvement .................................................................. 08•

•
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QUICK REFERENCE:  COURSE OFFERINGS BY TARGET GROUP

DCAS Citywide Learning & Development

Tableau Desktop Level 1 ..................................................................................................... 34

Tableau Desktop Level 2 ..................................................................................................... 34

Adobe Photoshop CC 2020, Part 1 ................................................................................... 33

IT Professional & Certificate Courses

Adobe Creative Cloud

•

•
•

Crystal Reports 2016, Part 1 ................................................................................................. 32

Crystal Reports Products

•

Targeted Staff (continued) Jump to TOC

Analyzing Data with Power BI ............................................................................................ 35

CompTIA A+ Certification Preparation Course 1 .......................................................... 36

CompTIA A+ Certification Preparation Course 2 .......................................................... 37

Microsoft Dynamics 365 Customization and Configuration ....................................... 38

CompTIA Security+ Certification ....................................................................................... 39

CompTIA PenTest+ Certification ........................................................................................ 40

CompTIA Network+ Certification Preparation for N10007 .......................................... 42

Implementing and Administering Cisco Solutions (CCNA) v1�0 ............................... 43

Installation, Storage, and Computer with Windows Server 2016 .............................. 44

PMI:  Project Management Professional (PMP) ............................................................. 46

AutoCAD 2020 Level 1:  Essentials .................................................................................... 47

AutoCAD 2020 Level 2:  Intermediate .............................................................................. 47

AutoCAD 2020 Level 3:  Advanced .................................................................................. 48

Certified Information Security Systems Professional (CISSP) ...................................... 41

CompTIA Train-the-Trainer (CTT+) ..................................................................................... 45

•
•

•
•
•
•
•

•
•
•
•
•
•

•

•
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Jump to TOCMicrosoft Azure Training Programs for IT
Professionals

AZ-900T01:  Microsoft Azure Fundamentals (1 Day) .....................................................12

AZ-900T00:  Microsoft Azure Fundamentals (2 Day) .....................................................12

•
•

Fundamental Courses

AZ-104T00:  Microsoft Azure Administrator .....................................................................13

AZ-204T00:  Developing Solutions for Microsoft Azure Associate (Developer) .....13

AZ-301:       Microsoft Azure Architect Design Expert ...................................................14

AZ-400T00:  Designing and Implementing Microsoft DevOps Solutions .................15

AZ-500T00:  Microsoft Azure Security Technologies
Associate (Security Engineer) .....................................................................15

AZ-300:       Microsoft Azure Architect Technologies Expert ......................................14

•
•
•
•
•
•

Advanced Courses

DP-100T01:  Designing and Implementing a Data
Science Solution on Azure (Data Scientist) .............................................16

DP-200T01:  Implementing an Azure Data
Solution Associate (Data Engineer) ...........................................................16

DP-201T01:  Designing an Azure Data Solution
Associate (Data Engineer) ...........................................................................17

AI-100T01:  Designing and Implementing an Azure
AI Solution Associate (AI Engineer) ..........................................................17

•

•

•

•

AZ-120T00:  Planning and Administering Microsoft
Azure for SAP Workloads ..............................................................................18

•

DP-050T00:  Migrate SQL Workloads to Azure.................................................................19

•
•

Migration Courses

WS-050T00:  Migrate Application Workloads to Azure .................................................19
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Staff At All Levels

Transformational Leadership Skills

•

Microsoft Azure Training Programs for IT 
Professionals

Jump to TOC

DP-060T00:  Migrate NoSQL Workloads to Azure Cosmos DB ....................................20

DP-070T00:  Migrate Open Source Data Workloads to Azure ....................................20

•
•

AZ-010T00:  Microsoft Azure Administration for AWS SysOps .....................................21•

Sexual Harassment Prevention (Webinar) ...................................................................... 22

Microsoft Excel 2016, Part 1 ................................................................................................ 28

Microsoft Word 2016, Part 1 ................................................................................................ 31

Mandated Training Programs

Microsoft Office Products

•

•
•

Energy Leadership™:  Leveraging Core Energy
as a Competitive Advantage .................................................................................... 05

Migration Courses (continued)



CTC APPLICATION

Jump to TOC
TRAINING APPLICANT INFORMATION

Today’s Date:  

Employee Reference Number (Required
Entry.  See Pay stub)

Employee Affiliation:  (Check One)

        City          State          Federal          Non-Government

          Applicant’s Last Name Applicant’s First Name      Middle Initial

Civil Service Title Office Title

Agency Name Agency Code Changed agencies within last 2 years?

              YES           NO

Division / Work Unit Work Address (Street, Room, Floor, Borough, State) Zip Code

Work Phone Work Fax Work E-Mail Address Home E-mail Address (Required for CEU transcript request)

OPTIONAL APPLICANT INFORMATION
Gender (Check One) Are you Hispanic or Latino? (Check One) How do you identify yourself by race?  (Check One)

          Male         Female           Yes           American Indian or           Native Hawaiian or Other

          Unknown/I choose not           No           Alaska Native           Pacific Islander

          to disclose           I choose not to disclose           Asian           White

          Black or African American           Two or more races

          I choose not to disclose

SELECTED COURSE INFORMATION
Course Code Course Title Level Course Dates # Days $ Cost

1

2

3

4

5

6

CITYWIDE TRAINING CENTER CONFIRMATION / CANCELLATION POLICY
1 Your agency Training Liaison will notify you of your confirmation to attend the class(es) for which you have registered.  You should not attend a class for 

which you have not received a confirmation.  If you have not received a confirmation, please check with the Training Liaison at your agency.

2 Requests for cancellations or schedule changes must be received by the Citywide Training Center at least 7 business days prior to the start of a con-
firmed class.  Requests received without the required notice will result in a charge of the full course fee.  Agencies may designate a qualified substitute 
for a registered class participant up to the commencement of the class without penalty.

3 No food or beverages are permitted inside any Citywide Training Center classroom.  A lounge is available at the CTC for your convenience.

APPLICANT’S SIGNATURE

Applicant’s Signature Date

Citywide Training Center CTC USE ONLY

Input Date:

Initials:Course Registration Application

Department of Citywide Administrative Services

https://www1.nyc.gov/site/dcas/agencies/citywide-training-and-development.page
https://www1.nyc.gov/site/dcas/agencies/citywide-training-and-development.page
https://www1.nyc.gov/site/dcas/index.page


NOTE:  The CTC will process applications under the assumption that Training Liaisons have obtained all necessary permissions�

SUPERVISOR AUTHORIZATION
Supervisor’s Name (Print Clearly) Title

Work Phone Work Fax Work E-Mail Address

By my signature, I certify that this employee is authorized for training in the course(s) requested, and confirm that this employee has taken, where applicable, 
the prerequisite basic courses and/or has demonstrated the skill necessary to participate successfully in advanced-level coursework.  Additionally, I under-
stand that this employee is excused from normal work assignments during the hours of training, and is required to attend the course(s), as scheduled, once 
the Citywide Training Center (CTC) registration confirmation is received by the agency Training Liaison.

Supervisor’s Signature Date

FISCAL OFFICER / DESIGNEE  AUTHORIZATION
Fiscal Officer or Designee’s Name (Print Clearly) Title

Work Phone Work Fax Work E-Mail Address

By my signature, I certify that funding in the appropriate budget/object codes is available for the training requested, and all training costs will be paid in accor-
dance with DCAS/Citywide Training Center payment procedures.

Fiscal Officer/Designee Signature Date

AGENCY TRAINING LIAISON AUTHORIZATION
Agency Training Liaison Name (Print Clearly) Title

Work Phone Work Fax Work E-Mail Address

By my signature, I certify that I have reviewed this for content and completeness.

Agency Training Liaison Signature Date

EQUAL EMPLOYMENT OPPORTUNITY STATEMENT
The NYC Department of Citywide Administrative Services (DCAS) is committed to Equal Employment Opportunity (EEO) and a policy of 

non-discrimination in the employment, development, advancement, and treatment of City employees.  DCAS will provide reasonable ac-
commodations to employees with disabilities who need and request such accommodations.  If you require an accommodation or a support 

service, please call us at (212) 386-0005, or email us at citywidetrainingcent@dcas.nyc.gov. 

COMPLETED APPLICATIONS MAY BE SENT TO:

Citywide Training Center
APPLICATIONS PROCESSING UNIT  •  1 CENTRE STREET, 24TH FLOOR SOUTH  •  NEW YORK, NY  10007

PHONE:  212-386-0005  •  FAX:  212-313-3439  •  EMAIL:  CITYWIDETRAININGCENT@DCAS.NYC.GOV

Updated: 5/1/2020

https://www1.nyc.gov/site/dcas/index.page
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CTC APPLICATION


Department of Citywide Administrative Services


TRAINING APPLICANT INFORMATION
Today’s Date:  


Employee Reference Number (Required
Entry.  See Pay stub)


Employee Affiliation:  (Check One)


        City          State          Federal          Non-Government


          Applicant’s Last Name                                                           Applicant’s First Name      Middle Initial


Civil Service Title Office Title


Agency Name Agency Code Changed agencies within last 2 years?


              YES           NO


Division / Work Unit Work Address (Street, Room, Floor, Borough, State) Zip Code


Work Phone Work Fax Work E-Mail Address Home E-mail Address (Required for CEU transcript request)


OPTIONAL APPLICANT INFORMATION
Gender (Check One) Are you Hispanic or Latino? (Check One) How do you identify yourself by race?  (Check One)


          Male         Female           Yes           American Indian or           Native Hawaiian or Other


          Unknown/I choose not           No           Alaska Native           Pacific Islander


          to disclose           I choose not to disclose           Asian           White


          Black or African American           Two or more races


          I choose not to disclose


SELECTED COURSE INFORMATION
Course Code Course Title Level Course Dates # Days $ Cost


1


2


3


4


5


6


CITYWIDE TRAINING CENTER CONFIRMATION / CANCELLATION POLICY
1 Your agency Training Liaison will notify you of your confirmation to attend the class(es) for which you have registered.  You should not attend a class for 


which you have not received a confirmation.  If you have not received a confirmation, please check with the Training Liaison at your agency.


2 Requests for cancellations or schedule changes must be received by the Citywide Training Center at least 7 business days prior to the start of a con-
firmed class.  Requests received without the required notice will result in a charge of the full course fee.  Agencies may designate a qualified substitute 
for a registered class participant up to the commencement of the class without penalty.


3 No food or beverages are permitted inside any Citywide Training Center classroom.  A lounge is available at the CTC for your convenience.


APPLICANT’S SIGNATURE


Applicant’s Signature Date


Citywide Training Center CTC USE ONLY


Input Date:


Initials:Course Registration Application
Please click here to review instructions before completing this application.



https://www1.nyc.gov/site/dcas/index.page

https://www1.nyc.gov/site/dcas/agencies/citywide-training-and-development.page

https://www1.nyc.gov/site/dcas/agencies/citywide-training-and-development.page





SUPERVISOR AUTHORIZATION
Supervisor’s Name (Print Clearly) Title


Work Phone Work Fax Work E-Mail Address


By my signature, I certify that this employee is authorized for training in the course(s) requested, and confirm that this employee has taken, where applicable, 
the prerequisite basic courses and/or has demonstrated the skill necessary to participate successfully in advanced-level coursework.  Additionally, I under-
stand that this employee is excused from normal work assignments during the hours of training, and is required to attend the course(s), as scheduled, once 
the Citywide Training Center (CTC) registration confirmation is received by the agency Training Liaison.


Supervisor’s Signature Date


FISCAL OFFICER / DESIGNEE  AUTHORIZATION
Fiscal Officer or Designee’s Name (Print Clearly) Title


Work Phone Work Fax Work E-Mail Address


By my signature, I certify that funding in the appropriate budget/object codes is available for the training requested, and all training costs will be paid in accor-
dance with DCAS/Citywide Training Center payment procedures.


Fiscal Officer/Designee Signature Date


AGENCY TRAINING LIAISON AUTHORIZATION
Agency Training Liaison Name (Print Clearly) Title


Work Phone Work Fax Work E-Mail Address


By my signature, I certify that I have reviewed this for content and completeness.


Agency Training Liaison Signature Date


EQUAL EMPLOYMENT OPPORTUNITY STATEMENT
The NYC Department of Citywide Administrative Services (DCAS) is committed to Equal Employment Opportunity (EEO) and a policy of 


non-discrimination in the employment, development, advancement, and treatment of City employees.  DCAS will provide reasonable ac-
commodations to employees with disabilities who need and request such accommodations.  If you require an accommodation or a support 


service, please call us at (212) 386-0005, or email us at citywidetrainingcent@dcas.nyc.gov. 


COMPLETED APPLICATIONS MAY BE SENT TO:


Citywide Training Center
APPLICATIONS PROCESSING UNIT  •  1 CENTRE STREET, 24TH FLOOR SOUTH  •  NEW YORK, NY  10007


PHONE:  212-386-0005  •  FAX:  212-313-3439  •  EMAIL:  CITYWIDETRAININGCENT@DCAS.NYC.GOV


Updated: 5/1/2020


NOTE:  The CTC will process applications under the assumption that Training Liaisons have obtained all necessary permissions.



https://www1.nyc.gov/site/dcas/index.page
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From: Cyber Alerts (DCAS)
Subject: Cyber Alert : Attention Required | Zoom Videoconferencing Vulnerability
Date: Thursday, April 2, 2020 9:58:11 PM
Attachments: NYC20-0055 Zoom Multiple Vulnerabilities.pdf


Zoom-Security-White-Paper.pdf
Importance: High


Dear Staff,


As a result of COVID-19, many of our colleagues are working remotely, and so it is
likely that you or your family members may have added the use of communication via
videoconference software.


If you are using Zoom, please note that NYC agencies have received guidance
from NYC3 Cybercommand to update to the latest version of Zoom Client for
Meetings for Windows and Mac immediately. Zoom has identified multiple
vulnerabilities, including 2 Zero-Days (Unknown software vulnerability). 


DCAS Cyber is in the process of scanning to identify any usage of zoom within our
agency, and appropriately patch devices where usage is found. 


However, many of you may use such conferencing outside of the office (at home or
with family). Therefore, please see the attached for helpful information and guidance
related to the cyber risk associated with this videoconferencing product.


NYC Cybercommand Zoom Critical Vulnerabilities, Impact, and Mitigation
Guidance (Attached)
Zoom Security Guide (From Vendor, Zoom Video Communications Inc.
(Attached)


 
Thank You
DCAS Cybersecurity


Sent from the Department of Citywide Administrative Services. This email and any files transmitted with it
are confidential and intended solely for the use of the individual or entity to whom they are addressed.
This footnote also confirms that this email message has been swept for the presence of computer
viruses.



mailto:cyberalerts@dcas.nyc.gov
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Mitigation 
Agencies are advised to update to the latest version of Zoom Client for Meetings for Windows 
and Mac immediately. Zoom contains multiple vulnerabilities, including 2 Zero-Days. 
 



Impact Summary 
The Zero-Day vulnerabilities in Mac OS are Privilege Escalation and Permission Bypass where 
a local user could take advantage of multiple insecure API implementations in the Zoom Client. 
The Zoom Client uses AuthorizationExecuteWithPrivileges that allows root access to launch 
unauthorized scripts. Zoom Client also fails to use a Hardened Runtime, so that an attacker can 
replace an existing Zoom library with a malicious one and possibly allow access to the webcam 
and mic. In the Zoom Client for Windows, clicking on a UNC hyperlink for a file share in the chat 
box exposes the users Windows credentials to the attacker through the SMB file sharing 
protocol. In addition, the UNC injects can also be used to execute local programs on the host 
when a link is clicked. 
 
Finally, there are specific user guidelines from Zoom regarding how to avoid incidents such as, 
Zoombombing. Users should not post meeting ID’s on Social Media and secure all meetings 
with a password. 
 



Sources & References 
● https://blog.zoom.us/wordpress/2020/04/01/a-message-to-our-users/ 
● https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-cre



dentials-run-programs-via-unc-links/ 
 



 
 
 



 
 





https://zoom.us/download


https://blog.zoom.us/wordpress/2020/03/20/keep-the-party-crashers-from-crashing-your-zoom-event/


https://blog.zoom.us/wordpress/2020/04/01/a-message-to-our-users/


https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-credentials-run-programs-via-unc-links/


https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-credentials-run-programs-via-unc-links/
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SECURITY GUIDE
Zoom Video Communications, Inc.



Zoom helps businesses and organizations bring their teams together in a frictionless environment to get more done. Our 



easy, reliable cloud platform for video, voice, content sharing, and chat runs across mobile devices, desktops, telephones, 



and room systems.



Zoom places security as the highest priority in the operations of its suite of products and services. Zoom strives to 



continually provide a robust set of security features and practices to meet the requirements of businesses for safe and 



secure collaboration.



The purpose of this document is to provide information on the security features and functions that are available with 



Zoom. The reader of this document is assumed to be familiar with Zoom functionalities related to meetings, webinars, 



chat, file sharing, and voice calling.



Unless otherwise noted, the security features in this document apply across the product suite of Zoom Meetings, Zoom 



Video Webinars, Zoom Rooms, and Zoom Voice, across supported mobile, tablet, desktop, laptop, and SIP/H.323 room 



system endpoints.



Infrastructure 
The Zoom cloud is a proprietary global network that has been built from the ground up to provide quality 



communication experiences. Zoom operates in a scalable hybrid mode; web services providing such functions as 



meeting setup, user management, conference recordings, chat transcripts, and voice mail recordings are hosted in the 



cloud, while real time conference media is processed in globally distributed tier-1 colocation data centers with SSAE 16 



SOC 2 Type 2 certifications.



Realtime Media Processing



A distributed network of low-latency multimedia software routers connects Zoom’s communications infrastructure. 



With these multimedia routers, all session data originating from the host’s device and arriving at the participants’ 



devices is dynamically routed between endpoints. Zoom real-time sessions operate analogously to the popular mobile 



conversation over the public mobile network.
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Firewall Compatibility



During session setup, the Zoom client connects via HTTPS (port 443/TLS) to Zoom servers to obtain information 



required for connecting to the applicable meeting or webinar, and to assess the current network environment such as 



the appropriate multimedia router to use, which ports are open and whether an SSL proxy is used.  With this metadata, 



the Zoom client will determine the best method for real time communication, attempting to connect automatically using 



preferred udp and tcp ports 8801, 8802, and 8804. For increased compatibility and support of enterprise SSL proxies, 



connection can also be made via HTTPS (port 443/TLS). An HTTPS connection is also established for users connecting 



to a meeting via the Zoom web browser client.



Client Application 
Role-based user security



The following pre-meeting security capabilities are available to the meeting host:



 ● Enable an end-to-end (E2E) encrypted meeting



 ● Secure log-in using standard username and password or SAML single sign-on



 ● Start a secured meeting with password



 ● Schedule a secured meeting with password



Selective meeting invitation: The host can selectively invite participants via email, IM, or SMS. This provides greater 



control over the distribution of the meeting access information. The host can also create the meeting to only allow 



members from a certain domain email to join.



Meeting Details Security: Zoom retains event details pertaining to a session for billing and reporting purposes. The 



event details are stored at the Zoom secured database and are available to the customer account administrator for 



review on the customer portal page once they have securely logged-on.



Application security: Zoom can encrypt all presentation content at the application layer using the Advanced Encryption 



Standard (AES) 256-bit algorithm.



Zoom client group policy controls: Specifically applicable to the Zoom Meetings client for Windows and Zoom Rooms 



for Windows, administrators can define a broad set of client configuration settings that are enforced through Active 



Directory group policy controls.



E2E Chat Encryption: Zoom E2E chat encryption allows for a secured communication where only the intended recipient 



can read the secured message. Zoom uses public and private key to encrypt the chat session with Advanced Encryption 



Standard (AES-256). Session keys are generated with a device-unique hardware ID to avoid data being read from other 



devices. This ensures that the session can not be eavesdropped on or tampered with.
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Meeting Security 
Role-based user security



The following in-meeting security capabilities are available to the meeting host:



 ● Secure a meeting with E2E encryption



 ● Waiting Room



 ● Enable wait for host to join



 ● Expel a participant or all participants



 ● End a meeting



 ● Lock a meeting



 ● Chat with a participant or all participants



 ● Mute/unmute a participant or all participants



 ● Screen share watermarks



 ● Audio signatures



 ● Enable/disable a participant or all participants to record



 ● Temporary pause screen-sharing when a new window is opened



The following in-meeting security capabilities are available to the meeting participants:



 ● Mute/unmute audio



 ● Turn on/off video



 ● Blur snapshot on iOS task switcher



Host and Client authenticated meeting: A host is required to authenticate (via https) to the Zoom site with their user 



credentials (ID and password) to start a meeting. The client authentication process uses a unique per-client, per-session 



token to confirm the identity of each participant attempting to join a meeting. Each session has a unique set of session 



parameters that are generated by Zoom. Each authenticated participant must have access to these session parameters 



in conjunction with the unique session token in order to successfully join the meeting.



Open or password protected meeting: The host can require the participants to enter a password before joining the 



meeting. This provides greater access control and prevents uninvited guests from joining a meeting.



Edit or delete meeting: The host can edit or delete an upcoming or previous meeting. This provides greater control over 



the availability of meetings.



Host controlled joining meeting: For greater control of meeting, the host can require participants to only join the 



meeting after the host has started it. For greater flexibility, the host can allow participants to join before the host. When 



joining before the host, participants are restricted to a 30-minute meeting.
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In-meeting security: During the meeting, Zoom delivers real-time, rich-media content securely to each participant 



within a Zoom meeting. All content shared with the participants in a meeting is only a representation of the original 



data. This content is encoded and optimized for sharing using a secured implementation as follows:



 ● Is the only means possible to join a Zoom meeting



 ● Is entirely dependent upon connections established on a session-by-session basis



 ● Performs a proprietary process that encodes all shared data



 ● Can encrypt all screen sharing content using the AES 256 encryption standard



 ● Can encrypt the network connection to Zoom using 256-bit TLS encryption standard



 ● Provides a visual identification of every participant in the meeting



Host controlled joining meeting



Authentication methods include single sign-on (SSO) with SAML or OAuth.



With SSO, a user logs-in once and gains access to multiple applications without being prompted to log-in again at each 



of them. Zoom supports SAML 2.0 which enables web-based authentication and authorization including SSO. SAML 2.0 



is an XML-based protocol that uses security tokens containing assertions to pass information about a user between a 



SAML authority (an identity provider) and a web service (such as Zoom). Zoom works with Exchange ADFS 2.0 as well 



as enterprise identity management such as Centrify, Fugen, Gluu, Okta, OneLogin, PingOne, Shibboleth, Symplified, and 



many others. Zoom can map attributes to provision a user to different group with feature controls.



OAuth-based provisioning works with Google or Facebook OAuth for instant provisioning. Zoom also offers an API call 



to pre-provision users from any database backend.



Additionally, your organization or university can add users to your account automatically with managed domains. Once 



your managed domain application is approved, all existing and new users with your email address domain will be added 



to your account.



Administrative Controls 
The following security capabilities are available to the account administrator:



 ● Secure login options using standard username and password or SAML SSO



 ● Add user and admin to account



 ● Upgrade or downgrade user subscription level



 ● Delete user from account



 ● Review billing and reports



 ● Manage account dashboard and cloud recordings
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Special Security Features/Options API 
APIs are available for integrating Zoom with custom customer applications and third party applications. Each customer 



account may include API integration key credentials managed by the customer account admin. API calls are transmitted 



securely over secure web services and API authentication is required.



Meeting Connector



Zoom Meeting Connector is a hybrid cloud deployment method, which allows a customer to deploy a Zoom multimedia 



router (software) within the customer’s internal network.



User and meeting metadata are managed in Zoom communications infrastructure, but the meeting itself is hosted 



in customer’s internal network. All real-time meeting traffic including audio, video, and data sharing go through the 



company’s internal network. This leverages your existing network security setup to protect your meeting traffic.



When customers choose a hybrid deployment, they have the option to segment by type of user where Pro and Free 



(Basic) user types will use the cloud, and Business and Enterprise user types will use the on-premise.



If on-premise is offline, the meeting will automatically revert to the cloud. Both our cloud and on-premise solutions are 



designed with failover and load balancing mechanisms when deployed.



Zoom Rooms



Zoom Rooms is Zoom’s software-based conference room system. It features video and audio conferencing, wireless 



content sharing, and integrated calendaring running on off-the-shelf hardware. Communications are established using 



256-bit TLS encryption and all shared content is encrypted using AES-256 encryption. The Zoom Rooms app is secured 



with App Lock Code. The App Lock Code for Zoom Rooms is a required 1-16 digit numeric lock code that is use to 



secure your Zoom Rooms application. This prevents unauthorized changes to your Zoom Rooms application and settings 



on your accompanying hardware.



Zoom Chat 



Persistent, cross-platform chat is a feature of Zoom Meetings that enables users to chat and share files 1-1 or in groups. 



Users can click “Meet” from any chat to start an instant Zoom video meeting with the group participants. Chat can be 



encrypted for HIPAA-compliant settings.



Zoom Phone



Zoom Phone is a cloud phone system available as an add-on to Zoom’s platform. Support for inbound and outbound 



calling through the public switched telephone network (PSTN) and seamlessly integrated telephony features enable 



customers to replace their existing PBX solution and consolidate all of their business communication and collaboration 



requirements into their favorite video platform.
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Utilizing standards-based Voice-over-Internet-Protocol (VoIP) to deliver best in class voice services, Zoom Phone delivers 



a secure and reliable alternative to traditional on-premise PBX solutions. Call setup and in-call features are delivered via 



Session Initiation Protocol (SIP).  While leveraging OPUS as the preferred codec to ensure the highest quality possible, 



Zoom Phone also supports additional industry standard codecs G.722, G.711, and G.729 for media transcoding.



Authentication



 ● Zoom Phone SIP registration authenticates using AES-128 bit TLS 1.2 encryption 



Media Encryption



 ● VoIP media is transported and protected by Secure Real-time Transport Protocol (SRTP) with AES-128 



encryption



Private Network Peering



 ● Zoom has established direct private network peering links between Zoom Phone data centers and Zoom 



Phone PSTN service provider networks to ensure maximum protection.



Emergency Calling



 ● Zoom Phone supports E911 (USA/CAN) enhanced emergency services to provide caller location to the 



local Public Safety Answering Point (PSAP) as required by law.  Originating call location addresses can be 



defined and assigned at the account and individual user level.



 ● Emergency calls made from the Zoom mobile app on iOS and Android smartphones will automatically 



default to the mobile device’s native outbound cellular calling feature and bypass the Zoom Phone service 



to directly route the emergency call to the mobile network operator’s PSAP. 



 ● Zoom Phone administrators may optionally choose to automatically intercept and reroute emergency calls 



to internal response teams.



Toll Fraud



 ● Zoom Phone prevents toll fraud through access control and automated detection capabilities.   Our security 



department actively monitors customers’ accounts to detect irregular calling patterns and will notify 



customers of potential fraudulent activities.



Calling Black Lists



 ● Customizable global and personal black lists allow users and administrators to easily add and manage 



blocked phone numbers



Invoking Elevate-to-Meeting feature



 ● When elevating a Zoom Phone call to a Zoom Meeting, all available Zoom Meeting security features will 



then apply to the interaction.
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Zoom Video Webinars



In Zoom Video Webinars, up to 100 video panelists can present with video, audio, and screen sharing with up to 



10,000 view-only attendees. These webinars feature registration options, reporting, Q/A, polling, raise hand, attention 



indicators, and MP4/M4A recording). Zoom Video Webinars can stream to YouTube and Facebook Live to reach an 



unlimited live audience. Panelists are full participants in the meeting. They can view and send video, screen share, 



annotate, and so forth. Panelist invitations are sent separately from the Webinar attendees. Webinar contents and 



screen sharing are secured using AES 256 and communicate over secured network using 256-bit encryption standard.



Registration Webinar



 ● Manually Approve Registration - The host of the Webinar will manually approve or decline whether a registrant 



receives the information to join the webinar.



 ● Automatically Approve Registrants - All registrants to the webinar will automatically receive information on how 



to join the webinar.



Registration-less Webinar



 ● One-Time - Attendees will join the webinar only once. After the webinar ends, attendees will not be able to use 



the same information to join the Webinar.



 ● Recurring - Attendees will be able to repeatedly join the same Webinar with the information provided.



Recording Storage



Zoom offers customers the ability to record and share their meetings, webinars, and Zoom Phone calls. Meetings and 



Webinar recordings can be stored on the host’s local device with the local recording option or Meetings, Webinars, 



and Zoom Phone calls can be stored in Zoom’s cloud with the Cloud Recording option (available to paying customers). 



Recordings stored locally on the host’s device can be encrypted if desired using various free or commercially available tools.



Cloud Recordings are processed and stored in Zoom’s cloud after the meeting has ended; these recordings can be 



password protected or available only to viewers logged in under a certain domain email. The recordings are stored 



in both video/audio format and audio only format. In-meeting chat messages, shared files and meeting transcripts 



can be optionally saved to Zoom’s cloud, where they are stored encrypted as well. The meeting host can manage 



their recordings through the secured web interface. Recordings can be downloaded, shared, or deleted. Zoom Phone 



voicemail recordings are processed and stored in Zoom’s cloud and can be managed through the secured Zoom client.



Zoom Rooms People Counting



Zoom Rooms people counting is a feature that is off by default, but can be turned on by room administrators. This 



feature allows administrators to view data around number of in-room meeting participants joined from Zoom Rooms. 
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This feature works by capturing images throughout the duration of the meeting. Images are temporarily stored on the 



Zoom Rooms local hard-drive and never sent to the cloud. Once the meeting ends, the locally-stored images are used 



to count the max number of visible in-room meeting participants. Throughout this process, face detection (without ties 



to personal information) is used to count individuals based on the images captured. Once the images are done being 



processed to capture the number of people, the images are permanently deleted. 



By enabling the participant count feature for Zoom Rooms, you acknowledge your obligation to comply with all laws and 



that it is your responsibility to ensure that you provide adequate notice to users that this feature is enabled and have 



gathered appropriate consent from data subjects in compliance with applicable recording and/or privacy regulations for 



both the collection and storage of this data. 



Privacy



Zoom only stores basic information under user account profile information:



 ● Email address



 ● User password - salted, hashed



 ● First name



 ● Last name



 ● Company name (optional to provide)



 ● Company phone number (optional to provide)



 ● Profile picture (optional to provide)



For more information about our privacy policy, visit https://zoom.us/privacy.



Billing Details



Zoom leverage a third-party, PCI-compliant partner to process payment and handle all aspects of billing. We do not 



store any user credit card information or billing information in our database.





https://zoom.us/privacy
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Security and Privacy Certifications



SOC2: 
The SOC 2 report provides third-party assurance that the design of Zoom, and our internal processes and controls, meet the 
strict audit requirements set forth by the American Institute of Certified Public Accountants (AICPA) standards for security, 
availability, confidentiality, and privacy. The SOC 2 report is the de facto assurance standard for cloud service providers.



TRUSTe: 
TRUSTe has certified the privacy practices and statement for Zoom and also will act as dispute resolution provider for privacy 
complaints. Zoom is committed to respecting your privacy. If you have an unresolved privacy or data use concern that we 
have not addressed satisfactorily, please contact our U.S.-based third-party dispute resolution provider (free of charge) at 
https://feedback-form.truste.com/watchdog/request.



EU-US Privacy Shield:
Zoom participates in and has certified its compliance with the EU-U.S. Privacy Shield Framework. Zoom has committed to 
subjecting all personal data received from European Union (EU) member countries, in reliance on the Privacy Shield 
Framework, to the Framework’s applicable principles. To learn more about the Privacy Shield Framework, visit the U.S. 
Department of Commerce’s Privacy Shield List https://www.privacyshield.gov/list.



FedRAMP:
Zoom is authorized to operate under The Federal Risk and Authorization Management Program (FedRAMP), a government-
wide program that provides a standardized approach to security assessment, authorization, and continuous monitoring for 
cloud products and services used by federal agencies.



Enterprise businesses, healthcare organizations, and educational institutions around the world use the Zoom platform everyday to connect their teams, grow 



their organizations, and change the world. Zoom places privacy and security as the highest priority in the lifecycle operations of our communications 



infrastructure and meeting connector networks. In addition, we strive to continually provide a robust set of security features to achieve our goal of providing the 



most efficient and secure video-first unified communications.





https://feedback-form.truste.com/watchdog/request


https://www.privacyshield.gov/list
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Mitigation 
Agencies are advised to update to the latest version of Zoom Client for Meetings for Windows 
and Mac immediately. Zoom contains multiple vulnerabilities, including 2 Zero-Days. 
 


Impact Summary 
The Zero-Day vulnerabilities in Mac OS are Privilege Escalation and Permission Bypass where 
a local user could take advantage of multiple insecure API implementations in the Zoom Client. 
The Zoom Client uses AuthorizationExecuteWithPrivileges that allows root access to launch 
unauthorized scripts. Zoom Client also fails to use a Hardened Runtime, so that an attacker can 
replace an existing Zoom library with a malicious one and possibly allow access to the webcam 
and mic. In the Zoom Client for Windows, clicking on a UNC hyperlink for a file share in the chat 
box exposes the users Windows credentials to the attacker through the SMB file sharing 
protocol. In addition, the UNC injects can also be used to execute local programs on the host 
when a link is clicked. 
 
Finally, there are specific user guidelines from Zoom regarding how to avoid incidents such as, 
Zoombombing. Users should not post meeting ID’s on Social Media and secure all meetings 
with a password. 
 


Sources & References 
● https://blog.zoom.us/wordpress/2020/04/01/a-message-to-our-users/ 
● https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-cre


dentials-run-programs-via-unc-links/ 
 


 
 
 


 
 



https://zoom.us/download

https://blog.zoom.us/wordpress/2020/03/20/keep-the-party-crashers-from-crashing-your-zoom-event/

https://blog.zoom.us/wordpress/2020/04/01/a-message-to-our-users/

https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-credentials-run-programs-via-unc-links/

https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-windows-credentials-run-programs-via-unc-links/
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Zoom helps businesses and organizations bring their teams together in a frictionless environment to get more done. Our 


easy, reliable cloud platform for video, voice, content sharing, and chat runs across mobile devices, desktops, telephones, 


and room systems.


Zoom places security as the highest priority in the operations of its suite of products and services. Zoom strives to 


continually provide a robust set of security features and practices to meet the requirements of businesses for safe and 


secure collaboration.


The purpose of this document is to provide information on the security features and functions that are available with 


Zoom. The reader of this document is assumed to be familiar with Zoom functionalities related to meetings, webinars, 


chat, file sharing, and voice calling.


Unless otherwise noted, the security features in this document apply across the product suite of Zoom Meetings, Zoom 


Video Webinars, Zoom Rooms, and Zoom Voice, across supported mobile, tablet, desktop, laptop, and SIP/H.323 room 


system endpoints.


Infrastructure 
The Zoom cloud is a proprietary global network that has been built from the ground up to provide quality 


communication experiences. Zoom operates in a scalable hybrid mode; web services providing such functions as 


meeting setup, user management, conference recordings, chat transcripts, and voice mail recordings are hosted in the 


cloud, while real time conference media is processed in globally distributed tier-1 colocation data centers with SSAE 16 


SOC 2 Type 2 certifications.


Realtime Media Processing


A distributed network of low-latency multimedia software routers connects Zoom’s communications infrastructure. 


With these multimedia routers, all session data originating from the host’s device and arriving at the participants’ 


devices is dynamically routed between endpoints. Zoom real-time sessions operate analogously to the popular mobile 


conversation over the public mobile network.
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Firewall Compatibility


During session setup, the Zoom client connects via HTTPS (port 443/TLS) to Zoom servers to obtain information 


required for connecting to the applicable meeting or webinar, and to assess the current network environment such as 


the appropriate multimedia router to use, which ports are open and whether an SSL proxy is used.  With this metadata, 


the Zoom client will determine the best method for real time communication, attempting to connect automatically using 


preferred udp and tcp ports 8801, 8802, and 8804. For increased compatibility and support of enterprise SSL proxies, 


connection can also be made via HTTPS (port 443/TLS). An HTTPS connection is also established for users connecting 


to a meeting via the Zoom web browser client.


Client Application 
Role-based user security


The following pre-meeting security capabilities are available to the meeting host:


 ● Enable an end-to-end (E2E) encrypted meeting


 ● Secure log-in using standard username and password or SAML single sign-on


 ● Start a secured meeting with password


 ● Schedule a secured meeting with password


Selective meeting invitation: The host can selectively invite participants via email, IM, or SMS. This provides greater 


control over the distribution of the meeting access information. The host can also create the meeting to only allow 


members from a certain domain email to join.


Meeting Details Security: Zoom retains event details pertaining to a session for billing and reporting purposes. The 


event details are stored at the Zoom secured database and are available to the customer account administrator for 


review on the customer portal page once they have securely logged-on.


Application security: Zoom can encrypt all presentation content at the application layer using the Advanced Encryption 


Standard (AES) 256-bit algorithm.


Zoom client group policy controls: Specifically applicable to the Zoom Meetings client for Windows and Zoom Rooms 


for Windows, administrators can define a broad set of client configuration settings that are enforced through Active 


Directory group policy controls.


E2E Chat Encryption: Zoom E2E chat encryption allows for a secured communication where only the intended recipient 


can read the secured message. Zoom uses public and private key to encrypt the chat session with Advanced Encryption 


Standard (AES-256). Session keys are generated with a device-unique hardware ID to avoid data being read from other 


devices. This ensures that the session can not be eavesdropped on or tampered with.
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Meeting Security 
Role-based user security


The following in-meeting security capabilities are available to the meeting host:


 ● Secure a meeting with E2E encryption


 ● Waiting Room


 ● Enable wait for host to join


 ● Expel a participant or all participants


 ● End a meeting


 ● Lock a meeting


 ● Chat with a participant or all participants


 ● Mute/unmute a participant or all participants


 ● Screen share watermarks


 ● Audio signatures


 ● Enable/disable a participant or all participants to record


 ● Temporary pause screen-sharing when a new window is opened


The following in-meeting security capabilities are available to the meeting participants:


 ● Mute/unmute audio


 ● Turn on/off video


 ● Blur snapshot on iOS task switcher


Host and Client authenticated meeting: A host is required to authenticate (via https) to the Zoom site with their user 


credentials (ID and password) to start a meeting. The client authentication process uses a unique per-client, per-session 


token to confirm the identity of each participant attempting to join a meeting. Each session has a unique set of session 


parameters that are generated by Zoom. Each authenticated participant must have access to these session parameters 


in conjunction with the unique session token in order to successfully join the meeting.


Open or password protected meeting: The host can require the participants to enter a password before joining the 


meeting. This provides greater access control and prevents uninvited guests from joining a meeting.


Edit or delete meeting: The host can edit or delete an upcoming or previous meeting. This provides greater control over 


the availability of meetings.


Host controlled joining meeting: For greater control of meeting, the host can require participants to only join the 


meeting after the host has started it. For greater flexibility, the host can allow participants to join before the host. When 


joining before the host, participants are restricted to a 30-minute meeting.
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In-meeting security: During the meeting, Zoom delivers real-time, rich-media content securely to each participant 


within a Zoom meeting. All content shared with the participants in a meeting is only a representation of the original 


data. This content is encoded and optimized for sharing using a secured implementation as follows:


 ● Is the only means possible to join a Zoom meeting


 ● Is entirely dependent upon connections established on a session-by-session basis


 ● Performs a proprietary process that encodes all shared data


 ● Can encrypt all screen sharing content using the AES 256 encryption standard


 ● Can encrypt the network connection to Zoom using 256-bit TLS encryption standard


 ● Provides a visual identification of every participant in the meeting


Host controlled joining meeting


Authentication methods include single sign-on (SSO) with SAML or OAuth.


With SSO, a user logs-in once and gains access to multiple applications without being prompted to log-in again at each 


of them. Zoom supports SAML 2.0 which enables web-based authentication and authorization including SSO. SAML 2.0 


is an XML-based protocol that uses security tokens containing assertions to pass information about a user between a 


SAML authority (an identity provider) and a web service (such as Zoom). Zoom works with Exchange ADFS 2.0 as well 


as enterprise identity management such as Centrify, Fugen, Gluu, Okta, OneLogin, PingOne, Shibboleth, Symplified, and 


many others. Zoom can map attributes to provision a user to different group with feature controls.


OAuth-based provisioning works with Google or Facebook OAuth for instant provisioning. Zoom also offers an API call 


to pre-provision users from any database backend.


Additionally, your organization or university can add users to your account automatically with managed domains. Once 


your managed domain application is approved, all existing and new users with your email address domain will be added 


to your account.


Administrative Controls 
The following security capabilities are available to the account administrator:


 ● Secure login options using standard username and password or SAML SSO


 ● Add user and admin to account


 ● Upgrade or downgrade user subscription level


 ● Delete user from account


 ● Review billing and reports


 ● Manage account dashboard and cloud recordings
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Special Security Features/Options API 
APIs are available for integrating Zoom with custom customer applications and third party applications. Each customer 


account may include API integration key credentials managed by the customer account admin. API calls are transmitted 


securely over secure web services and API authentication is required.


Meeting Connector


Zoom Meeting Connector is a hybrid cloud deployment method, which allows a customer to deploy a Zoom multimedia 


router (software) within the customer’s internal network.


User and meeting metadata are managed in Zoom communications infrastructure, but the meeting itself is hosted 


in customer’s internal network. All real-time meeting traffic including audio, video, and data sharing go through the 


company’s internal network. This leverages your existing network security setup to protect your meeting traffic.


When customers choose a hybrid deployment, they have the option to segment by type of user where Pro and Free 


(Basic) user types will use the cloud, and Business and Enterprise user types will use the on-premise.


If on-premise is offline, the meeting will automatically revert to the cloud. Both our cloud and on-premise solutions are 


designed with failover and load balancing mechanisms when deployed.


Zoom Rooms


Zoom Rooms is Zoom’s software-based conference room system. It features video and audio conferencing, wireless 


content sharing, and integrated calendaring running on off-the-shelf hardware. Communications are established using 


256-bit TLS encryption and all shared content is encrypted using AES-256 encryption. The Zoom Rooms app is secured 


with App Lock Code. The App Lock Code for Zoom Rooms is a required 1-16 digit numeric lock code that is use to 


secure your Zoom Rooms application. This prevents unauthorized changes to your Zoom Rooms application and settings 


on your accompanying hardware.


Zoom Chat 


Persistent, cross-platform chat is a feature of Zoom Meetings that enables users to chat and share files 1-1 or in groups. 


Users can click “Meet” from any chat to start an instant Zoom video meeting with the group participants. Chat can be 


encrypted for HIPAA-compliant settings.


Zoom Phone


Zoom Phone is a cloud phone system available as an add-on to Zoom’s platform. Support for inbound and outbound 


calling through the public switched telephone network (PSTN) and seamlessly integrated telephony features enable 


customers to replace their existing PBX solution and consolidate all of their business communication and collaboration 


requirements into their favorite video platform.
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Utilizing standards-based Voice-over-Internet-Protocol (VoIP) to deliver best in class voice services, Zoom Phone delivers 


a secure and reliable alternative to traditional on-premise PBX solutions. Call setup and in-call features are delivered via 


Session Initiation Protocol (SIP).  While leveraging OPUS as the preferred codec to ensure the highest quality possible, 


Zoom Phone also supports additional industry standard codecs G.722, G.711, and G.729 for media transcoding.


Authentication


 ● Zoom Phone SIP registration authenticates using AES-128 bit TLS 1.2 encryption 


Media Encryption


 ● VoIP media is transported and protected by Secure Real-time Transport Protocol (SRTP) with AES-128 


encryption


Private Network Peering


 ● Zoom has established direct private network peering links between Zoom Phone data centers and Zoom 


Phone PSTN service provider networks to ensure maximum protection.


Emergency Calling


 ● Zoom Phone supports E911 (USA/CAN) enhanced emergency services to provide caller location to the 


local Public Safety Answering Point (PSAP) as required by law.  Originating call location addresses can be 


defined and assigned at the account and individual user level.


 ● Emergency calls made from the Zoom mobile app on iOS and Android smartphones will automatically 


default to the mobile device’s native outbound cellular calling feature and bypass the Zoom Phone service 


to directly route the emergency call to the mobile network operator’s PSAP. 


 ● Zoom Phone administrators may optionally choose to automatically intercept and reroute emergency calls 


to internal response teams.


Toll Fraud


 ● Zoom Phone prevents toll fraud through access control and automated detection capabilities.   Our security 


department actively monitors customers’ accounts to detect irregular calling patterns and will notify 


customers of potential fraudulent activities.


Calling Black Lists


 ● Customizable global and personal black lists allow users and administrators to easily add and manage 


blocked phone numbers


Invoking Elevate-to-Meeting feature


 ● When elevating a Zoom Phone call to a Zoom Meeting, all available Zoom Meeting security features will 


then apply to the interaction.
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Zoom Video Webinars


In Zoom Video Webinars, up to 100 video panelists can present with video, audio, and screen sharing with up to 


10,000 view-only attendees. These webinars feature registration options, reporting, Q/A, polling, raise hand, attention 


indicators, and MP4/M4A recording). Zoom Video Webinars can stream to YouTube and Facebook Live to reach an 


unlimited live audience. Panelists are full participants in the meeting. They can view and send video, screen share, 


annotate, and so forth. Panelist invitations are sent separately from the Webinar attendees. Webinar contents and 


screen sharing are secured using AES 256 and communicate over secured network using 256-bit encryption standard.


Registration Webinar


 ● Manually Approve Registration - The host of the Webinar will manually approve or decline whether a registrant 


receives the information to join the webinar.


 ● Automatically Approve Registrants - All registrants to the webinar will automatically receive information on how 


to join the webinar.


Registration-less Webinar


 ● One-Time - Attendees will join the webinar only once. After the webinar ends, attendees will not be able to use 


the same information to join the Webinar.


 ● Recurring - Attendees will be able to repeatedly join the same Webinar with the information provided.


Recording Storage


Zoom offers customers the ability to record and share their meetings, webinars, and Zoom Phone calls. Meetings and 


Webinar recordings can be stored on the host’s local device with the local recording option or Meetings, Webinars, 


and Zoom Phone calls can be stored in Zoom’s cloud with the Cloud Recording option (available to paying customers). 


Recordings stored locally on the host’s device can be encrypted if desired using various free or commercially available tools.


Cloud Recordings are processed and stored in Zoom’s cloud after the meeting has ended; these recordings can be 


password protected or available only to viewers logged in under a certain domain email. The recordings are stored 


in both video/audio format and audio only format. In-meeting chat messages, shared files and meeting transcripts 


can be optionally saved to Zoom’s cloud, where they are stored encrypted as well. The meeting host can manage 


their recordings through the secured web interface. Recordings can be downloaded, shared, or deleted. Zoom Phone 


voicemail recordings are processed and stored in Zoom’s cloud and can be managed through the secured Zoom client.


Zoom Rooms People Counting


Zoom Rooms people counting is a feature that is off by default, but can be turned on by room administrators. This 


feature allows administrators to view data around number of in-room meeting participants joined from Zoom Rooms. 
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This feature works by capturing images throughout the duration of the meeting. Images are temporarily stored on the 


Zoom Rooms local hard-drive and never sent to the cloud. Once the meeting ends, the locally-stored images are used 


to count the max number of visible in-room meeting participants. Throughout this process, face detection (without ties 


to personal information) is used to count individuals based on the images captured. Once the images are done being 


processed to capture the number of people, the images are permanently deleted. 


By enabling the participant count feature for Zoom Rooms, you acknowledge your obligation to comply with all laws and 


that it is your responsibility to ensure that you provide adequate notice to users that this feature is enabled and have 


gathered appropriate consent from data subjects in compliance with applicable recording and/or privacy regulations for 


both the collection and storage of this data. 


Privacy


Zoom only stores basic information under user account profile information:


 ● Email address


 ● User password - salted, hashed


 ● First name


 ● Last name


 ● Company name (optional to provide)


 ● Company phone number (optional to provide)


 ● Profile picture (optional to provide)


For more information about our privacy policy, visit https://zoom.us/privacy.


Billing Details


Zoom leverage a third-party, PCI-compliant partner to process payment and handle all aspects of billing. We do not 


store any user credit card information or billing information in our database.



https://zoom.us/privacy
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Security and Privacy Certifications


SOC2: 
The SOC 2 report provides third-party assurance that the design of Zoom, and our internal processes and controls, meet the 
strict audit requirements set forth by the American Institute of Certified Public Accountants (AICPA) standards for security, 
availability, confidentiality, and privacy. The SOC 2 report is the de facto assurance standard for cloud service providers.


TRUSTe: 
TRUSTe has certified the privacy practices and statement for Zoom and also will act as dispute resolution provider for privacy 
complaints. Zoom is committed to respecting your privacy. If you have an unresolved privacy or data use concern that we 
have not addressed satisfactorily, please contact our U.S.-based third-party dispute resolution provider (free of charge) at 
https://feedback-form.truste.com/watchdog/request.


EU-US Privacy Shield:
Zoom participates in and has certified its compliance with the EU-U.S. Privacy Shield Framework. Zoom has committed to 
subjecting all personal data received from European Union (EU) member countries, in reliance on the Privacy Shield 
Framework, to the Framework’s applicable principles. To learn more about the Privacy Shield Framework, visit the U.S. 
Department of Commerce’s Privacy Shield List https://www.privacyshield.gov/list.


FedRAMP:
Zoom is authorized to operate under The Federal Risk and Authorization Management Program (FedRAMP), a government-
wide program that provides a standardized approach to security assessment, authorization, and continuous monitoring for 
cloud products and services used by federal agencies.


Enterprise businesses, healthcare organizations, and educational institutions around the world use the Zoom platform everyday to connect their teams, grow 


their organizations, and change the world. Zoom places privacy and security as the highest priority in the lifecycle operations of our communications 


infrastructure and meeting connector networks. In addition, we strive to continually provide a robust set of security features to achieve our goal of providing the 


most efficient and secure video-first unified communications.



https://feedback-form.truste.com/watchdog/request

https://www.privacyshield.gov/list






3-20-20 Resources for Supervising Remote Employees 


SOURCE TOPIC LINK AUDIENCE


Forbes - article by David 
Rock and Khalil Smith


The Science of Virtual Work and How 
it Can Make Life Easier for Everyone


https://www.forbes.com/sites/davidrock/202
0/03/17/the-science-of-virtual-work-and-
how-it-can-make-life-easier-for-
everyone/?utm_campaign=NLI%20Weekly%
20Digests&utm_source=hs_email&utm_medi
um=email&utm_content=84988734&_hsenc
=p2ANqtz-
8UXaBdBw8JZo3NRotvdMcOQLPbs5_kkbVQ9
f8bx1rNv2ejFrhrVptWJWfoFpW34HgGPMSYd
HUpQQ8VPKQMT0g6xURowA&_hsmi=84988
734#2ebd89c40039


All


Harvard Business Review A Guide to Managing Your (Newly) 
Remote Workers


https://hbr.org/2020/03/a-guide-to-
managing-your-newly-remote-workers Supervisors


Gallup Covid 19 Has My Teams Working 
Remotely: A Guide For Leaders


https://www.gallup.com/workplace/288956/
covid-teams-working-remotely-guide-
leaders.aspx


Supervisors


BBC How to Work From Home the Right 
Way


https://www.bbc.com/worklife/article/20200
312-coronavirus-covid-19-update-work-from-
home-in-a-pandemic


All


Forbes
Leading Remote Workers: The 
Coronavirus' Impact on Effective 
Management


https://www.forbes.com/sites/jasonwingard/
2020/03/13/team-working-at-home-because-
of-coronavirus-heres-how-to-lead-them-
effectively/#648cf9923162


Supervisors


Author Yael Zofi Managing Virtual Teams 
http://www.yaelzofi.com/managing-virtual-
teams-blog/ Supervisors


Chelsea Mize How To Supervise Remote Workers 
Without Micromanaging


https://www.repsly.com/blog/field-team-
management/how-to-supervise-remote-
workers-without-micromanaging


Supervisors


Mary Atamaniuk
Breaking the Ice: How to Stop 
Micromanaging Your Remote 
Employees


https://youteam.io/blog/how-to-stop-
micromanaging-remote-employees/


Supervisors



https://www.forbes.com/sites/davidrock/2020/03/17/the-science-of-virtual-work-and-how-it-can-make-life-easier-for-everyone/?utm_campaign=NLI%20Weekly%20Digests&utm_source=hs_email&utm_medium=email&utm_content=84988734&_hsenc=p2ANqtz-8UXaBdBw8JZo3NRotvdMcOQLPbs5_kkbVQ9f8bx1rNv2ejFrhrVptWJWfoFpW34HgGPMSYdHUpQQ8VPKQMT0g6xURowA&_hsmi=84988734#2ebd89c40039
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https://www.bbc.com/worklife/article/20200312-coronavirus-covid-19-update-work-from-home-in-a-pandemic
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3-20-20 Resources for Supervising Remote Employees 


Sarah Goff-Dupont 5 Tips for Ramping Up on Remote 
Work in a Hurry


https://www.careercontessa.com/advice/ra
mping-up-remote-
work/?utm_source=sunday&utm_medium=e
mail&utm_campaign=newsletter&utm_conte
nt=0322


All


Jacquelyn Smith How to Succeed at Working From 
Home


https://www.forbes.com/sites/jacquelynsmit
h/2012/08/16/how-to-succeed-at-working-
from-home/#45c9ac29281d


All


Career Contessa Managing Remotely - What To Do and 
What Not To Do https://www.careercontessa.com/advice/rem


ote-management/


Supervisors


The Oxford Group Ten Tips To Make a Virtual Workforce 
A Successful Team


https://www.oxford-group.com/insights/ten-
tips-make-virtual-workforce-successful-
team?utm_campaign=Global%20-
%20Oxford%20Group%20Newsletter&utm_
medium=email&_hsenc=p2ANqtz-
9gXup8QizvoryKcGJTJlLk5x5pNK1eBrsm6yH
Kquw-
GS8YhfoDnntfLahzi85FkX8x7p1T&utm_sourc
e=hs_email&hsCtaTracking=26a1b56e-cd03-
45e6-a58c-883963a28086%7C2123be2c-
5522-4fad-ad79-10e2505565d0


All


Forbes Coaches Council Top 15 Tips To Effectively Manage 
Remote Employees


https://www.forbes.com/sites/forbescoaches
council/2018/05/30/top-15-tips-to-
effectively-manage-remote-
employees/#54808952503c
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T H I S  I N F O R M A T I O N  C O M E S  T O  Y O U  F R O M  T H E 


—  T H E  N E W  Y O R K  C I T Y  D E P A R T M E N T  O F  C O R R E C T I O N  —


Tips for Working from  
Home with Children


We CARE - We need YOU - We thank YOU - And we will get through this TOGETHER


1. Call a family meeting and 
explain to your children 
that you need to focus 
during work hours.  


2. Set ground rules for 
your workspace, such 
as knocking before 
coming into your office 
or respecting quiet time 
between certain hours. 


3. Set priorities for them for 
each day. 


4. Create a daily schedule. 
Frontload the day with 
essential tasks.  


5. Create routines for them 
(get up, have breakfast, get 
dressed, etc.). 


6. Have dinner together and 
discuss the day. 


7. Try to work your tasks 
into their schedule – for 
example if you need quiet 
time for reading, try and do 
it when they’re napping. 


8. Chunk their work into 
30-minute periods. After 30 
minutes, children tend to 
lose focus.








T H I S  I N F O R M A T I O N  C O M E S  T O  Y O U  F R O M  T H E 


—  T H E  N E W  Y O R K  C I T Y  D E P A R T M E N T  O F  C O R R E C T I O N  —


Tips for Working from Home


We CARE - We need YOU - We thank YOU - And we will get through this TOGETHER


1.	 Create	a	dedicated	space	specifically	for	working.
2.	 Become	aware	of	your	most	productive	times	of	the	day	and	build	your	work	


schedule	around	them.
3.	 Set	real	work	hours.	You	should	have	a	start	time	and	an	end	time.	


Communicate	your	work	hours	to	your	boss	and	team	members.	Discuss	
how	they	can	reach	you	if	you’re	needed	after/before	hours.


4.	 Use	a	planner/digital	calendar	or	Outlook	calendar	to	keep	track	of	your	
meetings/appointments.


5.	 Dress	for	work	as	though	you	were	going	to	your	office.	While	you	do	not	
need	to	dress	up	in	business	formal	attire	if	you	are	working	from	home,	you	
should	take	the	time	to	shower,	brush	your	teeth	and	get	ready	for	the	day.	


6.	 Remember	to	allow	yourself	time	throughout	the	day	for	quick	breaks	such	
as	stretching	or	going	for	a	walk,	preparing	a	snack,	etc.	


7.	 Eat	healthy	meals	and	snacks	to	maintain	your	energy	and	overall	well-
being.


8.	 Avoid	isolation.	Check	in	with	co-workers	regularly.
9.	 Plan	out	what	you’re	going	to	do	for	the	day	beforehand.	Commit	to	an	


agenda	but	also	be	flexible	knowing	that	it	may	change	as	your	work	
demands	change.


10.	 Communicate	with	people	who	may	be	home	with	you.	Let	them	know	your	
expectations	and	needs.


11.	 Avoid	social	media	–	it’s	a	time	suck.
12.	 Don’t	eat	meals	at	your	workspace.	Keep	a	water	bottle	or	cup	of	coffee	


handy	but	eat	your	meals	in	the	kitchen	or	dining	room.	
13.	 Chunk	your	work	into	90-minute	periods.	After	90	minutes	we	tend	to	lose	


focus.
14.	 Celebrate	success	at	the	end	of	the	day,	write	up	what	you	did	for	the	day	


and	map	out	a	plan	what	you	want	to	achieve	for	tomorrow	
15.	 Don’t	overdose	on	the	news.	
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