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[Note: While there are a number of New York and federal laws, rules and regulations applicable to the District Management Association that require it to retain specified records and documents for varying periods of time, these is no legal requirement as such that requires it to adopt a Records Retention Policy. Adoption of such a policy is considered to be a “best corporate governance practice” and is highly recommended]


1.	Purpose and Objectives

The purpose of this policy is to provide general guidelines for the identification, retention, storage, protection, and disposal of the District Management Association’s records consistent with legal and business requirements.  Failure to comply with these record retention guidelines can cause negative consequences, including excess storage costs and inability to locate records that are needed.  In addition, adherence to these guidelines will assist District Management Association in complying with legal requirements, attorney-client obligations, and in responding to subpoenas and document demands. All employees are responsible for ensuring that accurate and complete records are identified, retained, stored, protected, and destroyed in accordance with these guidelines.

2.	Definitions

	As set forth in this policy, the following terms are intended to be interpreted consistent with the definitions below:

· "employee records": All records pertaining to the hiring and employment of the District Management Association's employees that are (a) original documents or (b) non-original documents, copies of which are not also in the possession of the employee; 

· "organization records": all records maintained by the District Management Association, whether in paper or electronic form, that are not employee records, including, but not limited to (i) writings of any kind, including, for example, correspondence, reports, memoranda, notes, drafts, diaries, and calendars, and (ii) information kept in all media forms including, for example, paper, microfilm, microfiche, tapes, cartridges, diskettes, hard drives, and electronic records, such as e-mail and computer files.;

· "active records": records maintained by the District Management Association that are necessary for ongoing management or program activities of the District Management Association of any nature; 

· "inactive records": records that pertain to management or program activities of the District Management Association that are not ongoing. 

· "documents": records existing in paper form, whether employee or organizational records.

· "electronic records":  records in digital form, whether maintained on file servers, in e-mail storage, as a part of any database, or in any other non-paper format.

 
3.	General Statement of Policy

It is the District Management Association’s policy to maintain records for so long as is necessary to (a) comply with all legal obligations; and (c) meet the District Management Association's business needs.  In general, records are to be retained for the period of their active use plus the periods specified in these policies, unless longer retention is required for historical reference, contractual, legal or regulatory requirements, or for other purposes as set forth herein.  Inactive records shall be destroyed in an appropriate manner upon the expiration of the periods of retention set forth in these policies.  However, any records that may reasonably be used in or may reasonably be relevant to an actual, pending or reasonably anticipated official proceeding, legal proceeding, investigation, lawsuit, inquiry or audit, including any appeal thereof (a “legal proceeding”) will be carefully preserved and maintained for the duration of the legal proceeding, in addition to any retention period set forth in this policy.


4.	Employee records

At such time as such records become inactive records or following the termination of his or her employment, whichever is earlier, all employee records shall be returned to the employee to whom they pertain, with photocopies of those records retained as organization records for any period of retention set forth in these policies.  

 5.	Organization records; Documents 

All organization records in paper form shall be retained for a period of seven (7) years after the date upon which they become inactive, unless a longer period of retention is required pursuant to this policy. Annually, records for which the seven year retention period has expired shall be destroyed in an appropriate manner, preventing the misappropriation of confidential client information or information regarding financial, personnel, or other sensitive information pertaining to the District Management Association's programs and activities.  

Notwithstanding the foregoing,

	(a)  all information relating to any complaints or charges brought before a federal, 	state, or local governmental agency, whistleblower or other internal complaint, 	personnel records pertaining to a complaint, charge, compliance action, or 	enforcement action, and all litigation documents (e.g., briefs, correspondence, 	discovery materials, pleadings, notes 	and research, etc.) shall be retained until 	final disposition, including any appeals; and.

	(b) all records necessary for the conduct of the District Management Association's 	business shall remain active records, including, but not limited to, records that: 
		(1) 	are essential to continued operations; 						(2) 	are essential to the District Management Association’s legal and 
			financial status; 									(3) 	contain secret processes, formulas, or innovations which are not 				registered elsewhere or are otherwise related to trade secrets and 				other confidential matters; 								(4) 	are related to the District Management Association’s ownership of 				assets that would otherwise would be difficult or impossible to 				establish; or 										(5) 	are retained pursuant to a final determination or legal judgment in 				a legal proceeding. 								These records include, but are not limited to, the District Management 	Association's certificate of incorporation (and all amendments), the District 	Management Association's bylaws (and all 	amendments), the District	Management Association's filings with government agencies, the District 	Management Association's annual financial statements, the District Management 		Association's copyright and trademark registration documents, and final legal 		judgments, settlement papers and releases pertaining to legal claims or actions in 	which the District Management Association was a party, the District Management 	Association's IRS determination letters and all correspondence relating to its tax-	exempt status,  minutes of meetings of the District Management Association's 	Board of Directors and Committees of the Board , the District Management 	Association's deeds, leases, mortgage and note agreements, and records pertaining 	to the District Management Association's merger or combination with any other entity.

6. 	Organization records: Electronic records	

[to be appropriately revised to conform to each District Management Association’s unique electronic record retention practices]

The District Management Association maintains three main categories of electronic records; they are emails, file server records, and database records:

· Emails and their attachments that are stored in employees' Inboxes, including any Inbox subfolders that employees may create, remain in that location for six months.  An automatic archiving routine runs periodically that sweeps all emails older than six months into users' Archives folders, where they are stored for an additional six months.  The same archiving routine automatically deletes any emails in employees' Archives folders that are a total of twelve months old.  Employees who deem particular emails and their attachments as employee or organizational records which therefore require longer-term storage should save copies of them in a suitable location, such as on the file server or in a paper file in printed form.  Such records then become subject to the retention policy as set forth in this policy.

Emails and attachments that are deleted through the automatic archiving routine or that employees elect to delete manually are deleted permanently and cannot in general be retrieved (but see backup section below).

Upon termination of employment, the contents of employees' Inbox and Archives folders are copied to removable media, where they are retained for a period of at least one year.

· File server records include electronic documents that are stored on the main file server, employees' "My Documents" folders, and employees' "Desktops."  File server records that are not deleted by employees are stored indefinitely.  However, the District Management Association's storage capacity requires that file server records not directly related to the District Management Association work, multiple copies of the same file server documents, paper documents scanned solely for the purpose of electronic transmission, and nonessential early drafts of finished work product be purged routinely.  Periodically, inactive file server records are shifted to the file server's Archive volume in order to facilitate file searches and browsing.  File server records stored in the Archive volume are subject to the same records retention policy as those that reside on the main file server.

File server records that are deleted by employees, whether accidentally or on purpose, may be retrieved from the file server's protection system upon request to administration staff, provided such request is made within thirty days of deletion.

· Database records are records stored in the District Management Association's database system.  Due to the importance of historical data, it is the District Management Association policy that database records be stored indefinitely.  The sole exception to this policy is that duplicate database records created through user error should be merged, if appropriate, and the duplicate data then deleted.

Backups of Electronic Records are performed nightly.  The oldest complete backup that exists is not typically more than three months old.  

The backup procedure exists primarily to enable recovery from catastrophic data loss, but is occasionally used for retrieval of accidentally deleted electronic records that have not been adequately captured by the file server's protection system.

Electronic records that employees store on their workstations' hard drives are not backed up and are not covered by any record retention policy set forth herein. In the event of workstation malfunction or obsolescence, such hard drives are routinely reformatted, and therefore erased, without regard to any electronic records that may be stored therein.

7.	Responsibility for Implementation

The Executive Director of the District Management Association shall have overall responsibility for implementing, monitoring, and administering this policy.  The Executive Director is specifically responsible for:

· Providing a copy of this policy to all employees involved in the implementation and maintenance of this policy and providing an opportunity to all such employees to ask questions about this policy.

· Developing and maintaining a comprehensive inventory of all records stored in offsite location(s) and ensuring that all organization records are properly labeled. A storage inventory form is attached as Appendix A.
· 
· Ensuring that all records that may reasonably be used in or may reasonably be relevant to an actual, pending or reasonably anticipated legal proceeding are carefully preserved and maintained for the duration of the legal proceeding. 

· Identifying and safeguarding records during the periods of their retention in accordance with this policy.

· Restricting access to organization records that are deemed by the Executive Director of the District Management Association as sensitive or confidential on a need-to-know basis and in accordance with applicable state and federal laws and regulations.

The Executive Director may designate to one or more employees the responsibilities under these record retention guidelines as necessary, advisable or appropriate.  The District Management Association shall update these record retention guidelines from time to time as reasonably required.

The Executive Director may from time to time notify the District Management Association’s staff in writing of changes with respect to retention guidelines. Such written notices shall be deemed to be incorporated into and a part of this policy and shall supersede any retention guidelines set forth in this Policy to the extent provided in such written notices. 
	




8.	Records, Storage and Labeling

The District Management Association will maintain storage areas for records, including appropriate storage mechanisms for electronic records, for which the retention periods have not expired pursuant to this policy.  
 
Records storage containers should be labeled in sufficient detail to facilitate prompt and accurate content identification of the organization records, other than electronic records. 

Confidential records shall be maintained in accordance with the District Management Association’s confidentiality policy or, if no such policy exists, in a manner reasonably designed to protect their confidential nature.

9.	Records Review and Disposal

The Executive Director will review the records inventory chart attached as Appendix A annually to determine which records, in his or her sole business judgment, should be disposed of in accordance with the applicable retention periods.  The Executive Director may rely solely on the records inventory chart in making decisions on disposal of records and is not obligated to search through records or boxes placed in storage or those that are stored in the District Management Association’s offices.  Any disposal of records must be approved by the Executive Director in accordance with this policy.

Upon an employee’s termination of employment, the Executive Director will meet with the departing employee and request the return of all organization records in the departing employee’s possession, including hard copy and electronic records.  The Executive Director and, if the employee has another supervisor, the employee’s supervisor will review, retain, and dispose of those records as appropriate in accordance with this policy. 

10.	Reporting Violations

Employees are encouraged to and should report any situation in which they reasonably believe another employee of the District Management Association may not be adhering to this Policy or any other situation in which they reasonably believe this policy is not being observed.  Such reports should be made to the Executive Director unless the report directly or indirectly involves the Executive Director, in which case the employee may report the situation in a manner consistent with the District Management Association’s Organization’s whistleblower policy, if appropriate.




APPENDIX A


STORAGE INVENTORY CHART

[NOTE: The first two entries in the chart, below, are examples for illustrative purposes only]

	Box #/File #
	Contents
	Location
	Retention Period
	Retention Expiration Date
	Disposal Date
	Notes

	Box #21
	Receipts for Office Supply Purchases - 2007 -2012
	ABC Storage, Maspeth, NY

	7 years 
	January 2020
	To be entered when disposal takes place
	Box is in Room 4, shelf 6-C in ABC’s warehouse

	File # 7A
	Certificate of Incorporation, Bylaws (inclusive of amendments in chronological order) and IRS tax-exemption letter
	File Cabinet #2 in Executive Director’s office
	Permanent
	Not applicable
	Not Applicable
	If cabinet is locked, see Ellen for access

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



