ONLY CANDIDATES WHO POSSESS THE CISCO CERTIFIED SECURITY PROFESSIONAL
CERTIFICATION WILL BE CONSIDERED FOR THIS POSITION.

Appointments are subject to Office of Management and Budget (OMB) approval.
Office of Chief Medical Examiner
CITYWIDE JOB VACANCY NOTICE

Civil Service Title: Certified IT Administrator (WAN) Level: 1I—-1V

Title Code No: 13642 Salary: $66,551 (New employee), $76,534 (Two year
rate), $116,368 (Maximum)

Office Title: Senior Information Security Engineer Work Location: 421 East 26" Street, New York City —
Travel Citywide

Division/Work Unit: IT Operations & Service Number of Positions: 1

Hours/Shift: 35 Hours per week over a seven-day period; may include evenings, weekends & holidays.*

JOB DESCRIPTION:

Responsibilities will include: perform configurations, modifications and troubleshooting to firewalls, Intrusion detection
systems, security management systems, security Network admission control systems; perform configurations and
recommendations with network/ |OS security; define and troubleshoot site to site VPN connections; network packets
tracing tools will be used to debug and analyze network traffic flow;

*Due to the necessary technical support duties of this position, candidate will be required to work at various agency
locations throughout the City of New York and work various shifts such as weekends and/or evening shifts.

QUALIFICATION REQUIREMENTS:

Professional/vendor certification(s) in wide area network administration that is required
Required Vendor Certification: Cisco Certified Security Professional

In addition, all candidates must have the following:

1. A baccalaureate degree from an accredited college and two years of satisfactory, full-time (not classroom based)
experience in wide area network planning, design, configuration, installation, troubleshooting, integration,
performance monitoring, maintenance, enhancement, and security management; or

2. A four-year High School diploma or its educational equivalent and four years of experience as described in “1”
above; or

3. Education and experience equivalent to "1" or "2" above. However, all candidates must have at least a four-year
high school diploma or its educational equivalent and must possess at least four years of experience as described in
"1" above.

NOTE: In addition to meeting the minimum qualification requirements, incumbents may be required to update existing
and/or obtain additional professional industry-standard certification(s) for current and future technical environment(s)
in which they may be assigned to work as determined by the employing agency.

PREFERRED SKILLS:

The preferred candidate should have the following: A minimum of four (4) years of hands on experience working with Cisco PIX
firewalls; experience with Cisco FWSM blades and Cisco ASA 5500 series; experience with Cisco IPS appliances and IDSM
blades; experience with Cisco Security manager and Cisco CS-MAR; experience with Cisco Network Admission control systems
(NAC); experience should also include good understanding and support of Cisco internetworking devices and technologies.

TO APPLY, PLEASE SUBMIT RESUME TO:
Ethelda Harris
Recruitment Coordinator
Office of Chief Medical Examiner
520 First Avenue
New York, NY 10016
Fax: 212-323-1770
NO PHONE CALLS PLEASE

NOTE: You may email resumes in a WORD formatted document to: ITResumes@ocme.nyc.qov

Please reference job posting number JVN: 816 / 08 / CME/ 087 when applying for this position. This position was
previously posted as JVN #816/08/CME/049.

POST DATE: May 13, 2008 POST UNTIL: UNTIL FILLED JVN: 816 /08 / CME / 087
(Agency Code/ Fiscal Year/Number)

The City of New York is an Equal Opportunity Employer
The official New York City web site: www.nyc.gov


http://cisco.com/web/learning/le3/le2/le41/le85/le70/learning_certification_type_home_extra_level.html
mailto:ITResumes@ocme.nyc.gov
http://www.nyc.gov/

