The City of New York

Office of Management and Budget
255 Greenwich St. « New York, New York 10007-2146

November 25, 2013

REQUEST FOR BID - FY2014 CDBG-DR MICROSOFT DYNAMICS APPLICATION
PIN # 002-14-XXXXXX

The Office of Management and Budget (“OMB?”) is soliciting bids for consulting services to
design and implement a Microsoft Dynamics CRM Online system to track Community
Development Block Grant-Disaster Recovery (CDBG-DR). In addition, we are interested in a
price to purchase a set number of licenses for Microsoft Dynamics CRM Online and the
possibility of some additional options if required.

Attachment A - is an excel spreadsheet with three (3) tabs. Tab 1 is for your firm’s
information, Tab 2 is for your firm’s references and Tabs 3 is the bid request form. We are
asking for a specific number of hours and resources across a broad set of project tasks. The bid
will be evaluated based on total cost. The vendor will enter in a Billing Rate for the project tasks,
unit costs for the required licensing and monthly costs for additional costs including additional
storage and non-production instances.

Attachment B - Compliance with Local Law 34 of 2007 - Pursuant to Local Law 34 of 2007,
amending the City's Campaign Finance Law, the City is required to establish a computerized
database containing the names of any "person” that has "business dealings with the City" as such
terms are defined in the Local Law. In order for the City to obtain necessary information to
establish the required database, vendors responding to this solicitation will complete the Doing
Business Data Form and return it with this proposal. ALL vendors responding to this
solicitation must complete the Doing Business Data Form (see Attachment B) and return it
with this proposal. The submission of a Doing Business Data Form that is not accurate and
complete may result in appropriate sanctions.

Attachment C - is a description of the application requirements and scope.

Attachment D - is a Security Accreditation Process document for the Department of Information
Technology and Telecommunications (DOITT).

Return your quote by ERIDAY, DECEMBER 20, 2013, 3:00 PM New York City time via e-
mail to: contracts@omb.nyc.gov using the attached MS Excel format spreadsheets (Attachment
A). OMB will only accept quotes that fully complete all three (3) tabs. Your bid must be
signed on the pricing tab of Attachment A. _Prices are irrevocable until contract award.
Please ensure that the size of the e-mail submitting this quote is less than ten (10) megabytes.



mailto:williamsd@omb.nyc.gov

Any inquiries concerning this solicitation should be directed via e-mail, under the subject line
“OMB CDBG-CR MS Dynamics RFB Inquiries”, to contracts@omb.nyc.gov . All questions
must be submitted no later than Friday December 13, 2013, at noon New York City time.

If you have difficulty opening these attachments please e-mail me at the above e-mail address or
call (212) 788-5821.

Regards,

Michelle Rolon


mailto:contracts@omb.nyc.gov

Attachment A Tab 1 - Information

RFB - FY2014 CDBG-DR Microsoft Dynamics Application

(Information, References, Printer Maintenance, Maintenance Kit and Toner Pricing)
PIN # 002-13-XXXXXXX

Bid Deadline: FRIDAY December 20, 2012 at 3:00 PM EDT via e-mail to: contracts@omb.nyc.gov

General Information:

1. The Office of Management and Budget (OMB) is soliciting quotes for Microsoft (MS) Dynamics CRM Online and consulting
services to deploy an applications to monitor Community Development Block Grants for Disaster Recovery (CDBG-DR). See
cover letter for application specifics. OMB is located at one location 255 Greenwich Street, New York, NY 10007.

Bid Specifications:

1. Bids will only be accepted utilizing the fully completed bid sheets.

2. All Bids MUST BE SIGNED by someone in your firm who can bind your bid proposal. Prices are irrevocable until contract
award.

3. Vendors must ensure the size of the e-mail submitting this bid is less than ten megabytes.

Firm:

Contact:

Address:

Email:

Telephone:

Fax:

Federal ID Number:

Remittance Address:

(if different from above)

Inquiries
Any inquiries concerning this solicitation should be directed by e-mail, under the subject line “OMB CDBG-CR MS Dynamics
RFB Inquiries”, to contracts@omb.nyc.gov. Inquires must be received prior to Friday, December 13, 2013 at 12:00 Noon EDT.

Selection

Pursuant to the P.P.B. Rules, Section 3-08, OMB reserves, without limitation, the right to select the most responsive and
responsible firm that has made the most advantageous offer and not award, necessarily, to the lowest bidder.

Attachment B - Compliance with Local Law 34 of 2007

Pursuant to Local Law 34 of 2007, amending the City's Campaign Finance Law, the City is required to establish a computerized
database containing the names of any "person” that has "business dealings with the City" as such terms are defined in the
Local Law. In order for the City to obtain necessary information to establish the required database, vendors responding to this

solicitation MUST complete the Doing Business Data Form (see Attachment A) and return it with this proposal. The
submission of a Doing Business Data Form that is not accurate and complete may result in appropriate sanctions.

Please Note: This is a writable form, type directly into the highlighted boxes.
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Tab 2 - References

RFB - FY2014 CDBG-DR Microsoft Dynamics Application
PIN # 002-13-XXXXXXX

Firm: O

Reference 1

Company Name:

Contact Name:

Address:

Telephone:

E-mail:

Reference 2

Company Name:

Contact Name:

Address:

Telephone:

E-mail:

Reference 3

Company Name:

Contact Name:

Address:

Telephone:

E-mail:

Please Note: This Is a writable form, type directly into the highlighted boxes.




Tab 3 - Pricing

RFB - FY2014 CDBG-DR Microsoft Dynamics Application
PIN # 002-13-XXXXXXX

Firm: 0
Please Note: This is a writable form, type directly into the available fields (unshaded). Totals will be automatically
calculated.
Microsoft Dynamics CRM Online Consultants
Project Tasks Hours Resources | Total Hours | Rate Amount
Analysis and Design 400 2 800 $ - $ =
System Build 550 2 1100 $ - $ =
System Testing 160 1 160 $ - $ =
Installation & Deployment 160 1 160 $ - $ =
Training and Documentation 120 1 120 $ - $ =
After Launch Break Fix Support 500 1 500 $ - $ =
Total $ =
Microsoft Dynamics CRM Online Licenses
User Subscription Licenses (USLs)
License Type Quantity | Unit Cost Total Cost
Professional 100| $ - $ =
Additonal Add-ons*
Item Quantity [ Cost/Month | Yearly Cost
Additional Storage/GB 100| $ - $ =
Non-Production Instance 2| $ - $ =
Total $ =
*To be purchased as necessary
Total Bid| $ -
Name:
Signature:

Date:




The City of New York

Office of Management and Budget
255 Greenwich St. « New York, New York 10007-2146

Attachment C

REQUEST FOR BID - FY2014 CDBG-DR MICROSOFT DYNAMICS SCOPE

Background

The City of New York’s Office of Management and Budget (OMB) is charged with program oversight,
compliance, monitoring and fiscal management of the Hurricane Sandy Community Development Block
Grant — Disaster Recovery (CDBG-DR) provided through the US Department of Housing and Urban
Development (HUD). OMB is seeking a technology solution to allow them to manage the CDBG-DR
grant currently over $3.2 Billion. This Grant Management System (GMS) is desired to assist OMB in its
role as grant administrator over the entire lifecycle of the CDBG-DR grant.

System Platform, Development Methodology and Documentation

To align with other NYC technology initiatives, OMB has selected the Microsoft Dynamics CRM Online
solution to be the base platform for the system. The platform along with associated technologies such as
Microsoft SharePoint will be the technology used for this solution. These technologies will be the base
for the system’s database, system logic, document management, user interface, workflow and reporting.
The system will use Microsoft’s SharePoint technology for document management in conjunction with
the Microsoft Dynamics CRM platform.

The City will purchase software licenses through the selected vendor for Microsoft Dynamics CRM
Online. The vendor will be provided by the City with the appropriate production, development, testing
and staging environments on this platform. The vendor will develop the system and manage the process
through the various environments. The vendor must follow Department of Information &
Telecommunications (DOITT) security requirements and security accreditation process before the
application can be launched into production. Please see attachment D Security Accreditation Process
document for a description of the process.

The vendor shall use an “Agile” style development methodology to rapidly deploy functionality. This
methodology uses multiple releases to deploy functionality. The vendor will work with OMB to
determine the frequency and functionality that will be deployed in releases.

The vendor will work with OMB to define a plan for Quality Control and Quality Assurance (QC\QA).
This plan will include internal testing measures employed by the vendor during development and User
Acceptance Testing (UAT) performed by OMB. The vendor will only deploy functionality to the
production environment with prior approval from OMB.

The vendor will develop appropriate user and training manuals and provide training as needed to OMB
and other staff as requested.

The vendor will work with OMB to develop a user access control model utilizing the City’s identity and
cloud integration infrastructure and the vendor will implement that model into the system. Design and
function of such controls will be specified in writing once determined and prior to development.



Functional Requirements

The vendor will work with the City to develop technical and business requirements to develop this
centralized data management platform to support the City of New York OMB CDBG-DR Team.
Technical and business requirements will be will be specified in writing once determined and prior to
development.

The system will need to aggregate data from multiple external data sources. Data will need to be
collected from data system managed by other partner agencies. These external data systems include other
Microsoft Dynamics Systems, the City’s Financial Management System, Oracle CRM System and other
systems not yet determined. Data import or data exchange capabilities may need to be built to gather data
from partner agencies. Data will be stored in Microsoft’s Cloud Environment. Data import or exchange
capabilities for each system will be specified in writing once determined and prior to development. The
system will need to be able to support OMB’s CDBG-DR Team managing and tracking various structured
workflows. These workflows will need to include status, milestone tracking, approval tracking and email
notifications.

Specified workflows shall include controls based on business requirements specified by OMB. These
controls will be specified in writing once determined and prior to development.

The system will need to able to support OMB’s CDBG-DR Team to manage data within HUD’s Disaster
Recovery Grant Reporting (DRGR) system. Information aggregated from information partner agencies
will need to be reported in the DRGR system. DRGR has functionality to upload information via CSV
file templates. The system will need to be able to generate these reports onto the CSV file templates, for
upload into HUD’s Disaster Recovery Grant Reporting (DRGR) system.

The system will need to provide reporting and dashboard functionality. The Vendor will work with OMB
to define a set of standardized operating reports and dashboards to assist OMB in managing the grant.
The vendor will build these reports into the system so they can be run on a regular basis. The vendor will
develop a dashboard around these standardized reports. The system shall also provide functionality for
OMB to develop ad hoc reports. The vendor will work with OMB to train end uses how to use both the
standardized operating reports as well as the ad hoc reporting functionality. The Vendor will work with
OMB to define reporting requirements prior to development and will develop these reports within the
system.

The system will need to be adhere to security standards defined by the City of New York’s Department of
Information Technology and Telecommunications (DolTT). The system will need to pass security
vulnerability scans defined by these security standards.

Professional Services

The vendor will demonstrate the capacity to provide professional services for project management,
business and technical requirements documentation, software development, security, testing, system
maintenance, and training. Including providing organizational charts and staff resumes for key positions.

The vendor will need to demonstrate past history and proficiency using the Microsoft Dynamics CRM
Platform, SharePoint and Microsoft’s 365 Cloud Environment.

The vendor will develop a project plan that details specific tasks, milestone dates and deliverables in
accordance with NYC Dol TT Project Management Standards.

The vendor will submit progress reports weekly and at the request of the City.



Changing program requirements is inherent to the nature of these grant programs. The vendor will
respond timely and accommaodate and respond to short notice requests and provide rapid solutions to
system modifications due to program changes.

The term of this engagement will be not to exceed one year.



The City of New York

Information CITYWIDE INFORMATION SECURITY PROCESS
Technology &
Telecommunications

Security Accreditation Process

Scope

All externally accessible, public facing applications and internally accessible, multi-agency
applications developed to support City of New York business must be built in a secure fashion.
These applications must successfully complete the security accreditation process to ensure
compliance with security policies, standards and best practices. Successful completion is
acknowledged by the Citywide Chief Information Security Officer (CISO) and must be achieved
prior to launch in production.

Accreditation Process Overview

The Accreditation process is an oversight or overlay process on top of the Software
Development Life Cycle. Itis designed to integrate into specific areas of the SDLC and build
security into the project from the beginning, avoiding costly re-design or resolution of security
issues in later stages. The role of the IT Security Engineering team in the process is to partner
with the project team, enabling secure, feature rich and timely development of applications
where risks are appropriately understood and addressed.

It is important to note that while projects require many meetings and discussions, the actual
assessment process will use the security accreditation document as the authoritative source for
information. Clearly written and detailed documentation is the key to ensuring an efficient
and timely assessment.

Security Accreditation Document

The artifact of the security accreditation process is the Security Accreditation Document. This is
a living document that facilitates communications between the project team and the IT Security
Engineering team. The document is a multi-part template. Each part gets completed by the
project team and subsequently reviewed by the IT Security team at various stages of the
process. Atthe end of the project the completed Security Accreditation Document will contain
all the relevant information about the project from a security perspective. The information will
range from high level business requirements all the way down to IP Addresses and class hames.
It is important to note that each review may take multiple iterations and/or meetings, until both
the project team and IT Security team are on the same page about the relevant content and all
security questions have been addressed. A successful accreditation process can be ensured
by starting the process during planning stage and before requesting funding. If the process is
not started in the planning stage, it may be too late and will jeopardize the project.

Security Resourcing

Just like any other part of the project, such as infrastructure, hardware, software, development
time, QA etc, IT Security is an integral part of the project and should be included in project cost
calculations. Each large or complex project should dedicate from 10-15% of the total project
budget for IT Security.

Updated March 26, 2012 Version 2.01 Security Accreditation Process
PUBLIC Use pursuant to City of New York guidelines Page 1 of 9



The City of New York

Information CITYWIDE INFORMATION SECURITY PROCESS

Technology &
Telecommunications

Agile and Waterfall Development Methodologies

The accreditation process is equally adaptable to both the Waterfall and Agile development
methodologies. The activities depicted in the Agile Model diagram below correspond roughly to
the plan, design, build, test and deploy phases of the Waterfall model. Please note that in an
Agile model, these activities are intended to be shorter in duration. Also note that Agile
methodology requires a resource to be an integral part of the project team at the scrum level
and participate in stand-up meetings and facilitate “on-the-ground” security decisions.

Software Development Life Cycle (SDLC)

The following diagrams depict the Software Development Life Cycle and appropriate
checkpoints for information security assurance. Please note that these are also available as a
checklist to facilitate smooth a smooth flight through the accreditation process.
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The following steps describe the accreditation process:
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The City of New York

Information CITYWIDE INFORMATION SECURITY PROCESS
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Telecommunications

1. Planning / Analysis: Determine the data classification and determine identify the
business functions the application will address.

o Define project objectives.

e Complete Intake process and assign business owner/project manager (where
appropriate).

o |dentify data classification types, hosting location and targeted user community.
e Gather business requirements.

o Determine data classification and regulation requirements and planned security
controls.

e Define security resource requirements.
e Submit Accreditation Document to IT Security with following:

- Business objectives

- Business and project team members
- Hosting and service level

- Data classification Type

e IT Security Engineering team to provide security control requirements and
suggestions.

2. Design: Develop technology solution by leveraging tools, technology processes, and
best practices to design the solution.
o Complete high-level system design and application flow.
o Define system requirements and service levels.
e Submit Accreditation Document with the following:

- High level design (Logical and Flow diagrams)

- System Requirement and Hosting information

- Security Controls (AAA information)

- Review changes to adjust from the previous version.

- Data View (Further information about data classification).

o IT Security will review system design to ensure it meets security requirements.

3. Development: Code, build hardware, and deploy the application to QA environment.
e Ensure all integration points meet security requirements.
¢ Make sure application and systems are built according to design.
e Inform IT Security team of any design or requirement changes.
e Update Accreditation document with any requirement or design changes.
o Perform Development environment App Scan and fix code as necessary.

4. Testing: Perform unit, system, and user acceptance test cases against the QA
environment.

Updated March 26, 2012 Version 2.01 Security Accreditation Process
PUBLIC Use pursuant to City of New York guidelines Page 3 0of 9



The City of New York

Information CITYWIDE INFORMATION SECURITY PROCESS
Technology &
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e Perform/request AppScan and MVM (McAfee Vulnerability Management) scan
after the production code is deployed.

- Submit AppScan request form to IT Security Engineering group. See
AppScan Process for detail.

e Correct any findings (all Medium and High vulnerabilities must be addressed)
from scans and rescan as needed.

e Provide scan detailed reports on scan findings.
e Update Accreditation Document with business and/or application risks identified.

¢ Finalize the Accreditation Document and make sure no changes to previous
version.

o IT Security will review scan reports and provide guidance on addressing findings.

e Review Accreditation document to ensure all risks are addressed and the system
is ready for final accreditation review.

5. Implementation: Deploy to production environment.

e MVM scan to be completed by infrastructure team (after the production code is
deployed).

e Address all High and Medium findings.

¢ Submit infrastructure vulnerability scan reports with all findings rated Medium and
High resolved.

e SOC team can provide guidance on addressing vulnerabilities found.

o Provide a written communication from business owner stating the acceptance of
any risks not addressed prior to implementation.

e |T Security Engineering does final review of Accreditation Document for
completeness.

e Accreditation sign-off provided by Citywide CISO.

Accreditation High Level Criteria

Confirm the following requirements have been met. Please note that this is a high level
check list. Detailed checklist is available on the first page of the Security Accreditation
Document Template.

1) Data has been classified.

2) Data security controls match data classification levels.

3) Security Accreditation Document has been completed clearly and entirely.

4) System complies with ALL Information Citywide Security Policies, Standards and Guidelines
(as they exist at project initiation), as well as generally accepted best practices as
recommended by OWASP, ISO27001/2 and NIST.

5) Security Architecture complies with CityNet Security Reference Architecture.

6) System is in compliance with applicable regulatory and industry standards and applicable

Updated March 26, 2012 Version 2.01 Security Accreditation Process

PUBLIC Use pursuant to City of New York guidelines Page 4 of 9




The City of New York

Information CITYWIDE INFORMATION SECURITY PROCESS
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laws (such as HIPAA, PCI).

7) System authentication credentials are stored in the Enterprise directory.

8) All user and application access to the system and its internal components (including web
services) is properly authenticated and authorized.

9) System names comply with enterprise naming standards.

10) System utilizes proper enterprise DNS and SMTP services.

11) IBM Watchfire Application Scan (AppScan) scans are complete (All web and web service
components scanned). and all medium and high severity issues have been addressed.

12) Infrastructure Vulnerability scans (McAfee MVM) of all new system components are
complete and all medium and high severity issues have been addressed.

13) Results from any third Party assessments be reviewed and their remediation verified (if
applicable).

Re-Accreditation

Application is subject to re-accreditation when any code, design, or data requirement is changed.
Under normal conditions, an update to the existing accreditation document to reflect the
changes would suffice, along with App Scan infrastructure vulnerability scan (if additional
hardware is added to the design). This is also the case with Agile Development methodology.
Every iteration requires necessary updates to the accreditation document and an appscan.

If an application is subject to major release, substantial functionality or architecture change, it
will be subject to a new accreditation process. Review the changes with IT Security
Engineering team to determine the requirements.

Exceptions

When consensus cannot be reached between the Business Owner and the Citywide CISO over
the risks associated with an accreditation process finding, an exception can be requested. In
recognition of the risk management approach in which policy exceptions are applied, an
exception from a policy provision may be requested and granted due to unusual and/or
exceptional circumstances. The approval process for exception requests shall be as follows:

1) The requestor or business owner desiring an exception to a policy provision shall
complete a thorough analysis to determine if the unusual and/or exceptional
circumstances will have any potential impact on the security of Citynet, any other City of
New York agency, or any customer or partner.

2) Exceptions will only be granted based upon lack of a suitable technological control or on
a time limited basis with the suitable compensating controls and defined resolution date.

3) The agency desiring an exception to a policy provision will also complete an analysis to
determine if approval of an exception for the extraordinary circumstances would
adversely affect compliance with any legal or regulatory requirements.

Updated March 26, 2012 Version 2.01 Security Accreditation Process
PUBLIC Use pursuant to City of New York guidelines Page 5 of 9




The City of New York

Information CITYWIDE INFORMATION SECURITY PROCESS
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4) If the Agency determines that there will be no adverse impact or if there is a minimal
adverse impact on another party, that agency’s commissioner sends their request to the
DoITT Commissioner.

5) The exception request will be reviewed by the Citywide CISO to confirm the impact is
acceptable.

6) Risks must be accepted by the executive level business owner.

7) If there is non-concurrence, the final decision to approve the exception rests with the
DolITT Commissioner and the Citywide CISO.

8) If an exception request is disapproved, it is the responsibility of the requesting City
agency to remediate the circumstances that required the exception request.

Updated March 26, 2012 Version 2.01 Security Accreditation Process
PUBLIC Use pursuant to City of New York guidelines Page 6 of 9
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Appendix A — Determining the Need For A Third Party Security Assessment

The goal of a third party security assessment is the preemptive discovery of application security
vulnerabilities. When determining the need for an assessment, the most important
considerations must be the volume and classification of the data and the transactional
complexity of the application. The more complex the application, the more potential
opportunities exist for a determined adversary to circumvent the application security controls.
The value of the data should also be considered. Using this information for context, the
Business Owner should consult his agency security lead as well as the DolTT CISO to
determine if a third party security assessment is right for their application. The Open Web
Application Security Project (http://www.owasp.org) can provide more background information
on application security assessments.

Updated March 26, 2012 Version 2.01 Security Accreditation Process
PUBLIC Use pursuant to City of New York guidelines Page 7 of 9
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Appendix B

Security Accreditation Process Service Level Objectives(SLO):

The City of New York

CITYWIDE INFORMATION SECURITY PROCESS

Stage Initial Review — Follow-up Review — Ave # of iterations
Days By complexity Days By complexity

Planning / Analysis | Low 1 Low 1 2
Medium 2 Medium 1
High 2 High 2

Design Low 2 Low 1 5
Medium 5 Medium 2
High 8 High 4

Build Low 1 Low 1 3
Medium 3 Medium 1
High 5 High 3

Test Low 1 Low 1 3
Medium 2 Medium 2
High 3 High 3

Deploy Low 1 Low 1 2
Medium 2 Medium 2
High 3 High 3

* This SLO only applies when accreditation starts before the planning and analysis phase.
Unaddressed issues will lengthen the process. Also note that these SLO only apply to Waterfall

model.

Updated March 26, 2012 Version 2.01
PUBLIC Use pursuant to City of New York guidelines
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Document Revision History

Date Version

Description

January 3, 2012 | Version 2.0

Major update of entire document

March 26, 2012 | Version 2.01

Fixed several minor typographical errors.

Updated March 26, 2012 Version 2.01
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